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This paper deals with the phenomenon of Jihadist foreign terrorist fighters
from the perspective of East Central European countries. Over the past
decade, the term ‘foreign terrorist fighter’ has become established in
scholarly literature, international law and the popular consciousness.
Today, Jihadist foreign terrorist fighters are closely watched globally for
the security threat they pose. Although the greatest danger in Europe is
seen to be to nations in the west, several cases in East Central Europe
— involving terrorists travelling through the region and attempting to
radicalise local jihadists — have led Poland, Hungary, Slovakia and the
Czech Republic to adopt important legislation to eliminate this threat.

Clanek se zabyva fenoménem dzihadistickych zahraniénich teroristickych
bojovnikl z perspektivy zemi stredovychodni Evropy. V odborné litera-
tufe i v mezindrodnim pravu se pojem ,zahranic¢ni teroristicky bojovnik
etabloval” v poslednim desetileti. V soucasnosti jsou v globalnim ramci
sledovanou entitou dZihadisti¢ti zahranicni teroristi¢ti bojovnici. Predsta-
vuji bezpeénostni hrozbu i pro zemé Visegradské skupiny, a to jak z hle-
diska cestovani pres jejich Uzemi, tak i z hlediska radikalizace domdcich
dZihadistd. Nékolik dosavadnich pfipad( v zemich stfedovychodni Evropy
vsak zatim nepredstavuje tak zavaznou hrozbu, jakou je tento fenomén
v zédpadni Evropé. Nicméné Polsko, Madarsko, Slovensko i Ceska republi-
ka prijaly dalezita legislativni opatreni k eliminaci této hrozby.

Foreign Terrorist Fighters; Jihadism; Counter-terrorism; East Central
Europe; Inter-Agency Cooperation.

Zahranicni teroristi¢ti bojovnici; boj proti terorismu; stfredovychodni Ev-
ropa; meziresortni spoluprace.
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INTRODUCTION

In recent political discourse in East Central Europe, Jihadist terrorist foreign fighters
have been discussed as a serious security threat. The aim of this paper is to analyse the
various dimensions of this threat and to explain how it has challenged recent legislation
and security structures in the region. In this paper, East Central Europe is understood
to cover the so-called Visegrad Group countries (Poland, the Czech Republic, Slovakia,
Hungary). The impact of global and European influences on the situation in the centre of
the ,,0ld continent” is taken into account.

The paper starts with methodological and conceptual issues. The development of the
phenomenon of Jihadist foreign fighters in relation to East Central Europe is described
with the aim of explaining the recent new dimension of the threat. The following part
deals with the reaction of the legal sphere within the global and European context of law
changes. Specific challenges posed by Jihadist foreign fighters to the security systems
in V4 countries are discussed with the aim of formulating basic recommendations for
policy makers.

The complex character of the researched subject and the specific points discussed
in individual sections below require a broad spectrum of methodological approaches.
The historical method and description is used for an overview of the development of
the issue of foreign terrorist fighters from an East Central European point of view. A risk
and threat analysis serves as an assessment of the recent situation. Simple legal logic is
applied in the section about legal changes. Basic strategic and policy analyses are used
in relation to strategic culture and infrastructure.

1 CONCEPTUALISING FOREIGN FIGHTERS

The first very important challenge is that of conceptualising and defining Jihadist fo-
reign terrorist fighters. Analytically, we can divide this composite term into three parts.
Firstly, the ,traditional” concept of ,foreign fighters” will be described. Secondly, the
specific dimension of foreign ,terrorist” fighters (in contrast to , non-terrorist” foreign
fighters) will be explained and, thirdly, ,Jihadist” foreign fighters will be distinguished
from other variants.

The concept of foreign fighters has been widely and broadly discussed in recent litera-
ture, however, a generally accepted definition, or a list of criteria, has not been created
(which is typical of many crucial terms in the social sciences). In this article, we start
with a basic working definition taken from the book by David Malet. He defines foreign
fighters as ,,non-citizens of conflict states who join insurgencies during civil conflicts“.?

1 MALET, David. 2013. Foreign Fighters. Transnational Identity in Civil Conflicts, Oxford University
Press, Oxford.
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Malet excludes from his definition members of foreign governmental forces involved
in a civil conflict? as well as mercenaries and contractors. However, the line between vo-
luntary participation and providing a service for remuneration is in many cases unclear.
To improve the definition, the consideration of the strong role played by voluntary par-
ticipation due to identifying with the goal of the warring party should be added (and
a significant pecuniary motivation is not excluded).

Malet’s criterion of ,insurgencies” is questionable.3 Firstly, due to the difficult iden-
tification of insurgency in recent conflicts (where for example many non-state armed
groups fight in symmetrical conflicts); and secondly, due to the fact that foreign volun-
teers can also join the governmental forces in the conflict.? The issue of non-citizenship
can also be questioned, in cases when the fighters are granted citizenship of the state or
quasi-state for which they fight.5

In the light of these facts, in this article foreign fighters are defined as persons who
predominantly take part voluntarily in a warring faction in an armed conflict outside
the country of their residence and who do not serve in the conflict area as members of
their own country’s military or other security forces. Voluntary participation distingui-
shes them from mercenaries and contractors (with respect to the flexible definitions of
these categories). Service in the armed units of warring factions and not in the armed
or other security forces of their home state distinguishes them from participants in fore-
ign interventions or peace-enforcement or peace-keeping missions of the international
community.

In Malet’s above-mentioned definition, the issue of a diaspora is missing. In fact, we
can distinguish between foreign fighters from a diaspora with a direct link to a warring
party (for example, people from the second generation of emigrants who belonged to
the ethnic group whose representatives are fighting in a civil war) and foreign fighters
without previous close ties to the geopolitical area of the conflict. In the case of Islamist
foreign fighters the construction of the ,global Ummah” plays an important role and Is-
lamist fighters may feel a connection to all territories claimed by Islamists. Hegghammer
distinguishes between foreign fighters from the same region as the conflict (for example,

2 He considers the real situation, not the possible officially presented but false information about
alleged volunteers, who are in fact members of regular forces (as, for example, the combatants
from the German and Italian armed forces who were involved in the Spanish Civil War). Ibid.

3 In a similar way, Thomas Hegghammer uses the criterion of insurgency. He works with four
criteria, defining a foreign fighter “as an agent who (1) has joined, and operates within the
confines of, an insurgency, (2) lacks citizenship of the conflict state and kinship links to its
warring factions, (3) lacks affiliation to an official military organisation, and (4) is unpaid.”
HEGGHAMMER, Thomas. 2010. The Rise of Muslim Foreign Fighters: Islam and the Globalization
of Jihad. International Security, Vol. 35, No. 3 (Winter 2010/11), pp. 53-93.

4 As foreign volunteers in governmental forces in Ukraine, for example. See MARES, Miroslav.
Czech Foreign Fighters in the Ukrainian Conflict: Legal Aspects and Propagandist Use. Vojenské
rozhledy. Vol. 26, special issue: 71-82, doi:10.3849/2336-2995.26.2017.05.071-082.

5 RACIUS, Egdiinas. 2017. Caliphate Citizens. In REKAWEK, Kacper: Not Only Syria? The
Phenomenon of Foreign Fighters in a Comparative Perspective. Amsterdam: I0S Press, 52-59.
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Pakistanis fighting in Afghanistan) and global foreign fighters (they travel to conflict zo-
nes from different regions, for example Algerian fighters in Afghanistan).6

2 CONCEPTUALISING FOREIGN TERRORIST FIGHTERS

While the phenomenon of ,foreign fighters” and the term itself are relatively old, the
newly coined term ,foreign terrorist fighters” (FTFs) was created in international politics
and law. This term is used in international as well as national legal documents; however,
it is not precisely defined in international law.” The definition of foreign terrorist figh-
ters is included in ,The Hague-Marrakech Memorandum on Good Practices for a More
Effective Response to the FTF Phenomenon®, which was adopted by the Foreign Terrorist
Fighters Initiative of the Global Counterterrorism Forum. FTFs are defined as ,,individuals
who travel abroad to a state other than their states of residence or nationality to engage
in, undertake, plan, prepare, carry out or otherwise support terrorist activity or to provi-
de or receive training to do so (often labelled as ‘terrorist training’).”®

The word ,terrorist” in this definition is mostly linked with the preparation of terrorist
acts. However, it is also important to take into account the character and labelling of
an armed group. Individually, foreign fighters might take part in military combat only
(insurgency, symmetrical battles with various types of weapons, including heavy wea-
pons), while their organisations are nevertheless also responsible for terrorist activities.
These fighters can also be directly engaged in terrorist or repressive activities in the area
of the combat (atrocities aimed against religious or ethnic groups, perpetrated against
prisoners of war etc.). They make use of these various experiences to commit crimes af-
ter their return (the so-called ,,returnees”, including their family members, are a serious
concern in Western countries today).

Foreign terrorist fighters are considered a security threat due to their direct partici-
pation in armed conflicts and linked atrocities (executions of prisoners, rape of women
representing specific groups etc.), their potential to radicalise other people (from the
conflict area or after their return) and their potential to be involved in terrorist or other
violent activities after their return. However, not all returnees are a priori terrorists.
Dutch expert Jeanine de Roy van Zuijdewijn divides foreign fighters from the Western
point of view into several categories included in the following schema — table 1.

6 HEGGHAMMER 2010.

7 BILKOVA, Veronika. 2018. Foreign Terrorist Fighters and International Law. Groningen Journal
of International Law. Vol 6, No 1: 1-23. DOI: 10.21827/5b51d51a22ac3.

8 FOREIGN TERRORIST INITIATIVE, GLOBAL COUNTERTERRORISM FORUM. 2014. The Hague-
Marrakech Memorandum on Good Practices for a More Effective Response to the FTF
Phenomenon. Available at: https://www.thegctf.org/documents/10162/140201/14Sept19_
The+Hague-Marrakech+FTF+Memorandum.pdf.
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Table 1: Typology of foreign fighters according to Jeanine de Roy van Zuijdewijn

A foreign fighter who joins a conflict and is killed on the battlefield. He or she will pose no

Martyr further risk to the country of origin unless the martyrdom itself is used as a recruiting tool.

An experienced fighter who continues fighting in other theatres of conflict. He sees jihad
Veteran as a way of life. While he is a risk to people in conflict zones, he is no risk to the country of
origin in the West.

The recruiter is usually a former foreign fighter who returned home to recruit others to
fight, often quite successfully because of his or her ‘street credibility’... Generally speaking,
Recruiter they are not directly involved in terrorist activity but are frequently seen as spiritual guides
to future terrorists. They are an indirect risk by constantly ‘feeding’ the local Jihadist
community.

He/she is the one-time foreign fighter. After the conflict or his role in it has ended, the rein-
tegrated fighter will return and resume his pre-departure life or will at least not be involved
in terrorist activity...They are usually no risk to the country of origin.

Reintegrated
fighter

When he/she comes into contact with terrorist networks in conflict zones, he/she becomes
convinced that it is not only a priority to fight for the oppressed abroad, but also to target
Terrorist the country of origin. This type of foreign fighter not infrequently converts to Islam, under-
goes the most fundamental shift in identity and norms and poses a direct threat to the
country of origin.

Source:  ZUIIDEWIUN, Jeanine de Roy van. The Foreign Fighters’  Thre-
at: What History Can (not) Tell Us. Perspectives on Terrorism, vol. 8, No. 5: 59-73,
http://www.terrorismanalysts.com/pt/index.php/pot/article/view/378/html

Family members (women, children) are also sometimes affiliated with foreign figh-
ters. Women may travel to conflict areas individually with non-combatant goals (mostly
to marry Jihadists) and may take part in combat. Some of these women’s activities are
on the boundary between combatant and non-combatant categories (for example, in
religious militias enforcing Sharia law). Child soldiers under the command of Jihadist
terrorists constitute another category.?

Foreign fighters have been engaged in several recent armed conflicts. The term ,te-
rrorism“ is used, misused and relativised in relation to various categories of foreign figh-
ter (on both sides of the conflict in the Donbass, on the Kurdish side in the Syrian warl®
etc.). This article deals only with Jihadist foreign fighters. Jihadism is understood as a fa-
natic religious-ideological motive for militant violent struggle in the name of Islam again-
st enemies (who can also be Muslims who are designated as ,takfir, as apostates).1!

In his research into developments until 2015, Raphaél Leduc found that ,the presen-
ce of foreign fighters does not raise the likelihood that a terrorist plot will be executed
and if it is, then they have no impact on the number of casualties as a consequence
of that plot. Overall, this means that foreign fighters do not increase the operational

9 SUSOVSKA, Patricie. 2107. Détsti vojaci v propagandé Islamského statu — promény v case.
In BURES, Oldfich (ed.): Sbornik vybranych pfispévki z 9. vyroéni studentské konference
bezpecnostniho vyzkumu. Praha: Metropolitan University Prague Press, 48-57. Available at:
https://www.c4ss.cz/wp-content/uploads/2017/11/Sbornik-studentska-konference-2017.pdf.

10 ORTON, Kyle. 2017. The Forgotten Foreign Fighters: The PKK in Syria. London: The Henry Jackson
Society. Available at: http://henryjacksonsociety.org/wp-content/uploads/2017/08/3053-PYD-
Foreign-Fighter-Project-1.pdf.

11 SCHMIDINGER, Thomas. 2015. Jihadismus. Ideologie, Pravention und Deradikalisierung. Wien:
Mandelbaum Verlag.
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effectiveness of a terrorist cell in a way that is different from any other member of the
population that joins the cell.“12 However, several cases of terrorist attacks committed by
returned foreign fighters under the umbrella of the so-called Islamic State (in Paris and
Brussels) make this kind of terrorist returnee with Islamic State links a matter of specific
concern.1?

3 DEVELOPMENT OF THE PHENOMENON OF JIHADIST FOREIGN
FIGHTERS FROM THE EAST CENTRAL EUROPEAN POINT OF VIEW

Muslim (not only Jihadist) foreign fighters have fought in many historical conflicts. The
modern phenomenon of Jihadist FTFs can be divided into four main historical waves.
The first wave was initiated by the Soviet invasion of Afghanistan. Jihadists from various
countries resisted the Soviet occupation forces and the Afghan government in the 1980 s
and some of them turned to terrorist activities against the West in the early 1990 s (the
term ,,mujahideen” was popularised at that time). The second wave is connected mostly
with Jihadist volunteers in the Balkan and Caucasian wars of the 1990 s. The third wave
started after US campaign in Afghanistan in 2001 and especially of Iraq in 2003. The
fourth wave was caused by the outbreak of civil war in Syria in 2011; the proclamation
of a ,Caliphate” by the Islamic State had a specific impact on its intensification (however,
foreign fighters were — or still are — also engaged in other Islamist groups in the area).
This categorisation is very simplified; there are conflicts with limited numbers of Jihadist
foreign fighters in Yemen, Somalia, West Africa etc. 14

The threat of foreign terrorist fighters has global scope. In 2014, the Security Council
of the United Nations was concerned that ,foreign terrorist fighters increase the inten-
sity, duration and intractability of conflicts, and also may pose a serious threat to their
states of origin, the states they transit and the states to which they travel, as well as
states neighbouring the zones of armed conflict in which foreign terrorist fighters are
active and that are affected by serious security burdens, and noting that the threat of
foreign terrorist fighters may affect all regions and Member States, even those far from

12 LEDUC, Raphaél. 2016. Are returning foreign fighters dangerous? Re-investigating
Hegghammer’s assessment of the impact of veteran foreign fighters on the operational
effectiveness of domestic terrorism. Journal of Military and Strategic Studies. Vol. 17, Issue 1,
83-103.

13 BRZUSZKIEWICZ, Sara. 2018. Radicalisation in Europe after the fall of Islamic State: Trends and
risks. European View, Vol. 17, No. 2: 145-154.

14 This categorisation is based mostly on the following publications: FAINBERG, Alisa. 2017. Here
We Come: The Evolution of Foreign Fighters’ Flow to Syria and Iraq in 2013-2016. Herzlyia:
International Institute for Counterterrorism. Available at: https://www.ict.org.il/Article/1954/
the-evolution-of-foreign-fighters#igsc.tab=0; NESSER, Petter. 2018. Islamist Terrorism in
Europe. London: Hurst & Company; SCHMID, Alex P. 2015. Foreign (Terrorist) Fighters with
IS: A European Perspective. Hague: International Centre for Counter-Terrorism. Available at:
https://icct.nl/wp-content/uploads/2015/12/ICCT-Schmid-Foreign-Terrorist-Fighters-with-IS-
A-European-Perspective-December2015.pdf.
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conflict zones, and expressing grave concern that foreign terrorist fighters are using their
extremist ideology to promote terrorism.“15

However, some regions have not been significantly affected by the phenomenon
of foreign terrorist fighters and particularly Jihadist FTFs. East Central Europe is one of
them. Paradoxically, several individuals from Poland could be considered modern fore-
ign fighters with links to Jihadism; however, they are not terrorists. At least three Poles
with anti-communist ideological aims joined the Afghan mujahedeen in the 1980 s and
fought against the Soviets. Only one of them — Lech Zondek — emigrated from Poland
during the Afghan war. He was killed in 1985. The other two were earlier emigrants to
the West.16 Similar cases from other East Central European countries are not known.

FTFs from the Caucasian and Balkan wars in the 1990 s were not a significant security
threat to East Central European countries. Their routes to the conflict area and back led
through other territories. A small change can be observed in the 2000 s. Two different
cases of men with alleged battle experience or at least training in the Afghan conflict
area (related to Al-Qaeda or the Taliban) were connected with East Central Europe; ho-
wever, this was only from the point of view of transit or short-term residence. In the
Czech Republic Oussama Kassir was detained in 2005 and was extradited to the United
States two years later. There he was sentenced to life for several acts linked to preparing
terrorist activities.” More complicated was the case of the Algerian citizen, Mustafa Lab-
si, who was detained in Slovakia in 2007 under an Algerian warrant and, after his trial,
was extradited to Algeria. The European Court of Human Rights found this extradition
unlawful in 2012.18

4 THE CONTEMPORARY SITUATION IN EAST CENTRAL EUROPE

After the beginning of the Syrian civil war, the phenomenon of Jihadist foreign terror-
ist fighters started to be a more serious problem in East Central Europe. Of course, West-
ern Europe was hit much more heavily; however, the interdependency of contemporary
global and European security meant that the Visegrad countries were also challenged.

15 UNITED NATIONS SECURITY COUNCIL. 2014. Resolution 2178 (2014) adopted by the Security
Council at its 7272nd meeting on 24 September 2014 “Threats to international peace and
security caused by terrorist acts”. Available at: http://unscr.com/en/resolutions/2178.

16 STANIUL, Michal. 2016. Polscy mudzahedini na wojnie w Afganistanie 1979-1989. WP Online.
Available at: https://opinie.wp.pl/polscy-mudzahedini-na-wojnie-w-afganistanie-1979-1989-
6126041611622529a.

17 US ATTORNEY’S OFFICE. 2009. Swedish Citizen Oussama Kassir Found Guilty of Providing
Material Support to al Qaeda. FBI: New York Field Office. Available at: https://archives.fbi.gov/
archives/newyork/press-releases/2009/nyfo051209.htm.

18 EUROPEAN COURT OF HUMAN RIGHTS. 2012. Case of Labsi vs. Slovakia. Application no.

33809/08. Judgement. Available at: https://www.asylumlawdatabase.eu/sites/default/files/
aldfiles/CASE%200F%20LABSI%20v.%20SLOVAKIA.pdf.
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From the point of view of these countries, the security threat of the Jihadist FTFs can be
divided into three main interconnected issues:

1. Travel of Western European Jihadist foreign fighters and their family members to
Syria and Iraq via East Central Europe;

2. Return of Jihadist FTFs and their family members to Western Europe and Eastern
Europe?? via East Central Europe (of special importance are the terrorist fighters
with a clear intention to commit terrorist attacks);

3. Radicalisation, recruitment and travel of home-grown East Central European Jiha-
dists to conflict areas (these people can be divided into converts and members of
immigrant Muslim communities) and their return (of special importance are the
threats and possible intention to commit terrorist attacks in this area).

Travel by Western Jihadists to the Syrian conflict started in 2011 and law enforcement
forces and intelligence services in East Central Europe monitored dozens of travellers.2?
The issue of returning Jihadist FTFs has become a matter of alarming importance since
the start of the migration crisis and the wave of terrorist attacks in Western Europe in
2015-2018. The defeat of the Islamic State and imprisonment of many Jihadist fighters
by Kurdish, Syrian and Iraqi forces constitute a new challenge to European security (with,
however, only a limited impact on East Central Europe, in contrast to significant Western
European concerns).2!

Returnees to Western Europe with terrorist goals used East Central Europe for trave-
lling, for a short recuperation and possibly also for logistics. Salah Abdeslam, who was an
important member of the IS commando, which committed terror attacks in Paris in No-
vember 2015, visited Hungary and Slovakia (where he allegedly stayed for three weeks)
in summer 2015.22 Another case is linked with Hungary. A 27-year-old Syrian national
was detained at Budapest Airport on 30 December 2018. According to the Eurojust, he
was ,suspected of active involvement in the killing of 20 persons. He was imprisoned

19 Eastern Europe is mentioned due to alleged cases of some Caucasian and Middle
Asian lJihadist foreign fighters travelling. According to Europol: “an FTF of Chechen
origin with refugee status in Poland was detained in 2017, charged with participation
in a foreign military organisation and illegal possession of weapons and ammunition”
Europol. 2018. European Union Terrorism Situation & Trend Report (Te-Sat). The Hague:
Europol. Available at: https://www.europol.europa.eu/activities-services/main-reports/
european-union-terrorism-situation-and-trend-report-2018-tesat-2018.

20 Exact data are still classified. The number of these persons can be assessed at around 60 in
all V4 countries (around 20 in the Czech Republic). This assessment is based on information
from informal interviews conducted by the author of this article with members of security
institutions, journalists and academics during international counter-terrorist events. See also
sources below.

21 RENARD, Thomas. 2019. Quelle justice pour les djihadistes belges ? Le Vif. Available at:
https://www.levif.be/actualite/international/quelle-justice-pour-les-djihadistes-belges/article-
opinion-1100939.html?cookie_check=1557831251.

22 CRIME TERROR NEXUS. 2018. The Crime-Terror Nexus in the Czech Republic and Slovakia.
Available at:  https://crimeterrornexus.com/wp-content/uploads/2018/06/Crime-Terror-
Nexus-in-the-Czech-Republic-Slovakia_English-Version.pdf.

10
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for using forged travel documents for both himself and his female partner.“2® This FTF
should be extradited to Belgium. In Poland, Moroccan citizen Mourad T. was sentenced
by the court of first instance in March 2019 to three years in prison due to the help he
gave to the Islamic state. He probably did not serve in Syria or Irag; however, he co-
operated with the Belgian foreign terrorist fighter Abdelhamid Abaaoud, who organised
terrorist attacks in Paris in 2015. Mourad T. recruited and helped Jihadist migrants on the
Balkan route.?* He married in Poland and travelled to various places, including Hungary
and the Czech Republic.

Home-grown radicalised Jihadists who travelled from East Central European countries
to the conflict areas can be divided into two main categories. Firstly they are converts
from majority traditional nations in East Central Europe?® (several cases of individuals
from the Polish diaspora in Western European countries can also be found).2é Secondly,
they are members of Middle Eastern or Caucasian diasporas living in East Central Euro-
pean countries.?’ Polish experts Ryzsard Machnikowski and Artur Legiec estimate the
number of Jihadist FTFs at between 20 and 40.28 The Security Information Service of the

23 EUROJUST. 2018. IS terrorist suspect arrested in Hungary, available at: http://www.eurojust.
europa.eu/press/PressReleases/Pages/2019/2019-03-22b.aspx.

24 DRABEK, Patryk. 2019. Marokariczyk ktéry mieszkat na Slasku oskarzony o wspétprace z ISIS -
koniec procesu [WYROK]. Naszemiasto.pl, Available at: http://katowice.naszemiasto.pl/artykul/
marokanczyk-ktory-mieszkal-na-slasku-oskarzony-o-wspolprace,5047715,artgal,t,id,tm.html.

25 The Czech convert Jan Silovsky travelled to join IS in Syria in 2016; however, he was detained in
Turkey and later sentenced to six years in prison in the Czech Republic. NEJVYSS{ SOUD CR. 2018.
Rozhodnuti 3 Tdo 1073/2017. ECLI:CZ:NS:2017:3.TD0.1073.2017.1 The Polish convert Jakub
Jakus joined IS and was probably killed in 2017 (he used the name Abu Khattab-al Polandi).
CEYROWSKI, Artur. 2017. Abu Khattab al-Polandi nie zyje? O $mier¢ dzihadysty pytamy Marcina
Mamonia, autora ksigzki ,Wojna braci”. Pressmania.pl. Available at: http://pressmania.pl/abu-
khattab-al-polandi-nie-zyje-o-smierc-dzihadysty-pytamy-marcina-mamonia-autora-ksiazki-
wojna-braci/.

26 Polish expert Jan Wojcik identified Jacek S., who migrated to Germany in 2005, converted in
2014, soon thereafter joined IS and died in 2015 (in a suicide attack in Iraq) and Dawid t. (Abu
Hanifa) from the Polish diaspora in Norway, who in 2014 allegedly joined Harakat Fajr al-Sham
al-Islamiyya (the Islamic Movement Dawn of Syria) and in 2019 was arrested for allegedly
preparing a terrorist attack in Poland (judicial proceedings are ongoing). WOICIK, Jan. 2019.
Returning Foreign Fighters in Central and Eastern Europe. European Eye on Radicalisation.
Available at: https://eeradicalization.com/returning-foreign-fighters-in-central-and-eastern-
europe/.Three other Jihadist foreign fighters had their origin in families of the Polish diaspora
in Germany. See MACHNIKOWSKI, Ryszard. — LEGIEC, Artur. 2017. The Favored Conflicts of
Foreign Fighters From Central Europe. Terrorism Monitor, Vol. 15, No. 10, available at: https://
jamestown.org/program/favored-conflicts-foreign-fighters-central-europe/.

27 A specific “mixed case” is connected with the former Prague imam, of half-Czech half-
Palestinian origin, Samer Shehadeh, who arranged the travel of his brother Omar and one
Czech female convert to Syria. They married in Syria and joined the Jabhat Fatah al-Sham in
2016. Samer Shehadeh is in custody in the Czech Republic, suspected of having supported
terrorism (however, he himself was not an FTF). MINISTERSTVO VNITRA CR. 2019. Zprava o
projevech extremismu a predsudecéné nendvisti na izemi Ceské republiky v roce 2018. Praha:
Ministerstvo vnitra CR. Available at: https://www.mvcr.cz/clanek/extremismus-vyrocni-zpravy-
o-extremismu-a-strategie-boje-proti-extremismu.aspx.

28 MACHNIKOWSKI, Ryszard. — LEGIEC, Artur. 2017.

11
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Czech Republic reported about 16 people from the Czech Republic (including two with
Czech citizenship) in terrorist organisations in the Middle East.2? Between 10 and 15 FTFs
from Hungary fought in various Islamist groups in Syria (mostly in al-Qaeda affiliates in
Syria; information about the participation of Hungarian fighters in the Islamic state is
unavailable).30 The Slovak Information Service reported Jihadist foreign terrorist fighters
with links to the Slovak Republic, but without specifying an exact number.3! Earlier, six
Slovak foreign fighters were reported in the documents.32

5 THE CHALLENGES TO LEGAL AND SECURITY SYSTEMS

Foreign terrorist fighters pose a challenge to international as well as national legal sys-
tems. The internationalisation and Europeanisation of criminal law characterise the legal
approach taken vis-a-vis this phenomenon in East Central European countries. Political
and legal actions were adopted by the United Nations, which placed requirements on
member countries. The most important international documents with global impact are
Security Council Resolution 2178 (2014), followed by Security Council Resolution 2396
(2017).33

The European Union responded to the phenomenon of FTFs with many broadly-fo-
cused counter-terrorist measures.3* The most important piece of European law is the
Directive of the European Parliament and the Council on combating terrorism which
replaced Council Framework Decision 2002/475/JHA and amended Council Decision
2005/671/JHA from 23 February 2017. According to the directive, each member state

29 BEZPECNOSTNI INFORMACNI SLUZBA. 2018. Vyroéni zprava Bezpeénostni informaéni sluzby za
rok 2017. Available at: https://www.bis.cz/public/site/bis.cz/content/vyrocni-zpravy/2017-vz-
cz.pdf.

30 According to unconfirmed information, some Hungarians also fought in pro-Assad units.
POCZIK, Szilveszter. 2017. Muslim radicals from the Balkans and Hungary in the Syrian war — A
comparative study with focus on social history and security policy. In: PLYWACZEWSKI, Emil
W. — GUZIK-MAKARUK, Ewa M. (eds.): Current problems of the penal law and criminology /
Aktuelle Probleme des Strafrechts und der Kriminologie. Warsaw: Wydawnictwo C.H. Beck,
708-722.

31 SLOVENSKA INFORMACNA SLUZBA. 2018. Sprava o ¢innosti SIS za rok 2017, http://www.sis.gov.
sk/pre-vas/sprava-o-cinnosti-2017.html.

32 GINKEL, Bibi van et al. 2016. The Foreign Fighters Phenomenon in the European Union.
Profiles, Threats & Policies. Hague: International Center for Counter-Terrorism, https://icct.
nl/wp-content/uploads/2016/03/ICCT-Report_Foreign-Fighters-Phenomenon-in-the-EU_1-
April-2016_including-AnnexesLinks.pdf.

33 |mprovement of the UN measures is included in the following resolution: UNITED NATIONS
SECURITY COUNCIL. 2017. Resolution 2396 (2017) Adopted by the Security Council at its
8148th meeting, on 21 December 2017 “Threats to international peace and security caused by
terrorist acts — foreign terrorist fighters”, https://undocs.org/en/S/RES/2396(2017).

34 EUROPEAN UNION. 2019. Response to the terrorist threat and recent terrorist attacks in
Europe. Available at: https://www.consilium.europa.eu/en/policies/fight-against-terrorism/
foreign-fighters/.
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shall take necessary measures to ensure that travelling to another country for the pur-
pose of committing, or contributing to the commission of, a terrorist offence, for the
purpose of the participation in the activities of a terrorist group with knowledge of the
fact that such participation will contribute to the criminal activities of such a group or for
the purpose of providing or receiving training for terrorism, is punishable as a criminal
offence when committed intentionally.33 All EU member states (including V4 countries)
must transfer the content of the directive into their national criminal law. With the ex-
ception of Poland, the rest of the Visegrad countries also ratified the important Addition-
al Protocol to the Council of Europe Convention on the Prevention of Terrorism.36

The improvement and Europeanisation of law in the field of foreign fighters has been
typical of East Central European countries in recent years.3? Changes in national law
reflect the EU requirements (criminalisation of activity in a terrorist group, crossing
borders with terrorist aims, terrorist training etc.) but the new challenges discussed in
Western Europe have not seriously affected the legal norms in V4 countries (for the legal
measures for preventing the return of individuals suspected of involvement in terrorism
abroad,38 stripping of citizenship,3? de-radicalisation programmes for returnees,? etc.).
This is due to the very limited scope of some problems in comparison with Western Eu-
ropean countries (few FTFs, very few FTF family members etc.).

The phenomenon of foreign terrorist fighters demands international police and intel-
ligence cooperation. All Visegrad countries are members of the special Europol network
of anti-terrorism contact points “specifically dedicated to the sharing of information

35 EUROPEAN UNION. 2017. Directive of the European Parliament and of the Council on
combating terrorism, replacing Council Framework Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA.

36 COUNCIL OF EUROPE. 2019. Chart of signatures and ratifications of Treaty 217. Additional
Protocol to the Council of Europe Convention on the Prevention of Terrorism Status as of
17/05/2019. Available at: https://www.coe.int/en/web/conventions/full-list/-/conventions/
treaty/217/signatures?p_auth=wdVkboOR.

37 The Czech Act No. 287/2018 Coll. amended the Criminal Code No. 90/2009 Coll. in the sense of
the above-mentioned directive. A similar Slovak law is Act No. 161/2018 Coll., which amended
the Slovak Criminal Code No. 300/2005 Coll. New criminal offences were also added to the
Hungarian and Polish criminal codes. MICHALSKA-WARIAS, Aneta. 2018. New Terrorist Offences
in Polish Criminal Law. Annales UMCS, Vol. 65, No. 1, 103-114.

38 This issue is connected also with the problem of (non-)intervention in cases of prosecution
and sentencing (including the death penalty) in Iraq or Syria of the Islamic state fighters with
EU citizenships. SCHERRE, Amandine — ISAKSSON, Cecilia — RAGAZZI, Francesco — WALMSLEY,
Josh. 2018. The return of foreign fighters to EU soil. Ex-post Evaluation. Brussels. European
Parliamentary Research Service. Available at: http://www.europarl.europa.eu/RegData/
etudes/STUD/2018/621811/EPRS_STU(2018)621811_EN.pdf.

39 ROITHMAIER, Kilian. 2019. Germany and its Returning Foreign Terrorist Fighters: New Loss of
Citizenship Law and the Broader German Repatriation Landscape. ICCT. Available at: https://icct.
nl/publication/germany-and-its-returning-foreign-terrorist-fighters-new-loss-of-citizenship-
law-and-the-broader-german-repatriation-landscape/.

40 HASSAN, Ahmad Saiful Rijal. 2018. Deradicalising Returning Foreign Fighters: Lessons from
Denmark. RSiS. Available at: https://www.rsis.edu.sg/rsis-publication/icpvtr/deradicalising-
returning-foreign-fighters-lessons-from-denmark/#.XN76UPZuldU.
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concerning the FF” (it was established in 2014).%! The phenomenon of foreign fighters
(including Jihadist foreign fighters) was one of the main topics of the meeting of the
“V4+242 counter extremist group” in 2015.43 Unfortunately, this form of cooperation has
not developed further in recent years. International counter-Jihadist cooperation is able
to overcome the tensions in other fields of international relations, as the case of Pol-
ish-Russian collaboration against the Chechen foreign fighter Azamat Bajdujew shows.
He fought in IS, was arrested in Poland and extradited to Russia in 2018.44

Furthermore, FTFs pose a specific challenge to national security systems and inter-
-agency cooperation in the V4 countries. FTFs are an issue that affects both the internal
and external security of the state, and both military and non-military security. It means
that both civil (police, security and intelligence agencies etc.) and military (intelligence,
special forces etc.) institutions are forced to cooperate in this field. In countries with
a strict division of powers between law enforcement agencies and intelligence servi-
ces (in V4 mostly the Czech Republic and Slovakia) the use of intelligence agencies’
knowledge during trials of FTFs remains an unsolved challenge for the criminal proce-
dural law.%>

CONCLUSION

Jihadist foreign terrorist fighters are considered a significant threat by the global se-
curity community as well as by regional European security structures. East Central Eu-
ropean countries are not as seriously and directly affected by this problem as Western
European or Balkan countries are. However, due to the interconnection and transna-
tionalisation of contemporary security policies, they do take these problems seriously.
Several tens of fighters from East Central European countries have joined Jihadist groups
in the Middle East during the past decade.

Returnees from these countries have not been directly involved in the preparation of
terrorist attacks (as far as is known) and there is no evidence of these people serving in
the roles of recruiters or veterans (one killed Polish Jihadist can be labelled as a martyr).

41 GINKEL et al.

42 Visegrad countries + Germany and Austria.

43 VLADA CR. 2015. Program &eského pFedsednictvi ve Visegradské skupiné v letech 2015-2016.
Ministerstvo zahranic¢nich véci CR. Available at: https://www.vlada.cz/assets/evropske-
zalezitosti/visegradska-skupina/Program-a-priority-CZ-V4-PRES.pdf.

44 MIESNIK, Magda. 2018. “Deportowany Czeczen walczyt w szeregach Paristwa Islamskiego”.
Polska ujawnia powody deportacji. WP. Available at: https://wiadomosci.wp.pl/deportowany-
czeczen-walczyl-w-szeregach-panstwa-islamskiego-polska-ujawnia-powody-deportacji-
6301980027611265a.

45 Of course, this issue is connected not just with the FTFs, but with a broader spectrum of
security threats. POKORNY, Ladislav. 2018. Jest zvaZovati diikazni pouZiti odposlechu pofizeného
zpravodajskou sluzbou? In KALVODOVA, Véra, Marek FRYSTAK a Jan PROVAZNIK (eds.). Trestni
pravo /stéle/ v pohybu: pocta Vladimiru Kratochvilovi. Brno: Masarykova univerzita, 281-294.
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However, FTFs from Western Europe responsible for terrorist attacks travelled through
the Visegrad countries and some of them used that territory for longer visits. The se-
curity forces of the Czech Republic, Slovakia, Hungary and Poland have successfully de-
tained and/or monitored many FTFs; however, only a few cases have been decided by
the courts and some suspects were not detected in time.

A set of new EU norms have been adopted. It is important to evaluate the efficiency
of these norms and their use by national police and judicial bodies. Findings should be
discussed at sub-regional as well as European level. Inter-agency cooperation and the
capability to share and together to assess threats are requested at the national level.
A re-start of V4+2 cooperation with a broader spectrum of participants (including in the
military sphere) should help to counter Jihadist FTFs. Strong Euro-Atlantic cooperation
and the involvement of credible partners in various parts of the world (mostly in sharing
information, efficient law enforcement and efficient military combat against the terrorist
structures in conflict areas) will remain the most important tasks for the future.

This paper was written under the research project OPTIZ “Optimization of Intel-
ligence Activities and Intelligence Institutions in the Changing Environment” (OP-
TIZ9070204510), funded by the Ministry of Defence of the Czech Republic (“Develop-
ment of the Armed Forces of the Czech Republic” defence research programme).
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Religious Extremism as a Cause of Armed Conflicts:
Indicators and Early Warning Systems

Nabozensky extremismus jako pficina ozbrojenych konfliktu:
indikatory a systémy vcasného varovani

Josef Kraus

Abstract: The main topic and focus of this article is to identify the most relevant
indicators of the rise of religious extremism as an important cause of
armed conflicts. A religiously motivated conflict is a relevant topic in
modern security studies and research. Conflict prevention using the
early-warning indicators identified in this article might be interesting
for the security expert community. In the article chosen methodology
is available with the recommendation to following research in the
examined field.

Abstrakt: Hlavnim cilem tohoto textu je identifikovat nej¢astéji vyuzivané a nejrel-
evantnéjsi indikatory vzestupu naboZenského extremismu ve spolecnosti
jakozto dllezZité priciny ozbrojenych konfliktl. NaboZensky motitovany
konflikt je dalezitym tématem soucasného bezpecnostniho vyzkumu.
Jeho prevence za poufZiti systému véasného varovani opfeného pravé o
dil¢i indikatory je tak pro bezpecnostni komunitu velice zajimava. Tento
¢lanek predstavuje vybrané metodiky a doporuceni pro dalsi navazujici
vyzkum celé problematiky.

Key words: Early Warning System; Extremism; Methodology; Prediction; Religious
Conflict; Security Indicators.

Klicova slova: Systém vcasného varovani; extrémismus; metodologie; predikce; nabo-
Zensky konflikt; bezpecnostni indikatory.
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INTRODUCTION

Religion plays a pivotal role in the lives of many, with over 70 % of the world popu-
lation identifying as members of a religious community. Religion influences the values,
beliefs and behaviours of groups and individuals both within the humanitarian sector
and within its operating environment. Opinions, values, understanding and actions can
influence the risk environment” — and the armed conflict as well.1 The conflict, in gene-
ral, can be defined as ,,an expression of the heterogeneity of interests, values and beliefs
that arise as new formations generated by social change come up against inherited con-
straints.“2 Religion (or faith as defined) is one of the main sources of conflict between
and among different religious groups. Moreover, the ethnic dimension often plays the
same role in combination with religion. It is a matter of identity and narratives for both —
individuals and communities. Perceptions of prejudice, victimhood, and discrimination
are central in the dynamics of structural, physical and cultural violence.3 Finding a purely
religious conflict is nothing easy. Usually, there are plenty of reasons provoking violence
and many other dimensions of conflict than religion. So, to define a religious conflict,
there is a need to view it as a complex phenomenon that engages a combination of
contested domains, including power, personality, space or place, and group identity.
Also, a distinction should also be drawn between the root cause/s of the religious con-
flict (what is contested) and how the conflict is discursively or narratively framed. There
is also the need to distinguish between conflict and competition. Very simple, we can
say a conflict is religious when a conflict in which religion is also involved occurs. We can
then avoid the questions when a conflict is religious and when is it political/ethnic since
the definition allows the conflict can be both. If we focus on actors or agents of religious
conflict, there have to be two or more groups that derive from identifiably separate reli-
gions, separate factions within the same religion (sectarianism), the same faction within
a religion, and secular authority.?

Religion can be just one dimension or cause of armed conflict, but when and how we
can identify or predict it is becoming a threat for regional or state security? The process
of radicalization can provide to an analyst a movement or social tendency to follow in so-
ciety. Radicalization is the process by which individuals are introduced to an overtly ideo-
logical message and belief system that encourages movement from moderate, mainstre-
am beliefs toward extreme views. Radical thinking is not a crime in itself. Sympathizing

1 European Interagency Security Forum. 2014. Security Risk Management and Religion: Faith and
Secularism in Humanitarian Assistance, Insecurity Insight, pp. 2, Available at: http://www.
insecurityinsight.org/aidindanger/wp-content/uploads/2014/08/EISF_Security-Risk-
Management-and-Religion_-August-2014.pdf

2 Ramsbotham, 0., Woodhouse, T. and Miall, H. 2005. Contemporary Conflict Resolution. 2nd edn.
Cambridge and Malden: Polity, pp. 17

3 British Academy. 2015. The Role of Religion in Conflict and Peacebuilding, London. ISBN 978-0-85672-
618-7.p.9.

4 MAYER, Wendy. 2013. Religious Conflict from Early Christianity to the Rise of Islam. Arbeiten Zur
Kirchengeschichte: De Gruyter. ISBN 9783110291780 pp. 2-4
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with radical thinking does not necessarily lead to violence or terrorist action. However,
radical thinking becomes a threat to national security when it leads an individual to
espouse or engage in violence as a means of achieving political, ideological or religious
goals.? Following the religious radicalization process can be a crucial part of any kind of
warning system focusing on religious extremism as a threat or a cause of armed conflict.
The main goal of this article is to explain and describe the functions of different kinds
of early warning systems and conditions for their application towards chosen society in
identifying risks of armed conflict based on religious extremism. Also, another goal of
this article is to identify the most relevant indicators of the rise of religious extremism
as an important cause of armed conflicts in general. Further case studies can verify this
approach and propriety of chosen indicators. This contribution is limited only on provi-
ding the framework for future work of analysts and experts on state or regional security.

1 INDICATORS AND THE EARLY WARNING SYSTEMS

Indicators or the early warning signals based on the developed early warning systems
(EWS) are often used in the spheres of intelligence, predictive analysis or prevention.
Identification of those and their following can help the state authority, international
organisations, NGOs and expert individuals to be in touch with an examined object —
affected society, a regional security complex, a state etc. Especially in the case of conflict
prevention, EWS and radicalisation indicators are widely used.

There are many layers or levels for examining and identifying proper indicator leading
to the detailed observation of the chosen topic. Also, from the perspective of methodo-
logy, many different approaches can be used. Different tools provide different outcomes
and can be used for different kinds of research and analysis. To predict or to monitor a vi-
olent conflict, early warning systems generate indicators in a variety of ways. Hagmeyer-
-Gaverus and Weissmann® identify three main methods or models used to monitor and
forecast developments in countries and crisis regions:

1. The database model based on statistical indicators, often time series data, provi-
ded on an annual basis by international organisations such as the World Bank and
the United Nations.

2. Models using expert knowledge to forecast trends. The expert model bases its in-
formation on questionnaires and interviews, thus creating a separate set of indica-
tors. Expert models usually obtain information from a wide range of informants in
a regular, quick and standardised way, frequently used by NGOs, think-tanks and
other.

5 Royal Canadian Mounted Police. Terrorism and Violent Extremism Awareness Guide, p.6, Available at:
http://www.rcmp-grc.gc.ca/en/terrorism-and-violent-extremism-awareness-guide

6 HAGMEYER-GAVERUS, Gerd and Mikael WEISSMANN. 2003. Early Warning Indicators for Preventive
Policy - a new approach in Early Warning research. SIPRI, Working Paper, Available at: https://www.
diva-portal.org/smash/get/diva2:967529/FULLTEXTO1.pdf
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3. News-wire monitoring/analysis systems that assess the risk of conflict through sys-
tematic machine coded coverage of news services such as Reuters.

This mainly quantitative approach can be very useful, especially with the existence
of fulfilled database or advanced predictive models. Except for the method no. 2, there
is just very limited space for regional experts to influence the outcome of an analysis.
It is very much critical for the other two methods to depend on the relevant data and
complete datasets for threat evaluation. The methods are very vulnerable towards data
put into the process of its evaluation. Without combining it with experts supervision (or
method no. 2), there might occur a problem with incorrect interpretation and evaluation
of pure statistics. That is why the combination of quantitative and qualitative approaches
are widely used for conflict prevention and conflict prediction systems or EWS in general.

SIPRI, the Stockholm International Peace Research Institute - the independent resour-
ce on global Security,” works with two approaches (database and expert models) toge-
ther combined increasing the accuracy of forecasts by including both short- and long-
-term data in the analysis. Statistical data are perfect for long-term predictions while for
an extended forecasting model; however, short-term development data are essential.
Such data cannot be obtained from country statistics, but only through observation of
daily political, economic, and other events. This method is used for selecting and short-
-term indicators that are best suited to measure changes in areas such as political and
economic performance, ethnic or religious issues, and human rights.

On the other hand, the purely quantitative approach is represented by a Global Mo-
del for Forecasting Political Instability (known as PITF) funded by the Central Intelligence
Agency and hosted by the Center for Global Policy at George Mason University.8 The
method is based on identification over 100 problem cases for the last half a century that
had led to state failure, phenomenons like ethnic conflicts, regime changes, genocides
etc. It can be a good tool for further analysis and definition of early warning signals (or
indicators), but it is not a self-sufficient method for generating full-scale EWS. That is why
majority of the projects, such as IGAD’s Conflict Early Warning and Response Mechanism
(CEWARM?) or Network for Ethnic Monitoring and Early Warning (EAWARN19) are based
on a combination of both approaches adapted to local conditions or examined cases and
regions.

Oliver Walton!! from the Governance and Social Development Resource Centre pro-
vides a list of general indicators for potential risks to security based on his research and
literature retrieval. The list is divided into nine categories:

e Justice and human rights

7 Ibid.

8 See http://scip.gmu.edu/a-global-model-for-forecasting-political-instability/
9 See https://cewarn.org/index.php/about-cewarn

10 See http://www.incore.ulst.ac.uk/services/cds/metadata/eawarn.html

11 WALTON, Oliver. 2011. Helpdesk Research Report: Early Warning Indicators of violent conflict,
Governance and Social Development Resource Centre, Avalable at: http://www.gsdrc.org/docs/
open/hd777.pdf
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e Socio-cultural factors

¢ Internal security setting

e Geopolitical setting

e Military and security

e Environment and resource management
e Governance and Political Stability

* Socio-economic factors

¢ Regional and Country-Specific factors

From the perspective of religious extremism, some are more and some less relevant.
There is a need to distinguished those according to local conditions. For instance, the mi-
litary and security category can be irrelevant for homogenous societies without a history
of ethnic-religious conflict on its territory, while for those recently affected by civil war,
uprising or any kind of armed violence with religious dimension this category can be very
much relevant and risky.

Walton also works with a division of conflict early warning indicators into five catego-
ries with basic characteristics:

¢ Demographic (Sudden demographic changes and displacement/movements of pe-
ople, increasing ,territoriality” of groups/peoples)

* Economic (Short-term and long-term changes in the economic performance of
a country or a region, increase in poverty or inequality, the rise of the unemploy-
ment rate, economic shocks or financial crises)

e Policy-Related (Deliberate acts of governments against a specific group or region,
destruction or desecration of religious sites, active discrimination or legislation fa-
vouring one group over another, potentially destabilising referendums or electi-
ons, government ,,clamp-downs”)

e Public Opinion or ,Social Factors” (a rise in ,societal” intolerance and prejudice, an
increase in numbers of demonstrations or rallies)

e External (intervention or support on behalf of one of the parties/groups by an ex-
ternal actor, —diffusion” or ,,contagion” of ideologies or conflicts in neighbouring
regions, an influx of refugees from a conflict in a neighbouring country).

Naturally, these categories need more operationalisation before being used for da-
tabase creation. In that case, there would be a need to implement a security category
of any kind in it. Can be part of the policy related or the social factors categories with
special focus on the level of violent or politically motivated criminality, for instance. On
the other hand, the external category seems to be very wide, broad and general in Wal-
ton’s conceptualization. In many current conflicts, interference from abroad plays a cru-
cial role in conflict escalation.
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The Institute for Safety, Security and Crisis Management!2 has brought a detailed
framework for radicalization and recruitment identification and counter-radicalization
strategy combining quantitative and qualitative techniques. Its definition of man cate-
gories are very much similar to Walton’s but bringing three different levels or layers for
radicalisation identification:

1. External level including political, economic and cultural causes of radicalisation,

2. Social level with relative deprivation, social identification and network dynamics,

3. Individual level and its psychological characteristics, personal experience and

rationality;

The special focus of this concept is put on recruitment and trigger events. It also pro-
vides the diversification of approaches according to the level of the causal factors. The
first and the second level can be more examined with quantitative techniques, while the
third layer — the individual one —is mainly based on a quantitative and multi-disciplinary
approach. But still, there is a noticeable connection and interaction among those three
levels, or at least between two different layers. But also some do not affect others at
all. External factors manifest themselves independently of the individual. They shape
and constrain people’s environment, but individuals have an only minor influence on
their environment. External factors do not have a direct effect on individual behaviour.
A complex interaction between factors at the various levels is likely to be crucial for the
intensity of the readiness for radicalisation. Social factors play an important intervening
role in the relation between external factors and radicalisation. For example, stigmati-
sation of Islam in the media, an external cultural factor, is likely to impose a stronger
radicalising force on Muslims than on non-Muslims. At the individual level, psychological
characteristics, personal experiences and rationality influence how people respond to
their social and external environment.

All the factors mentioned above and categories need detailed operationalisation to
be usable for both quantitative and qualitative research. But, the identification of the
indicators is more need for the quantitative approach than the qualitative one. Plus, it
needs permanent monitoring of those for capturing the threat of rising radicalisation of
society and predicting threats. The prediction and forecasting of risks and threats is also
something worth mentioning in the case of EWI. Segell13 speaks about three broad types
of methodologies for predicting and forecasting acts or events that have not been iden-
tified: 1) trends and patterns, 2) frequency, and 3) probability. All three have to gather
data within a specific context to be passed on for an actionable operation. This approach
is very much used by intelligence services for developing and establishing warning sys-
tems world wide.

12 |nstitute for Safety, Security and Crisis Management, 2008. Radicalisation, Recruitment and the EU
Counter-radicalisation Strategy, Transnational Terrorism, Security and the Rule of Law, Available at:
http://www.gdr-elsj.eu/wp-content/uploads/2014/02/doc2-WP4-Del-7.pdf

13 SEGELL, Glen M., 2005. Intelligence Methodologies Applicable to the Madrid Train Bombings, 2004,
International Journal of Intelligence and Counter Intelligence, 18, 221-238pp.
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2 THE RADICALISATION OF AN INDIVIDUAL

There is another approach in preventing religious radicalisation as conflict preventi-
on. Focusing on an individual instead of society can bring a completely different set of
indicators or warning signals. Allison Smith14 identifies several potential risk factors for
individuals attempting to engage in terrorism (group-based or lone-wolf). Although the
factors are highly connected to armed violence and terrorism itself and not to radicalism
in general, it is still valuable for the process of radicalisation of an individual.

Having a History of Criminal Violence

Having a Criminal History

Having Been Involved With a Gang or Delinquent Peers
Having a Terrorist Friend

Being a Member of an Extremist Group for an Extended Period
Having a Deep Commitment to an Extremist Ideology
Having Psychological Issues

Being Unemployed

Having a Sporadic Work History

Having Less Education

Having a Lower Social Economic Status

Failing to Achieve One’s Aspirations

Having Trouble in Romantic Relationships

Having Trouble in Platonic Relationships

Having Been Abused as an Adult

Being Distant From One’s Family

Many of those are based on socio-economic and psychological problems causing a fru-
stration of an individual. Especially for those territories affected by armed conflict, ha-
ving military experiencels is also identified as a potential risk factor leading to violence.

The Royal Canadian Mounted Police provides another set of indicators for violent
radicalisation from the criminology perspective.16

Significant changes of interests;

Breaking relational ties, social isolation, change in peer groups and activities;
Change in the way of thinking and interacting with others;

Rejection of the State (politics and social values);

Participating in radical activities or demonstrations and using extremist language;

14 SMITH, Allison. 2018. Risk Factors and Indicators Associated With Radicalization to Terrorism in the
United States: What Research Sponsored by the National Institute of Justice Tells Us, National Institute
of Justice, Available at: https://www.ncjrs.gov/pdffiles1/nij/251789.pdf

15 For the purpose of Smith’s reasearch, military experience in US reality means mainly the military service
in general. But, in conflict areas any experience of participation on armed conflict in general might be
considered being a risk factor.

16 Ref. 12
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e Attending private meetings;

e Overconsumption of hate and violent propaganda images and videos on the
Internet;

¢ Possession of propaganda material promoting violence;

e Segregation and antagonism (,,Us against Them“);

¢ Adhering to hatred and violence;

¢ Glorification of violence or sacrifice;

e Perpetration of minor crimes motivated by the rejection of governments and
society;

e Change in appearance and dress style;

¢ Use of new names or pseudonyms in social media and personal environment;

These two sets of factors are very much similar to each other accenting psychological
and social indicators, just the very close surrounding of an individual can notice. From
the perspective on a general analysis of the environment (regional, state-level) affected
by the threat of radicalisation and religious violence, it is impossible to observe and exa-
mine population in general according to individual factors. On the other hand, those can
be very much helpful for local authorities to identify risky individuals and their possible
networking providing broader statistics at the national level.

THE USE OF INDICATORS AND EWS IN RELIGIOUS CONFLICT

PREVENTION

One of the methods used for predictions and identification of the threat of religious
extremism in society is situation analysis. Gerrie ter Har and Stephen Ellis'? break religi-
on down into four components that should be observed, monitored and analysed:

¢ Religious ideas: The perceptions of the universe, the world, life, nature, evil, the

sacred, up to and including the virtues and values that guide actions.

¢ Religious practices: The actions, customs, places and objects that link perceptible

reality with imperceptible reality.

e Religious organisations: The religious movements, communities and organisations,

their leaders and the networks in which they cooperate.

¢ Religious experiences: People’s experiences in relation to the transcendent. The

transcendent here is a generic term for the ultimate, the divine, spirits, ancestors
and gods. Religious experience can be at the root of transformations, both indivi-
dually and collectively.

17 Gerrie ter Haar & Stephen Ellis, “The role of religion in development. Towards a new relationship
between the European Union and Africa”, European journal of development research, 18, no. 3 (2006):
351-367.
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Based on the obtained data, the threat analysis has to follow. The crucial question is
whether, and how, religion can impact on the threat itself and on the vulnerability of an
agency or individual.!® The analysis is based on three analyst sub-questions related to
each other in the triangle of threat identification — diagram 1.

Who?

Causes? When/Where?

Diagram 1: Triangle of threat identification

The question ,who“ is related to a perpetrator of the threat and also to the potential
or real victims. There is scope to examine whether religion is a motivating factor for the
perpetrators or if it influences the selection of victims. ,When and where” deals with
the time and space - Is the threat more likely to occur in certain areas? Is there a link
between threat and the religious composition of the population in that area? Are there
particular locations of operation where threats are most likely to occur? And the last but
not least question asking for ,causes”, roots and drivers of identified threats. In areas of
religious tension, religion can be one of these drivers or underlying causes.

The problem again is how to operationalise terms and layers mentioned above and
put them into a proper pattern to be followed. It can provide a good framework for going
deeper into the analysis of the examined phenomenon.

CONCLUSION

This article provides the basic background for the early warning system creation for
further case studies, systematic intelligence analysis or conflict prevention. There are
two main approaches to EWS creation and indicators identification — a quantitative one
and a qualitative one. Some systems work with quantitative approach only providing
warning indicators and redlines based on pure statistics. The problem is, there is just

18 |bid.
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a small space for regional experts to influence the outcome, while it is very much nee-
ded during the process of threat evaluation. The pure qualitative approach can miss the
important macro view over the state or regional security. Especially, in the economy and
demography, the statistics can provide different and much wider perspective. So, only
the combination of two approaches seems to be ideal in creating the EWS in general.

Focusing on the topic of religious extremism as a cause of conflict and threat to national
or regional security, mainly the process of society radicalisation has to be analysed. Religi-
on itself is a very amorphous issue to be examined; that is why the religious radicalisation
is difficult to handle. The theories of political radicalisation can help to prepare the proper
framework for it. There are three layer or levels at which the process should be analysed
or observed by a multi-disciplinary approach. Individual level focused on personal issues
connected to psychology and sociology, social level dealing with the society as a whole,
its tendencies, development and even statistics, and last but not least the external level
including political, economic and cultural causes of radicalisation and its spill-over effect
from abroad. This approach needs a continual observation of the set of indicator not only
by statistics but also by regional experts on politics, sociology and psychology.

It is very difficult to bring a general scheme and system applicable to every region
and society potentially facing the threat of religious extremism causing armed conflict.
Local conditions should be taken into account, otherwise risking too much general and
dysfunctional EWS. Only case studies with the general framework and local mutations
can provide relevant outcomes and suitable system for conflict prevention of any kind,
but religious dimension and cause needs special attention due to amorphous essence of
the phenomenon.

This paper was elaborated as a part of the research project SIVARBAL (Proposal of
the system of indicators of early warning for possible crisis situations in Balkan), fun-
ded by the Defence research of the Ministry of Defence of the Czech Republic.
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Hlavnim cilem toho clanku je pojednat o roli postkolonidlni teorie neo-
kolonialismu ve vyvoji bezpe¢nostni situace v Afghanistanu. Uvodni ¢ast
je vénovana vymezeni postkolonidlniho pfistupu. Na tuto ¢ast navazuje
defini¢ni prehled neokolonialismu, jakoZto moderni formy pokracova-
ni kolonialismu. V dalsi ¢asti je pozornost zamérena na roli samotného
neokolonialismu v Afghanistanu, a to ve vztahu k plsobeni a zajmim
USA. Déle jsou v ¢lanku vymezeny hlavni dopady na bezpecnostni situ-
aci a také vysledky deformace sil regiondlnich aktérd (Pakistanu a Indie)
v Afghanistanu v disledku angaZovanosti USA v oblasti. Zavérecna cast
shrnuje podstatné informace v kontextu teoretickych pozadavkd a znak(
teorie neokolonialismu ve vztahu k aktivitdm USA a dalSich statnich akté-
ra v Afghanistanu i celém regionu.

The main goal of this article is to depict the role of postcolonial theory
of neo-colonialism in the development of the security situation in
Afghanistan. The introductory part is devoted to defining the postcolonial
approach. This part is followed by a definition of neo-colonialism as a
modern form of continuation of colonialism. The next part is focused
on the role of neo-colonialism itself in Afghanistan, in relation to the
influence and interests of the USA. In addition, the paper outlines the
main security implications as well as the distortions of Afghanistan's
regional actors (Pakistan and India) as a result of US engagement in
the region. The final part summarizes the essential information in the
context of the theoretical requirements and signs of neo-colonialism in
relation to the activities of the US and other state actors in Afghanistan
and the region.

Afghanistan; bezpecnostni prostredi; Indie; kolonialismus; mezinarodni
vztahy; neokolonialismu; Pakistan.

Afghanistan; Security Environment; India; Colonialism; International
Relationships; Neo-colonialism; Pakistan.
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uvoD

Dalezitou roli v hodnoceni ¢i ve vyvoji bezpecnostni situaci Afghanistanu vidy hrala
globalni i regionalni geopolitika, kterd predstavovala sloZitou sit vzajemnych interakci
mezi velmi rozdilnymi regiondlnimi aktéry s rlznym postavenim (na regionalnim i glo-
balnim politickém poli). Centrem takovych interakci se opakované staval Afghanistan,
ktery ma odlisné vztahy se svymi sousedy i dalSimi vlivnymi statnimi aktéry. Vyvoj poli-
tické a zejména bezpecnostni situace je vyznamné ovlivnén predevsim Spojenymi staty
americkymi (USA), Ruskou federaci (RF), iranem a Pakistanem, déle pak Cinskou lidovou
republikou (CLR) a Indii. Vztahy viech zainteresovanych statnich aktéri v Afghanistanu
zintenzivnély jak po stazeni vojsk Sovétského svazu z Afghanistanu v roce 1989, tak dale
po spojenecké intervenci v roce 2001.1 Je nutné brat v potaz, Ze ke vzajemnému rozvoji
vztahl mezi vyznamnymi aktéry v Afghanistanu ve vSech svych konotacich (negativnich
¢i pozitivnich) dochazi kontinualné do dnesni doby a s ohledem na historické souvislosti
k tomu bude s velkou pravdépodobnosti dochazet i v budoucnu.

Vyznam samotného Afghanistanu a stability jeho bezpecnostni situace je podtrien
a umocnén v regiondlnim pohledu jeho strategickou polohou, ktera se nachazi mezi tre-
mi muslimskymi postsovétskymi republikami Turkmenistanem, Uzbekistanem a Tadzikis-
tanem, dale pak Pakistanem a frdnem. Mimo to dale Afghanistan svou severovychodni
provincii Badach$an sousedi také s CLR. Kazdy z téchto jmenovanych statnich aktérd ma
nepopiratelné zejména své ekonomické zajmy také v samotném Afghanistanu. Vyznam-
nym regionalnim statnim aktérem s dopadem na vyvoj bezpecnostni situace je zejména
Pakistan, ktery je reprezentovan pomérné velkou a aktivni armadou s vyraznou rozho-
dovaci pravomoci a jadernym arzendlem. Hlavnimi zajmy pakistanské armady (véetné
velmi mocné zpravodajské sluzby) je ptsobeni vici dlouhodobé a nejvyznamnéjsi hrozbé
v podobé nejvétsiho rivala - Indie. Aktudlni pozice Pakistanu na mezinarodnim poli je
posilena jeho spojenectvim s USA, které s timto vyznamnym regionalnim aktérem Uzce
spolupracuiji, a to nejen v obchodni oblasti. Vliv Indie na bezpeénostni situaci v Afghanis-
tanu Ize obecné charakterizovat jako neptimy s primarnim zamérem podporovat veskeré
proti-pakistanské aktivity.

Mezindrodnépoliticky vyznam Afghanistanu vzrostl zejména v 19. stoleti, kdy se ocitl
Afghanistan na kfiZzovatce britsko-ruského soupereni. Zajem Ruska (zejména v obdobi
Sovétského svazu) vedl pres Afghanistan z toho dlvodu, Ze se nachazi na trase smérujici
déle na jih, smérem k irdnu, Pakistanu (provincie Baltgistan) a déle pak k Perskému &i
Omanskému zdlivu, k Arabskému mofi a k Indickému ocednu. V pfipadé zajm0 Velké
Britanie se Afghdnistan nachazel na trase daliho pronikdni z Indie smérem k Ciné a Ti-
betu. Afghanistan lze proto povaZovat za Uzemi, kterému se nelze vyhnout pfi postu-
pu smérem do geopoliticky vyznamnych oblasti Asie. Tento strategicky dilezity vyznam

1 HYNEK, Nik, EICHLER, Jan a MAJERNIK, Lubomir. Konflikt a obnova v Afghdnistdnu: kontext, prostredi
a zdjmy. Praha: Ustav mezinarodnich vztaht, 2012. ISBN 978-80-87558-06-5. Str. 11.
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Afghanistanu zlstal zachovana i v modernich déjinach (od skonceni druhé svétové valky
aZ do soucasnosti).2

Od konce 2. svétové valky a padu britské i francouzské kolonialni nadvlady, doslo
k velmi vyznamnym posunlim zejména v oblasti svétové ekonomiky spojené s pomérné
masivnimi socialnimi a politickymi zménami (nejen vyhlaseni nezavislosti mnoha sta-
td v rdmci procesu dekolonizace). Avizované obdobi od druhé poloviny 20. stoleti bylo
pomérné vyznamné pro rozvoj postkolonialnich teorii v oblasti mezinarodnich vztahq,
které se vénovaly Sirokému spektru vzajemnych interakci zejména statnich aktér( a po-
hledlim zapadni spolecnosti na vyvoj v muslimském svété. V této souvislosti se postko-
lonialni pristup mnoha odbornik( snazil analyzovat predevsim ulohu, postaveni a vliv
mocnosti na dalsi statni aktéry, a to zejména v oblasti Latinské Ameriky, Afriky3,4 &i Asie.3
Akcent postkolonidlnich teoretik( a odbornik( byl orientovany primarné na ekonomic-
kou a politickou dimenzi a souvisejici nastroje moci zamérené na prosazovani vlastnich
zajmaQ. Z existujiciho spektra postkolonidlnich teorii byl proto na tento ¢lanek v kontextu
ekonomicko-politického pohledu vybran a aplikovan pristup a teorie neokolonialismu.
Tento konkrétni postkolonidlni teoreticky rémec oznacovany jako neokolonialismus bude
v ¢lanku pouzit jako nosny koncept. Je zfejmé, Ze na vybrané regionalni statni aktéry by
Sly aplikovat také jiné konkrétni postkolonidlni teorie, nicméné s ohledem na aktudlni
ekonomicko-politické dopady a vlivy je nejvice relevantni pravé teorie neokolonialismu.

1 VYMEZENi NEOKOLONIALISMU

Obecna teorie neokolonialismu ve své zasadé predpoklada existenci silnych primych
i nepfimych ekonomickych vazeb mezi ekonomicky silnymi mocnostmi a ekonomicky
slabsimi staty. S ohledem na existenci vzajemnych ekonomickych vazeb je proto evi-
dentni, Ze chovani politickych elit ekonomicky slabsich a zavislych statd je vice ¢i méné
podfizeno pozadavkiim mocnosti. Ekonomicky rozmér teorie neokolonialismu zastupuje
v tomto postkoloidlnim konceptu nejvyznamnéjsi dimenzi a ostatni jsou v urcité mire
potlaceny (politickd, vojenska, socialni apod.).

Jak bylo uvedeno vyse, neokolonialismus se zpravidla orientuje spiSe na politicko-
-ekonomicky kontext na rozdil naptiklad od kontextu politicko-kulturniho. Toto potvrzuje
také ACHARYA a BUZAN ve své publikaci Non-Western International Relations Theory

2 |bid. Str. 15.

3 ZHENG, Liang. Neo-colonialism, ideology or just business? China’s perception of Africa.
Global Media and Communication, 271-276. [online] 2010. [cit. 2019-03-28] Dostupné z:
https://doi.org/10.1177/1742766510384964

4 ANTWI-BOATENG, Osman. New World Order Neo-Colonialism: A Contextual Comparison of Contemporary
China and European Colonization in Africa. Journal of Pan African Studies 10. 2. [online] 2017 [cit. 2019-
03-20] Dostupné z http://bit.do/eQ4v8

5 NAGESH, Rao. ‘Neocolonialism’ or ‘Globalization’?: Postcolonial Theory and the Demands of Political

Economy. Brown Uviversity - Interdisciplinary Literary Studies, vol. 1, no. 2, 2000, Str. 165-184. JSTOR.
[online]. 2018 [cit. 2019-03-30]. Dostupné z: www.jstor.org/stable/41209050
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— Perspectives on and beyond Asia.5 Vétsina odbornych textd k tématu neokolonialis-
mu je orientovana na region Afriky i Latinské Ameriky (ponékud omezené pak na Asii).
Jejich obsahové zaméreni je Casto relativné dosti kritické a jejich autory Ize povaZovat
vesmés za pomérné radikdlni marxisty.” Z éesko-jazyénych publikaci se problematice
postkolonidlnich teorii a okrajové také neokolonialismu vénuje napiiklad HORKY-HLU-
CHAN, PROFANT a kolektiv v knize Mimo Sever a Jih. Rozumét globdinim nerovnostem
a rozmanitosti, kde autofi akcentu;ji kritické pristupy k latinsko-americkym, africkym
a asijskym spolec¢nostem, kulturam, naboZenstvim, genderovym vztahtm ¢i napfiklad
Zivotnimu prostfedi.8

Samotny pojem neokolonialismus vznikl v obdobi velké dekolonizace v poloviné 20.
stoleti. Prvni kodifikace slova neokolonialismus byla podle zjisténych informaci uvedena
v oxfordském slovniku v roce 1961, kde plvodni zdroj (The New Statesman) definoval
neokolonialismus jako nejnebezpelnéjsi formu kolonialismu.? Ve spojitosti s pojmem
neokolonialismus je potreba zdlraznit, Ze se tento termin v poslednich desetiletich stal
velmi frekventovanym (nejen na poli akademickém), coz vedlo k rozsifeni nejasnosti
a nejednoznacnosti samotného vyznamu.

Podle dalsiho vymezeni mliZeme neokolonialismus povaZovat za moderni pokraco-
vani kolonialismu, ale uz ne formou pfimé nadvlady, ale predevsim pomoci ekonomické
kontroly dotyénych zemi. V této souvislosti je vhodné odliSovat, zda jde o logickou pro-
vazanost ekonomickych proces( spojenych s celosvétovym trhem zboZi a sluzeb ¢i o par-
tikularni ekonomické zajmy vybranych mocnosti ve vztahu k ekonomicky slabsim statiim
a vyuzivani jejich ekonomického potencidlu a zdrojud. V poslednich dekddach pomérné
rozSirené ekonomické sankce ze strany zapadnich mocnosti ¢i mezinarodnich organizaci
ve vztahu k nékterym diskutabilnim statnim aktérdm (reprezentovanym neliberalnimi
a ne zcela demokratickymi rezimy) nelze s ohledem na primarni vyznam neokolonialis-
mus povaZovat za projevy této postkolonidlni teorie. Jde velmi ¢asto o snahu a nastroje
zapadnich mocnosti vyvaZovat ekonomicky i politicky vliv regionalnich statnich aktér(
v zdjmovém teritoriu ¢i na globalni scéné. V této kapitole jsou pro nazornost uvedeny
nékteré dalsi zakladni definice neokolonialismu.

Termin neokolonialismus popisuje stav, kdy je plvodné kolonizovana zemé sice for-
malné nezavisld, ale jeji vladnouci elity a klicovi predstavitelé se podfizuji rozhodnuti
byvalé materské zemé (kolonizatora), protoZe to povazuji za vyhodné pro sebe a nékdy

6 ACHARYA, Amitav, BUZAN, Barry. Non-Western International Relations Theory — Perspectives on and
beyond Asia. Routledge Taylor & Francis Group. 2010. ISBN 978-0-415-47473-3.

7 NAGESH, Rao. ‘Neocolonialism’ or ‘Globalization’?: Postcolonial Theory and the Demands of Political
Economy. Brown Uviversity - Interdisciplinary Literary Studies, vol. 1, no. 2, 2000, Str. 165-184. JSTOR.
[online]. 2018 [cit. 2019-03-30]. Dostupné z: www.jstor.org/stable/41209050

8 HORKY-HLUCHAN, Ondfej, PROFANT, Tomé3 a kol. Mimo Sever a Jih. Rozumét globdlnim nerovnostem
a rozmanitosti. Ustav mezindrodnich vztahd, 2015. ISBN 978-80-87558-18-8.

9 NAGESH, Rao. ‘Neocolonialism’ or ‘Globalization’?: Postcolonial Theory and the Demands of Political
Economy. Brown Uviversity - Interdisciplinary Literary Studies, vol. 1, no. 2, 2000, Str. 165-184. JSTOR.
[online]. 2018 [cit. 2019-03-30]. Dostupné z: www.jstor.org/stable/41209050
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i pro stat.10 Velmi ¢asto jsou v mnoha rozvojovych zemich viak partikuldrni osobni zajmy
vladnoucich autorit nadrazeny obecnému celospoleéenskému zajmu a prosperité.

Neokolonialismus je urcita politicka a ekonomicka kontrola (forma nadvlady) vyspé-
lych statl uplatriovana na nékteré rozvojové zemé, ale na rozdil od kolonialismu jsou do-
téené staty formalné nezavislé, ackoli fungovani statu je ovliviiovano zvenci. Nastrojem
kontroly se nejc¢astéji rozumi investice ze zahranici, které ovliviiuji ekonomickou i socialni
strukturu zemé, a to primarné ve vztahu k zahrani¢nimu donorovi. Tento je nasledné
schopen ucinné regulovat politickou orientaci ovliviiované zemé a efektivné vyuZivat
ekonomicky potencidl i zdroje ve svlj vlastni prospéch a zajmy. Jinym nastrojem mize
byt loutkova vlada, kdy je v zemi formalni statni nezavislost, ve skutec¢nosti je sprava
zemé podfizena svému ,neokolonizatorovi“.11

Rozvojové zemé jsou Casto zdrojem levné pracovni sily a v nékterych pripadech
(vCetné napfiklad posuzovaného Afghanistanu) také bohaté na suroviny a ptrirodni zdro-
je. Souvisejici atributy se tak velmi Casto stavaji rozhodujicimi faktory, které ovliviuji
ekonomické zajmy, surovinovou diplomacii a obecné celou zahrani¢ni politiku vybra-
nych mocnosti. Neokolonialismus ma vsak i dusledky pozitivni, napr. rozvoj technologii,
zabezpeceni lepsich socidlnich podminek, rozvoj vzdélani (stipendia, ucitelé ze zahranici),
stavba verejnych budov (Skoly, nemocnice), investice do dopravnich komunikaci, stavba
elektrdren a jiné, ale i negativni dusledky, jako vykoristovadni, limitované uspokojovani
zékladnich lidskych potfeb (voda, potrava), znecistovani Zivotniho prostredi, ztrata poli-
tické (ndzorové) svobody a konflikty, at uZ mezi mocnostmi nebo uvnitf statu.12

Americky on-line slovnik Merriam-Webster definuje neokolonialismus jako ekonomic-
vici vybrané zemi a jejimu obyvatelstvu.13

DANEK definuje neokolonialismus jako formu hospoddi'ské a politické kontroly vyspé-
lych statu, pripadné nadstdtnich sdruZeni a instituci, nad hospoddrstvim a spole¢nost-
mi nerozvinutého svéta. Ovladané zemé jsou formdlné nezavislé, ale jejich hospodadrstvi
a politicky systém jsou rfizeny zvenci. Ndstroje této kontroly jsou rizné, ale Casto zahrnuji
prfitomnost zahranicniho primyslového a financniho kapitdlu. Ten ovlivnuje vnejsi eko-
nomické vazby neokolonidlnich zemi, ale svoji podporou urcitych elit v techto zemich ma
dopad i na jejich socidlini strukturu.14

MENELL popsala neokolonializmus jako pomérné komplikovany termin s vyznamnou
fec¢nickou moci, ktery se tyka vlivu zahranic¢nich mocnosti na politickou a hospoddrskou

10 Vzdélavaci program Varianty, Clovék v tisni, o. p. s. Neokolonialismus. [online]. 2018 [cit. 2018-03-30].
Dostupné z: https://www.varianty.cz/slovnicek-pojmu/67-neokolonialismus

11 Neokolonialismus - Co je neokolonialismus? [online]. 2015 [cit. 2018-03-30]. Dostupné z:
http://neokolonialismus.blog.cz/1509/co-je-neokolonialismus

12 |bid.
13 MERRIAM-WEBSTER. Neocolonialism. [online] 2018 [cit. 2019-03-30]. Dostupné z: http://bit.do/eQ33X

14 DANEK, Petr. Nerovnomérny rozvoj svéta: kolonialismus, neokolonialismus a diskurz rozvoje. In Stét,
prostor, politika. Vybrané otdzky politické geografie. Praha: Univerzita Karlova, Pfirodovédecka fakulta,
2000. Str. 28 —58. ISBN 80-238-5566-2. Str. 19.
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dimenzi méné rozvinutych statd. K tomuto ucelu je ze strany mocnosti vyuzivana zejména
pfimd politickd kontrola. 15
Odborné se problematice neokolonialismu vénoval také NKRUMAH v knize Neo-Co-
lonialism: The Last Stage of Imperialism.1¢ V publikaci se autor zaméFuje na analyzu
myslenky kontroly a ekonomické nadvlady na staty, které byly v minulosti koloniemi
vyznamnych mocnosti. Je zde zdlraznéno, Ze ackoliv proces kolonialismu jiz skonil,
jsou zejména ve vztahu k africkému kontinentu patrné ekonomické a politické procesy
ovliviiujici déni ze zahranici. Vliv externich ekonomickych nastroji ma na africkém
kontinenté za nasledek stale se zvétsujici rozdily mezi ekonomicky silnymi a slabymi stat-
nimi aktéry. NKRUMAH zd(raznuje, Ze ekonomicka zavislost a podfizenost poZzadavkim
zahrani¢nich mocnosti vyznamné ovliviiuje moznosti formovani blahobytu prostrednic-
tvi pouhych vnitropolitickych néastrojd jednotlivych podrizenych statd. Neokolonialismus
ma podle autorova vymezeni nasledujici charakteristiky:
¢ redlna moZnost nasazeni vlastnich vojenskych sil zainteresované mocnosti na Uze-
mi kontrolovaného (podfizeného) statu;
e existujici prfimé vazby a vlivy umoznujici ovladat centralni vladu a dalsi vyznamné
politické elity, a to na vSech urovnich (centralni, regionalni, provin¢ni apod.);
e prokazatelné zahrani¢ni ekonomické nastroje a prostfedky urcéujici rozvoj a sméro-
vani zemé;
e duraz v ekonomické oblasti je kladen primarné na rozmach odbytisté a spotreby
zboZi pochazejiciho ze zahranici, které jiz neni opatfeno vlastni pfidanou hodnotou;
e poskytnuti lidskych zdrojl (zahrani¢nich odbornikd, poradct apod.) pro mentoro-
vani, fizeni a kontrolu vykonu stétni sluzby a finanénich instituci.l?

2 ROLE NEOKOLONIALISMU V AFGHANISTANU

V této kapitole bude role neokolonialismu ve vyvoji aktualni bezpecnostni situa-
ce v Afghanistanu podrobena konfrontaci s vySe uvedenymi teoretickymi vymezenimi
a charakteristiky, a to ve vztahu k nasledujici vyzkumné otazce determinujici zajmy USA
v Afghanistanu. Vyzkumna otazka tedy explicitné zni: Splriuji americké aktivity v po-
slednich dvou dekaddch 21. stoleti v Afghdnistdnu teoretické poZadavky a znaky teorie
neokolonialismu?

Obecné faktory expanzivnich zahrani¢nich zajm mocnosti jako jsou touha po nerost-
ném bohatstvi jiné zemé (predevsim rozvojové), levna pracovni sila, snaha o ziskani suro-
vin a pady (nejen stavebni, ale i zemédélské) a v neposledni radé také politicky vliv v zemi

15 MENELL, Natasha. China and Africa: the new neocolonialism. The Journal of the Helen Suzman Foundation:
55-60. [online] 2010 [cit. 2019-03-30]. Dostupné z: http://bit.do/eQ34t

16 NKRUMAH, Kwame. Neo-Colonialism: The Last Stage of Imperialism. 1974, Panaf. ISBN 9780901787231.

17 TWEEDIE, Dominic. Neo-Colonialism, the last stage of imperialism by
Kwame Nkrumah_Transcribed. [online] 2007 [cit. 2019-03-30]. Dostupné .
https://politicalanthro.files.wordpress.com/2010/08/nkrumah.pdf
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¢i prislusném regionu byvaji obecnym hybatelem spolecenského, politického i hospodar-
ského déni. Uvedené ukazatele tak nejsou unikatné typické pro neokolonialismus.

Politicky a geostrategicky motivovana intervence USA (pozdéji podporena pritomnos-
ti aliancnich a koali¢nich partnert) byla v roce 2001 zdlivodnéna bojem proti stoupen-
clm teroristické organizace al-Kajda, ktefi méli na Uzemi Afghanistanu vyuzivat zakladny
a Utocisté. Po eliminaci vidce al-Kajdy Usamy bin Ladina a paralyzovani znacné Casti or-
ganizacni struktury uvedené organizace v roce 2011 vSak nedoslo ke stazeni americkych
vojsk z Afghanistanu, ale bezpecnostni jednotky USA spolecné s alian¢nimi a koali¢nimi
partnery dodnes v zemi aktivné plisobi. Zminéna pfitomnost cizich vojsk na izemi suve-
rénniho statu proto iniciuje mnoZstvi otazek, jejichz cilem je ¢asto nalezeni jednoznacné
odpovédi na konkrétni zajmy mocnosti (zejména tedy USA) v Afghanistanu. Formulo-
vat odpovédi na souvisejici otazky vsak neni jednoduché. Presto se néktefi odbornici
snazi formou souvisejicich analyz ¢i odbornych ¢lanka v kontextu mezinarodnich vztah(
poskytnout vice ¢i méné argumentacné a fakticky podlozené pohledy na predmétnou
problematiku.

2.1 Neokolonialismus v Afghanistanu vs. boj proti terorismu

Zejména levicova sféra politického zastoupeni v Ceské republice a také v dalgich ze-
mich Evropské unie (a nejen zde) poukazuje na spornou intervenci USA a poté celé ali-
ance i dalSich koali¢nich partnert do Afghdnistanu a zejména setrvani v zemi (do dnesni
doby), kdy primarnim ddvodem jiz neni pritomnost teroristickych organizaci Gtocicich
také na zapadni cile, ale naopak politické a ekonomické zajmy USA, jakoZto atribut( neo-
kolonialismu. Podplrnymi fakty pro uvedené tvrzeni jsou zejména vyse zminéna elimi-
nace vidce al-Kajdy a destrukce organizacni struktury. Argumentace bojem proti dalSim
teroristickym skupinam je dle kritikd velmi ¢asto neopodstatnéné, nebot aktualné sa-
motny charakter a mandat vojenské mise RS (Resolute Support) v Afghanistanu neumoz-
nuje provadeét primo konkrétni protiteroristické operace. Dalsim faktorem je vliv soused-
niho Pakistanu a zejména pakistanska podpora vybranym teroristickym hnutim, jejichz
ukolem je destabilizovat bezpecnostni situaci v Afghanistanu a zamezit vzniku a fungo-
vani nezavislé, liberalni a demokratické vladé. Mimo uvedené ma Pakistan s Afghanista-
nem také dlouhodoby teritoridlni spor, a to konkrétné o spole¢nou hranici, jejiz konecna
podoba nebyla uvedenymi statnimi aktéry doposud oficialné ratifikovana. Tato sporna
otazka je pak zdrojem pakistanskych aktivit, které maji vyznamny vliv na destabilizaci
bezpecénostni situace v Afghanistanu. Pakistansti predstavitelé jsou presvédceni, Ze jejich
zemé je utiskovana mezi dvéma znepratelenymi sousedy (tedy Afghanistanem a Indii).
Rostouci nenavist mezi Pakistanem a Indii utvari a posiluji paranoiu uvnitf pakistanskych
ozbrojenych sil a také uvnitf vladnouci reprezentace, a to zejména ve vazbé na mozné
vytvoreni vzajemné afghansko-indické aliance zamérené pravé proti zajmim Pakistanu.
Souvisejici intenzivni snaha USA vyresit zmiriovany hrani¢ni spor (¢i na feseni sporu par-
ticipovat) mezi Afghanistdnem a Pakistanem nebyl v poslednich dekddach zaznamenan.

V pripadé Afghanistanu je neokolonialisticky pristup USA podporen také faktem, Ze
tato jihoasijska zemé disponuje obrovskymi zasobami nerostného bohatstvi. Napriklad
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World Socialist Web Site poukazuje na kroky americké administrativy v Afghanistanu,
kdy i po ukonceni plivodné planované operace NATO (oznacované ISAF — International
Security Assistance Force) zUstalo nadéle v zemi mnoho tisic americkych vojaku. Ve sku-
tecnosti se Afghanistan v poslednich vice nez deseti letech postupné stava americkou
zakladnou (a¢ zminéné kroky nékdy ve svych prohlasenich soucasny americky prezident
Trump dementuje), ze které americka armada rozsifuje svij vliv v regionu. Afghanistan
hraje dilezitou roli v planech Pentagonu v pfipadné valce proti irdnu a jako strategic-
ky dulezitd zakladna pro prosazovani americkych zajmu ve stredoasijskych republikach
a také v Pakistanu.18,19

Na druhé strané je americkd pfitomnost v Afghanistanu vyhradné zdlvodrnovana
(pfedevsim pravicové orientovanymi politiky, analytiky a zejména samotnou americ-
kou administrativou) jakoZto nutny postup v boji proti celosvétovému terorismu. Jeden
z hlavnich sméri tkvicich ve spoleéném boji proti terorismu zdGraznil v Ceské republice
napfriklad také vojensky analytik Martin Koller. Ddvod nasi pfitomnosti v Afghdnistdnu
a Irdku spatruji v preventivnim boji proti teroristiim na jejich viastnim tzemi predtim, nez
tito fanatici udefi u nds a budou zabijet i éeské obéany.?0 Po teroristickych Gtocich al-Kai-
dy 11. zari 2011 v USA, Spojené staty 7. fijna téhoZ roku letecky zautodily na Afghanistan,
kde méla al-Kaida své tabory. Nasledovala pozemni ofenziva, ktera vedla k padu vlady
Talibanu. Ten se véak nikdy nepodafilo zcela porazit a vélka v zemi pokracuje dodnes.2!
Uvedené argumenty liberalné orientované spolecnosti tedy na druhé strané ve své pod-
staté odmitaji povaZzovat plsobeni USA v Afghanistanu za neokolonialismus.

Provedeme-li konfrontaci zdkladnich charakteristik teorie neokolonialismu definova-
nych napfiklad NKRUMAHem (viz kapitola 2) s pfistupem USA v Afghanistanu Ize dospét
k nasledujicim zavériim. Realna pfitomnost a praktické nasazeni vojenskych jednotek USA
na Uzemi Afghanistanu ovlivriuje od roku 2001 pfimo vyvoj bezpecnostni i politické situace
v zemi. Pfimé vazby a vlivy umoznujici ovladat centralni afghanskou vladu ze strany USA
byly v obdobi 2004 — 2014 reprezentovany zejména vladou proamericky orientovaného
afghdnského prezidenta Hamida KARZATho. Od roku 2004 dochézelo také k podstatnému
zlepSovani vzajemnych vztahl mezi Afghanistanem a Indii. V této souvislosti je velmi za-
jimavé, 7e se mnoho klicovych funkcionarid tehdejsi vliady prezidenta KARZAiho (véetné
KARZAiho samotného) Gcastnilo specidlnich kurzil & studii pfimo v Indii. Do dneéni doby
je v organizacni strukture GIRoA (Government Islamic Republic of Afghanistan) patrny vliv
americkych politikd, diplomatd, expert a dalSich osob pro mentorovani, fizeni a kont-
rolu vykonu statni sluzby a financnich instituci. Rozsahlé zahranicni investice a také pfri-
mé dotace ze strany USA v poslednich dvou dekadach 21. stoleti prokazatelné dokladaji

18 WorldSocialistWebSite.AfghanistanalsModellfiirdenNeokolonialismusdes21.Jahrhunderts.2013.[online].
2013 [cit. 2018-03-20]. Dostupné z: https://www.wsws.org/de/articles/2013/01/afgh-j08.html

19 World Socialist Web Site. Das brutale Gesicht des Neokolonialismus in Afghanistan. 2013. [online]. 2013
[cit. 2018-03-20]. Dostupné z: https://www.wsws.org/de/articles/2013/04/11/afgh-a11.html

20 Hyde Park CT24. TV, CT24. 25. listopadu 2010. 20:10. [online]. 2010 [cit. 2018-03-20]. Dostupné z:
http://www.ceskatelevize.cz/porady/10252839638-hyde-park-ct24/210411058081125-hyde-park/

21 Novinky.cz - Teroristicky utok z 11. zafi 2001 v New Yorku a Washingtonu. [online]. 2018 [cit. 2018-03-
20]. Dostupné z: https://tema.novinky.cz/teroristicky-utok-z-11-zari-2001-v-new-yorku
-a-washingtonu
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existenci potrebnych americkych ekonomickych nastroje a prostredkd k urcujicimu rozvoji
a smérovani Afghanistanu, a to zejména v kontextu americkych zajmu. Snaha USA o pene-
traci svého zboZi na afghansky domaci trh je aktualné limitovana, a to s ohledem na logi-
stické limity, které neumozniuji efektivni transport potravin. Mimo zminéné faktory je af-
ghanské trini odbytisté velmi vyznamné pokryto produkty ze sousednich zemi, predevsim
tedy z Pakistanu, franu a CLR. V této souvislosti je viak potfeba zdlraznit, 7e nezanedba-
telna komunita mezinarodnich bezpecénostnich sil pisobicich v Afghanistanu je majoritné
logisticky zajistovana ze strany americkych subjektd.

Hlavni motivy neokolonialismu v jizni Asii, respektive konkrétné v Afghanistanu jsou
zaloZeny na ekonomickych a politickych stimulech. Jde zejména o existenci velkého po-
tencidlu afghanského nerostného bohatstvi, dale pak o vyvaZzovani vlivu USA v regionu
ve vztahu k plsobeni a prosazovani zajm@ CLR, Pékistanu, Indie a ¢asteéné i RF. Mimo
uvedené je potreba dale zminit také snahu USA monitorovat veskeré aktivity v regionu a
prezentovat svou vojenskou silu ve vazbé na iran, jakoZto potencionalniho amerického
protivnika. Afghanistan je svou strategickou polohou pro USA vhodny také v souvislosti
s prosazovanim zajmu ve stfedoasijskych republikach (Turkmenistan, Uzbekistan a Tadzi-
kistan), a to s ohledem na omezovani historického vlivu ze strany RF.

2.2 Vliv neokolonialismu na stabilizaci bezpecnostni situace
v Afghanistanu

Afghanistan a jeho budoucnost jsou zavislé na skutec¢né transformaci statniho zfizeni
s prvky zakladnich demokratickych princip(, které vyZzaduji odpovidajici zmény, a to ne-
jen v oblasti afghanskych bezpecnostnich instituci, vnitrostatniho politického systému
¢i napriklad lidskych prav. Mir v Afghanistanu bude mozny pouze v pfipadé, ze zakladni
tuzby a potreby afghanské populace budou respektovany a nadrazeny individualnim za-
jmam kli¢ovych vadcich osobnosti ¢i jednotlivych skupin. Toho musi byt dosazeno v kon-
textu vzajemné shody a v Uzké spolupraci USA s regionalnimi subjekty a mezinarodnimi
partnery.22 Aktualné miZeme poukdzat minimélné na Sest zdkladnich spornych otazek
a jejich aktéry, kteti determinuji konflikt a samotnou bezpecnostni situaci v Afghanista-
nu. Jsou to zejména:
e valka proti terorismu, kdy spoustécim indikatorem bylo rozhodnuti americké ad-
ministrativy eliminovat aktivity teroristické organizace al-Kajdy po utocich v USA
v zari 2001;
¢ indicko-pakistansky zamrzly konflikt, kdy se Pakistan snazi eliminovat vliv Indie
v Afghanistanu predstavujici pro Pakistan klicové teritorium v ramci pfipadného
konvencniho konfliktu. Z tohoto divodu je vysoce pravdépodobné, Ze na afghan-
ském uzemi aktivné a dlouhodobé operuji pfislusnici zpravodajskych sluzeb Pakis-
tanu i Indie s cilem podporovat prosazovani vlastnich narodnich zajma;

22 THIER, Alexander J. The Future of Afghanistan. Washington, D.C., 2009. First pub. United States Institute
of Peace. Str. 1 -109.
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¢ sunnitsko-Siitsky konflikt reprezentovany vidci hlavnich konfesi islamského svéta,
tedy zastupcl Saudské Arabie a iranu, ktefi se v Afghdnistanu snaZi prosadit své
vlastni (ndbozZensky orientované ¢i ekonomické) zajmy;

e pritomnost koalice NATO vedené USA a dalSich partner(l (napt. Austrélie, Gru-
zie apod.), ktefi se v ramci jednotlivych operaci (RS, ISAF, OEF apod.) snaZi stabili-
zovat situaci v zemi a podporovat rozvojové a usmirovaci projekty i procesy;

e pristup Ruské federace k pritomnosti sil NATO v zajmovém regionu jizni Asie je
dlouhodobé konzistentni s cilem zamezit permanentni pfitomnosti NATO v oblasti.
PrestozZe plvodné Ruska federace podporovala boj proti terorismu (véele s organi-
zaci al-Kajda) ¢i eliminaci produkce drog v Afghanistanu, je dlouhodobé pusobeni
NATO vcele s USA pro RF neakceptovatelné. RF povazuje zakladny NATO ve svém
okoli za jistou formu ohroZeni vlastnich zajm(;

¢ existence potencionalniho konfliktu mezi USA a irdnem, kdy USA mimo jiné vyuZiva
Afghanistan jako svou zakladnu proti pfipadnému pdsobeni vi¢i {ranu. V posled-
nich letech jsou také patrné snahy iranu podporovat nékteré frakce afghanskych
povstalc(, a to zejména v jejich boji proti pfitomnosti USA.23

V ramci stabilizace zemé by mély obecné vsechny vlady vychazet z nasledujicich
péti zakladnich princip(:

e vlada musi mit jasné politické cile smérované k vytvoreni a udrZovani svobodné,
nezavislé a sjednocené zemé, ktera je politicky a ekonomicky stabilni;

¢ vlada musi postupovat a jednat v korelaci s existujicimi pravnimi normami;

¢ vlada musi mit komplexni plany a strategie ve vSech moznych oblastech;

e vlada musi mit stanoveny priority jak Celit politické subverzi (podvratné cCinnosti)
a gerilovému (asymetrickému) zplsobu boje;

e v pripadé gerilového boje musi vlada zajistit primarné a v prvni fazi bezpecnost kli-
¢ovym a zakladnim subjektlim (strategicka mésta, centra, komunikace, strategické
objekty apod.).24

Usili mezinarodnich sil véele s USA stabilizovat situaci v Afghanistanu zavisi velmi
vyznamné na Pakistanu a jeho podpore Talibanu. Afghansti predstavitelé i afghanské
civilni obyvatelstvo stale intenzivnéji obvinuje Pakistan a jeho zpravodajskou sluzbu ISl
(Inter Service Intelligence), Ze stoji v pozadi povstaleckych aktivit na afghanském tzemi.
Podpora afghanskych militant( ze strany Pakistanu koresponduje s dlouhodobou narod-
né-bezpecnostni politikou a strategii Pakistdnu orientovanou proti zajmim Indie v re-
gionu. Pakistan se mimo jiné zaméruje také na rozsahlé ovliviiovani verejného minéni
a mistnich médii, a to nejen Sifenim vlastnich narrativ(, ale také zastraSovanim novina-
r ¢i obCanskych aktivistl a kritikl armady. Mimo jiz zminéné, afghansky Taliban dale
pomaha vytvaret pro Pakistan nepostradatelné Utocisté na pastunskych uzemich, a to

23 THIER, Alexander J. The Future of Afghanistan. Washington, D.C., 2009. First pub. United States Institute
of Peace. Str. 16.

24 ELYAS, Mohammad. Insurgency and Terrorism in India and Pakistan — With Special Reference to Benazir
Bhutto. New Delhi, 2008, MD Publications Pvt Ltd. ISBN 978-81-7533-117-4. Str. 18.
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pro pripadny ustup pfi konfliktu s Indii. Néktefi predstavitelé americké administrativy
v minulosti prezentovali, Ze neni mozné konflikt v Afghanistanu vyhrat, dokud ma Tali-
ban k dispozici pakistanskou podporu a zejména bezpecna Utocisté v Pakistanu. Pakistan
na uvedena prohlaseni reagoval zadrZzenim nékolika méné vyznamnych velitel( Talibanu
s cilem zmirnéni amerického tlaku. V redlnych podminkach se vsak pakistansky pristup
k afghdnskému Talibanu nijak zdsadné nezménil.2>
Skutecna stabilita konkrétniho statu (v nasem pripadé Afghanistanu) existuje
tehdy, véri-li majoritni ¢ast jeho obyvatelstva v legitimitu své vlady. Mezi hlavni pilife
stability bezpecnostni situace v Afghanistanu musi patfit bezpecnost (kolektivni bezpec-
nost, individualni bezpecénost, vybudovani bezpecnostnich struktur apod.), pravo a po-
radek (pravni rad, soudni systém, vézenstvi atd.), ekonomicky rozvoj a zvySovani Zivotni
urovné obyvatelstva, stabilni vlada a participace obc¢anl na vladé. V této souvislosti by
mélo byt tedy zejména zabezpeceno, aby:
¢ afghdanska vlada GIRoA (Government Islamic Republic of Afghanistan) posilila statni
strukturu a byla schopna explicitné presvédcit afghanské obyvatelstvo, Ze je realné
schopna a také ochotna uspokojit jejich zakladni potreby;
e afghanskd vlada byla schopna efektivné a plné kontrolovat vnitfni bezpecnost
i vnéjsi hrozby (véetné problematické propustnosti afghdnsko-pékistanské hranice)
a vlastnila vyhradni monopol na pouziti silovych prostredk( ve vztahu k suverenité
a Uzemni celistvosti;
o afghdanska vlada oZivila a posilila ekonomickou situaci zemé nutnou k posileni kup-
ni sily afghanského obyvatelstva, uspokojeni vsech souvisejicich zakladnich potreb
a eliminovani vyznamné problematiky chudoby;
e afghanskd vlada v ekonomické oblasti sniZila zavislost na zahrani¢nich dotacich
a expandovala ve vztahu k vyuZivani surovinového bohatstvi zemé;
e socidlni prostfedi a s nim spojené aktivity efektivné podporovaly rozvoj regionda,
provincii, distrikt( a vyznamnych méstskych center v Afghanistanu;
o veskeré afghanské obyvatelstvo prednostné vyuzivalo pri feSeni konfliktnich situaci
a nejriznéjsich sport jiné formy nez aktualné velmi rozsiteného nasili;
o veskeré aktivity afghanské vlady s podporou mezinarodniho spolecenstvi reflek-
tovaly mistni kulturni, kmenové ¢i ndabozenské zvyklosti a dalsi souvisejici principy
afghanského etnicky pomérné diverzifikovaného obyvatelstva.

Pro zevrubnéjsi pochopeni jsou konkrétni faktory a kroky potfebné ke stabilizaci kom-
plexni situace v Afghanistanu uvedeny na obrazku ¢. 1, kdy bylo k jejich ¢lenéni vyuzZito

25 BACON, Tricia. Slipping the Leash? Pakistan’s Relationship with the Afghan Taliban. Survival — Global
Politics and Strategy. Washington, D.C., 2018, vol. 60 no. 5. The International Institute for Strategic
Studies. Str. 159 - 175.
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principu analyzy PMESII2, ktera byla déle doplnéna o oblast zahrnujici bezpeénostni pro-
blematiku (viz oranzové podbarvena ¢ast schématu).

2.3 Deformace sil regionalnich aktéra v Afghanistanu v dasledku
angazovanosti USA v oblasti

Pakistan je nedilnou soucasti regionalniho komplexu v kontextu svych vztah( vici
Afghanistanu, a to nejen s ohledem na etnickou ¢i naboZenskou provazanost. Koreny
sahaji hluboko k samotnému vzniku nezavislého Pakistanu. Hlavni roli v rdmci interak-
ce s Afghanistdnem reprezentuje vice neZ stoleti stard Durandova linie??, kterd dodnes
utvari uréitou imaginarni geografickou hranici mezi obéma staty. Vymezena linie rozdé-
lila pastunskou etnickou skupinu na dvé ¢asti, které se na zacatku 20. stoleti ocitly ve
dvou rozdilnych statech. To prispélo k celkové etnické fragmentaci afghanské spolecnosti
a k neschopnosti urit majoritni statotvornou skupinu.28 Etnickd a kmenova pfislusnost
je tak jednim z hlavnich faktor( ovliviiujicich pakistanskou zahranicni politiku ve vztahu
k afghdnskému prostoru.?® Je vsak nutné reflektovat i skuteénost, Ze ani Pakistan ani
Afghanistan neni ochoten respektovat separaci vlastniho statu a vytvoreni nezavislého
Pastunistanu, o kterém dlouhodobé uvazuji Pastuni - zastupci tohoto majoritniho af-
ghanského etnika. Americky neokolonialismus Afghanistanu ma také primy dopad na
rozsahlé udery americkych bezpilotnich prostfedkud na pakistanskych uzemich, které jsou
vyuzivany jako Utocisté pro teroristy.

Z geopolitického hlediska predstavuje Afghanistan taktéz urcitou vyzvu i pro Indii. Ten-
to velmi lidnaty stat disponuje jadernou kapacitou a postupné se profiluje do pozice
regionalni mocnosti s pomérné rozsahlou sférou vlivu, véetné nedalekého Afghanistanu.
Indie ma z historického pohledu pozitivni vztahy s Afghanistanem, za kterymi stoji snaha
ziskat ho na svou stranu jako protipdl thlavniho nepfitele Pakistanu.3? Vzajemna rivalita
mezi Indii a Pakistanem je jednim ze zakladnich pilif, na kterém je postavena geopoli-
tika indického subkontinentu. Ta je i v dnesni dobé velmi citlivou tematikou vzhledem

26 PMESII ¢i PMESII-PT znaci konkrétni analytickou metodu operaéniho prostiedi a jeji nazev je akronymem
odvozenym od pocatecnich pismen jednotlivych dimenzi, kterym se analyza pfi posuzovani a rozboru
prostredi vénuje. Konkrétné jde o nasledujici dimenze: P-Political (politickd), M-Military (vojenska),
E-Economic (ekonomicka), S-Social (socialni), I-Information (informacni), I-Infrastructure (infrastrukturalni),
P-Physical Environment (fyzického prostredi) a T-Time (Casova).

27 Afghénistan byl predevsim v 19. stoleti vyznamnou oblasti britsko-ruského soupereni znamého pod
historickym pojmem The Great Game. Na konci zmiflovaného 19. stoleti (konkrétné v roce 1893) byla
definovana demarkacni linie mezi Afghanistanem a Britskou Indii, takzvana Durandova linie, ktera
vymezuje soucasnou afghansko-pakistanskou hranici a rozdéluje pastunska kmenova Gzemi.

28 RAIS, Rasul Bux. Recovering the frontier state: war, ethnicity, and state in Afghanistan. Lanham, MD:
Lexington Books, 2008. ISBN 0739109561. Str. 182.

29 HYNEK, Nik, EICHLER, Jan a MAJERNIK, Lubomir. Konflikt a obnova v Afghdnistdnu: kontext, prostfedi
a zdjmy. Praha: Ustav mezinarodnich vztah(, 2012. ISBN 978-80-87558-06-5. Str. 48.

30 WOLPERT, Stanley A. India. 4th ed., [2009 ed.]. Berkeley: University of California Press, 2009.
ISBN 978-0520260320. Str. 244.
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k teritoridlnimu sporu mezi Indii a Pakistdnem o Gzemi Kadmiru.31 Regionalni geopolitika
je tak s prihlédnutim na vlastnictvi jadernych zbrani Indie i Pakistanu znacné bipolarni
z hlediska jeji vnitini dynamiky.32 Po roce 2001 je v3ak zjevny urdity obrat v této interakci
zplsobeny vysokou rychlosti vieobecného rdstu a rozvoje Indie.33

S ohledem na plsobeni vojsk aliance v ramci mise RS (Resolute Support)34 jsou v ce-
Iém operacnim prostoru (tedy na celém Uzemi Afghanistanu) zasadné omezeny jakékoliv
aktivity pakistanskych ¢i indickych bezpecénostnich sil. Zejména pro prvné zminiovany Pa-
kistan je pfitomnost koali¢nich vojsk znaénym limitnim faktorem, ktery omezuje dlouho-
dobé pakistanské zajmy v Afghdnistanu. PrestozZe jak Pakistan, tak i Indie, jsou spojenci
USA, je v pripadé Pakistanu mozné kvaziperiodicky sledovat diplomaticky natlak a urcité
vyostfeni vzajemnych vztahQ, které koreluji s Udajné nedostatecnym postupem pakis-
tanské vlady a bezpecnostnich sloZek vici teroristickym organizacim na problematickych
uzemich zapadniho Pakistanu, které hranici s Afghanistanem. Dale je nutné zminit, Ze ne-
existence kontinudlni a oboustranné stfezené hranice mezi Afghanistanem a Pakistanem
dava podnét pro pakistanské bezpecnostni slozky, angaZovat se také na pfihrani¢nim
uzemi Afghanistanu a podporovat své zajmy (nejen ty, jez maji vztah k ptipadné vojenské
konfrontaci s Indif).

Indie se mimo bézné diplomatické aktivity a dlouhodobé ekonomické zajmy nijak blize
zejména vojensky v Afghanistdnu neangaZuje. Naproti urcité nevrazivosti mezi prislus-
niky bezpecnostnich sil Pakistanu a Afghanistanu, je situace mezi Afghanistanem a Indii
v oblasti bezpecénostni spoluprace ponékud odlisna. Indie se v Afghanistanu, na rozdil od
¢lenl NATO a dalsich koali¢nich partnerd, nepodili pfimo vojensky, ale poskytuje mnoz-
stvi vojenskych i policejnich kurzli zejména pro afghanské distojniky ve vycvikovych za-
fizenich v Indii.

Jak je patrné z vyse uvedenych informaci, jsou dopady amerického neokolonialismu
v Afghanistanu velmi vyznamné pro prosazovani vlastnich zajmu Pakistanu i Indie v zemi.
Pfitomnost hegemona reprezentovaného USA znacné limituje zejména vlastni aktivity
Pakistanu uvnitf Afghanistanu, kdy je Pakistan nucen své aktivity provadét skryté, uta-
jené a prostrednictvim jinych subjektl a aktérd (nejen napfiklad pomoci aktivit hnuti
Taliban).

31 WIRSING, Robert. India, Pakistan, and the Kashmir dispute: on regional conflict and its resolution. New
York: St. Martin’s Press, 1994. ISBN 0312084420. Str. 2.

32 BUZAN, Barry, WVER, Ole. Regions and powers: the structure of international security. New York: Cambridge
University Press, 2003. Cambridge studies in international relations, 91. ISBN 978-0-521-89111-0. Str. 106.

33 HYNEK, Nik, EICHLER, Jan a MAJERNIK, Lubomir. Konflikt a obnova v Afghdnistdnu: kontext, prostredi
a zdjmy. Praha: Ustav mezindrodnich vztah(, 2012. ISBN 978-80-87558-06-5. Str. 52.

34 Vice viz napf. na https://rs.nato.int/about-us.aspx
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ZAVER

S postupujicim ¢asem se zacinaji v souvislosti s neokolonialismem vice zvyrazrovat
nékteré zavainé problémy vedeni konfliktu v etnicky a klanové velmi fragmentovaném
afghanském prostredi. PfestoZe je na mezinarodni scéné stale Castéji skloriovana samot-
na legitimita toho, zda americka pritomnost v Afghanistanu ma Cisté podtext neokolo-
nialismu ¢i zaméru boje proti terorismu, je vliv této svétové mocnosti v zemi i regionu
neoddiskutovatelny a je nadale predmétem mnoha studii. Neokolonialismus jako jedna
z konkrétnich postkolonidlnich teorii se od poloviny 20. stoleti stale ¢astéji diskutovala,
a to zejména v souvislosti s prosazovanim zajmu klicovych svétovych mocnosti v Cele
s CLR a USA. Mnoho odbornych publikaci, studii a ¢lankd vénuje v piipadé neokolonia-
lismu pozornost predeviim surovinové diplomacii CLR v nékterych statech na africkém
kontinentu ¢&i v Latinské Americe. V poslednich letech Ize viak pozorovat orientaci CLR na
rozsifovani svého vlivu také v samotné Asii a dokonce i v Evropé. Toto dokumentuje také
snaha CLR o vybudovani tzv. Nové hedvabné stezky. S ohledem na popsané ¢&inské kroky
je pak zcela logické, Ze se dalsi globalni hrac, tedy USA, snazi vSemi dostupnymi nastroji
a prostfedky vyvaZovat rostouci vliv a zajmy CLR v celosvétovém méfitku. Do téchto aktivit
zapada také samotna angazovanost USA v Asii, vySe popisovany Afghanistan nevyjimaje.
Mimo mocenské soupefeni zmifiovanych USA a CLR v regionu jizni Asie je v kontextu
tohoto ¢lanku potreba zdUraznit také konfrontaci zajm a sil dalSich regionalnich aktér(
v Cele s Pakistanem a Indii. Obé uvedené zemé maji s ohledem na historické konotace
v Afghdnistanu své zajmy, které jsou vsak vzajemné protichtidné. Je proto pochopitelné,
7e neokolonidlni pFistup USA (okrajové i CLR) v Afghdnistanu determinuje dynamicky
v Case také droven vlivu Pakistanu i Indie. Veskeré uvedené faktory maji ve svém dUsled-
ku nezastupitelny vliv na formovani institucionalniho prostredi nezavislého Afghanistanu
(jakoZto suverénni zemé, které nebyla v moderni historii nikdy kolonizovana) a prede-
vSim na stabilizaci bezpecnostni situace.

Autor: Ing. Martin HAVLIK, Ph.D., MBA, Msc. Pracovnik Ministerstva obrany Ceské
republiky. Specializuje se na oblast managementu informaci a dlouhodobé
na analyzy bezpecnostnich hrozeb a rizik v oblastech konflikti s dopadem na
obranu a bezpeénost Ceské republiky.

Jak citovat: HAVLIK Martin. Role neokolonialismu ve vyvoji bezpe¢nostni situace v Af-
ghanistanu. Vojenské rozhledy. 2019, 28 (3), 026-040. ISSN 1210-3292
(print), 2336-2995 (on-line). Available at: www.vojenskerozhledy.cz.
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Obléhani Marawi, impulz zménit schopnosti filipinskych
ozbrojenych sil

The Siege of Marawi, the impulse to change the capabilities
of the Philippine armed forces

Libor Kutéj
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Abstract:
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V kvétnu 2017 obsadili islamisté jihofilipinskych separatistickych skupin
Abu Sajjaf a Maute mésto Marawi na ostrové Mindanao. Pétimésicnich
bojl se zucastnilo vice nez 3 000 pfrislusnikll ozbrojenych sil proti asi
1 000 dzihadistim. Na strané islamistl se bojd zucastnilo nékolik desi-
tek zahrani¢nich bojovnikd, ktefi potvrdili panislamsky étos ideologie
Islamského statu v této casti svéta. Filipinské jednotky, nebyly na cha-
rakter boji v urbanizovaném prostfedi proti motivovanym a zkusenym
militantdm pripraveny. Nedostatky se projevily ve vycviku k vedeni ope-
raci v silné zastavéném uzemi, nizké drovni koordinace a v omezenych
schopnostech zpravodajské podpory technickymi prostfedky prizkumu.
Zkusenosti z konfliktu iniciovaly zménu doktrindlniho pfistupu, ktery se
zaméruje na vzdusnou podporu, kterd by omezila ztraty vlivem nepres-
ného bombardovani a akvizice technologicky vyspélych prostredkl pri-
zkumu a zbranovych systémd.

In May 2017, Islamists of the South-Philippine Separate Groups of
Abu Sajyaf and Maute occupied Marawi City in Mindanao. Five-month
fighting was attended by more than 3,000 armed forces against about
1,000 jihadists. Dozens of foreign fighters took part in the fighting on the
Islamists side and confirming the pan-Islamic ethos of the Islamic state's
ideology in this part of the world. Philippine troops were not prepared
for the character of fighting in urbanized environment against motivated
and experienced militants. The shortcomings were manifested in the
conducting of operations in a heavily built-up area, but also in low-level
coordination and limits of capabilities of the technical intelligence. The
conflict experience has initiated a change of doctrinal approach that
focuses on air support to reduce losses due to inaccurate bombing and
acquisitions of high-tech reconnaissance and weapon systems.

Abu Sajjaf; Islamsky stat; Maute; specialni sily; zpravodajska podpora.
Abu Sayyaf; Islamic State; Maute Group; Special Forces; Intelligence

Support.
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uvoD

Diskurz o tzv. Isldmském statul se v evropském prostoru vede témér vyluéné ve vzta-
hu k jeho existenci a aktivitdm v blizkovychodnim prostoru, zejména pak v Irdku a Syrii,
pfipadné v oblasti severni a subsaharské Afriky. Tradi¢ni vnimani hrozby Islamského statu
je v izemnich oblastech jeho vzniku. Teritoridlni limity zajmu politickych predstavitell
a vojenskych stratégli Evropy a zemi Blizkého vychodu jsou pochopitelné, jelikoz vycha-
zeji nejen z geografické blizkosti, ale téZ z dlouhotrvajici provazanosti v obchodni sfére,
vytvorenych personalnich vazeb a urcitého kulturniho kontextu.

Predmétem zkoumani bezpecénostnich analytik a medialnich expert( se stale vice
stavaji islamisticka uskupeni, kterd jsou samotnému Blizkému vychodu geograficky velmi
vzdalen3, avsak svym ideologickym poselstvim, deklarovanymi cili a zplsobem jejich na-
pliiovani se pivodnimu Isldmskému statu zcela vyrovnaji. Pri respektu ke skutecnosti, Ze
okolo 240 miliénG obyvatel jihovychodni Asie predstavuji muslimové (coZ znamena 42 %
veskerého obyvatelstva tohoto regionu a 25 % z celkového poctu vyznavacl isldmu na
svété)?, stava se oblast jihovychodni Asie pfirozenym pfijemcem myslenek radikalniho
islamu v jeho nejmilitantné;jsi formé.

V ndvaznosti na stale vice zfejmy Upadek struktur uskupeni teroristické organizace,?
jako prfimého dusledku jeji vojenské porazky, se do popredi derou skupiny militantniho
islamu, které deklarovaly svou vérnost Islamskému statu, a které se snazi jeho idedly
a metody S$ifit v jinych oblastech svéta, zpravidla s pocetné vyznamnou muslimskou po-
pulaci. Afilace v jihovychodni Asii zpravidla nepredstavuji zcela nova uskupeni, jez by
se na scéné mezinarodniho terorismu objevila znenadani a budovala své schopnosti na
zelené louce. Vychazeji ze zavedenych organizacnich struktur, Siroké personalni zakladny,
relativné moderni vyzbroje a predevsim historickymi zkuSenostmi z desetileti vedenych
boju se statni moci. Dlouhovékost skupin je ur€ovana mirou jejich popularity u mistniho
obyvatelstva a provoznimi aspekty, mezi které |ze radit predevsim zahrani¢ni podporu
a pristup ke zbranim a dalsimu vojensky vyuZitelnému materialu a dalSimu vybaveni.
Zakladem skupin jsou ozbrojend separatisticka hnuti, jejichz plvodnim motivem vzni-
ku a bojovych aktivit byl étos narodniho sebeuréeni — Uzemni a socialné-kulturni naro-
ky muslimské ¢asti obyvatelstva ve statnich utvarech jihovychodni Asie. Po udalostech
11. zafi 2001 a zejména se vznikem Isldamského statu se dosud prevazujici religidzni

1 |slamskystat(téZzznamjakolslamskystatvirakualevanté)jesunnitskadzihadistickaskupinausilujiciovytvoreni
chalifdtu s autoritou nad viemi muslimy. Vznik byl inspirovan al-Kajdou, ze které viak byl pozdéji vefejné
vyloucen. Ref. The Islamic State (Terrorist Organization). [online]. Santa Monica, Ca.: RAND Corporation.
[cit.2019-03-14]. Dostupné z: https://www.rand.org/topics/the-islamic-state-terrorist-organization.html).

2 [MTIYAZ, VYusuf. The Middle East and Muslim Southeast Asia: Implications of the
Arab Spring [online]. Oxford: Oxford University Press. [cit. 2019-03-19]. Dostupné z:
http://www.oxfordislamicstudies.com/Public/focus/essay1009_southeast_asia.html.

3 Islamsky stat byl na seznam zahranicnich teroristickych organizaci ministerstva zahranici USA zafazen dne

17. 12. 2004. Ref. Foreign Terrorist Organizations. [online]. Washington, D. C.: U. S. Department of State.
[cit. 2019-03-14). Dostupné z: https://www.state.gov/j/ct/rls/other/des/123085.htm).
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separatismus stal zakladem nové formy prosazovani narokl, militantné reprezentova-
nych ozbrojenymi organizacemi.

Zména charakteru etnoregionalniho konfliktu se projevila v fadé zemni jihovychodni
Asie, nicméné asi nejvyraznéjsiho projevu se ji dostalo pred dvéma roky na jihu Filipinské
republiky, kde nékolikamési¢ni ozbrojeny stret s afilacemi Isldmského statu odkryl nejen
novy ideologicky rozmér, mezinarodni propojeni a spolupraci dzihadistickych skupin, ale
téZ nepripravenost bezpecénostnich sloZzek na novy fenomén hrozby a ménici se podminky
ozbrojeného stretu. Cilem ¢lanku je uvést slozZitost faktord, které vedou k teroristickym
hrozbam a zplsobUlm boje proti nim, véetné implementace preventivnich opatfeni.

HISTORICKA PODSTATA OZBROJENEHO SEPARATISMU

FILIPINSKYCH MUSLIMU

Islam se do oblasti jiznich Filipin dostava prinejmensim od konce 13. stoleti, kdy na
severu Sumatry vzniklo prvni muslimské kniZectvi a kdy v roce 1380 pfiplul do oblasti
Suluského souostrovi arabsky misionar Karim al-Machdum, ktery je povaZovan za za-
kladatele prvni mesity na Filipinach.? Isldm si postupné ziskal tak zanicené stoupence,
Ze za celych 330 let Spanélské nadvlady se kolonizatorim podafilo v oblasti jiznich Fili-
pin prosadit svou nadvladu jen formalné. Jejich nasledovnici, Americ¢ané, vytvorili v roce
1903 z jihofilipinskych ostrovd provincii Moros® pod vojenskou spravou, ktera zlikvidova-
la zbytky proslulého pirdtstvi a banditismu a sultana ze Sulu donutila, aby se v roce 1915
vzdal svétské moci. Konsolidace regionu vsak postupovala pomalu a teprve v roce 1940
byl zrusen sulusky sultanat a jeho Uzemi bylo zac¢lenéno do tehdy jiz nezavislé Filipinské
republiky.®

Nezavislost pfinesla v 50. a 60. letech 20. stoleti vlddou podporovana masivni migrace
kfestan(, zejména ze stfedni ¢asti Filipin na muslimsky jih.” Na pfelomu 60. a 70. let
pod ideou narodniho sebeurceni propuklo muslimské ozbrojené povstani na Mindanau
a Suluském souostrovi. Do ¢ela povstani se postavila Fronta narodniho sebeuréeni Mora?8
(Moro National Liberation Front, MNLF) zaloZend v roce 1969. Prvni vycvikové tabory
vznikaly v Malajsii, kterd povstalce téZ spolecné s nékterymi staty Blizkého vychodu

4 VONDRA, Pavel. Filipiny. Praha: Libri, 2016, 184 s. Stru¢na historie statd. s. 16-34. ISBN 978-80-7277-511-8.

5 Oznaceni poprvé pouzili Spanélsti kolonizatori, ktefi s ohledem na stejnou viru a podobny odpor proti
kolonizaci srovnavali filipinské muslimy se severoafrickymi Marocany — Maury (pozn. autora).

6 SLACHTA, Mojmir, BURDA Tomé$ a HOLECEK Milan. Ohniska napéti ve svété. Praha: Kartografie Praha,
2007,192s., s. 145. ISBN 978-80-7011-926-6.

7 McKENNA, Thomas M. The Origins of the Muslim Separatist Movement in
the Philippines. Asia  Society [online]. New York [cit. 2019-03-20]. Dostupné z:
https://asiasociety.org/origins-muslim-separatist-movement-philippines.

8 (Oznaceni poprvé pouzili Spanélsti kolonizatofi, ktefi s ohledem na stejnou viru a podobny odpor proti
kolonizaci srovnavali filipinské muslimy se severoafrickymi Marocany (pozn. autora).
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a severni Afriky (napf. Libyi) finanéné podporovala.? Od této doby Ize zaznamenat trvalé
vmeésovani zahranicnich entit do permanentniho etnoregiondlniho konfliktu.

V listopadu 1990 na zakladé nové ustavy vznikd Autonomni oblast muslimské Minda-
nao (Autonomous Region of Muslim Mindanao, ARMM).1® Mirové jednéni byla zavriena
komplexni mirovou dohodou v roce 1996 a byla v souladu s Ustavou ohledné existence
a spravy ARMM. V soucasnosti vSak nejsou uzaviené dohody funkéni, a to jednak pro
neochotu vlady predat dohodnuté kompetence do rukou autonomnich organd, a jednak
pro ozbrojeny odpor nékterych muslimskych skupin proti samotné filozofii autonomie.11
Jednou z nejvice aktivnich organizaci, které se nesmifily s myslenkou autonomie, je
Islamska osvobozenecka fronta Mor( (Moro Islamic Liberation Front, MILF), jez vznikla
odtrzenim od MNLF, a kterad se pod vidcem Sejchem Hasimem Salamatem prezentuje
odhodldnim bojovat za UplIné odtrZzeni muslimskych provincii od Filipinské republiky.12

NARUST SCHOPNOSTi A BOJOVYCH ZKUSENOSTi MUSLIMSKYCH

SEPARATISTU, VZNIK ABU SAJJAF

Bez ohledu na pribéh povstani v 60. a 70. letech doslo k dilezitému zvratu v bojo-
vych schopnostech filipinskych muslimi po sovétské invazi do Afghanistanu. Obdobné
jako v jinych islamskych zemich americka CIA podporovala na afghanském bojisti dZiha-
disty prichazejici z Filipin. Boju proti SSSR se ucastnili jak z ideologickych divod, tak
kvili finanénimu zisku. Nezanedbatelnym motivem byla prestiZ navrativsich se bojovnikd
v mistni muslimské komunité. Filipinsti dZihadisté se po navratu do vlasti stavali ptiro-
zenymi vadci jiz dfive existujicich separatistickych skupin, jejichZz ¢innosti davaly novy
ideologicky rozmér svou afghanskou zkusenosti v boji proti ,kfizakiim*“, reprezentova-
nym jednotkami sovétské armady. Na Filipiny se z afghanského valcisté navratilo okolo
500 bojovnik(, ktefi zlstali ve spojeni nejen s ostatnimi filipinskymi dzihadisty, ale udr-
Zovali kontakty se svymi byvalymi spolubojovniky z Indonésie, Malajsie a zemi Blizké-
ho vychodu. Z téchto zemi prichazela filipinskym mudzZahedinim financni a materialni
podpora. Filipinsti muslimové jiz od 80. let sdileli se seniornimi lidry al-Kajdy myslenku
zfizeni chalifatu.13

9 VONDRA, Pavel. Filipiny. Praha: Libri, 2016, 184 s. Stru¢na historie statt. s. 114. ISBN 978-80-7277-511-8.
10 Ref. 6, s. 147.
11 Ref. 4.

12 Rozhovor autora vedeny dne 19. 11. 2018 s dUstojnikem filipinské zpravodajské sluzby plsobicim v oblasti
boje proti terorismu v oblasti Mindanao.

13 |bid.
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Nejznaméjsi skupinou, ktera se od pocatku své existence projevovala velmi radikalni
militantni ideologii a krutou teroristickou innosti je Abu Sajjaf1415 Skupina se zformo-
vala odtrZzenim od MNLF v roce 1991 pod vedenim Abdu Raji Janjalaniho. Studoval na
Blizkém vychodé a postupné se radikalizoval v pribéhu svych pobytd v Saudské Arabii,
Libyi a dalSich zemnich regionu. P¥i studiu iranské revoluce v roce 1988 se udajné v Pa-
kistanu setkal s Usdmou bin Ladinem, po jehoZ boku mél tdajné bojovat v Afghanistanu.
Janjalani vytvoril Aba Sajjaf z dalsich nespokojenych ¢lenli MNLF, kterym se dosavadni
ozbrojeny odpor zdal malo radikalni. Po celou dobu své existence v 90. letech ziskaval
Abu Sajjaf (mimo financnich prispévkl al-Kajdy ze zahranici) zdroje vydiranim, inosy bo-
hatych Filipinct, zejména kfestan( a cizincu. Za cile teroristickych Gtokd si vybiral pfed-
stavitele a objekty filipinské statni moci a predevsim armady a bezpecnostnich slozek.
Planované utoky byly v souladu s dlouhodobé deklarovanym konecnym cilem skupiny,
a to vzdorovat filipinské vladé do okamziku vzniku nezavislého muslimského statu. Pro
extrémné nasilné praktiky uplatfiované skupinou Abu Sajjaf se od Cinnosti a cild distan-
covaly MNLF i MILF.16 V po&atecnich letech existence Abu Sajjaf operovala jako soudri-
na a explicitné religidzni organizace. Ztrata nékolika zkusenych a respektovanych vidcu
vedla k fragmentaci hnuti do mensich skupin s jejich zamérenim na kriminalni ¢innost.
V soucasnosti je personalni sila organizace odhadovana na méné nez 100 ¢lend.1?

3 OBSAZENi MARAWI ISLAMISTY

Mésto Marawi se nachazi v zapadni ¢asti druhého nejvétsiho filipinského ostrova Min-
danao. Podle posledniho scitani lidu v roce 2015 je obydleno cca 200 000 obyvateli a je
tak populacné nejvétsSim méstem v rdmci oblasti ARMM. Od pocatku prichodu isldamu
ve 14. stoleti je Marawi dominantné muslimskym méstem a v roce 1980 méstska rada
vydala rezoluci, na zakladé které se mésto oficidlné nazyva Islamské mésto Marawi. Je
hlavnim méstem provincie Lanao del Sur podle stejnojmenného jezera, na jehozZ sever-
nim okraji se mésto nachdzi.18

Dne 23. 5. 2017 se v Marawi stretly filipinské bezpecnostni slozky se dvéma
organizacemi, které vyhlasily vérnost Islamskému statu — Abu Sajjaf a tzv. skupiny Mau-
te. K prestrelce doslo v souvislosti se snahou policie a zatéeni nejvyssiho predstavitele

14 Abu Sajjaf byla na seznam zahranicnich teroristickych organizaci ministerstva zahrani¢i USA zafazena dne
10. 8. 1997 (podle: Foreign Terrorist Organizations [online]. Washington, D. C.: U. S. Department of State
[cit. 2019-03-14]. Dostupné z: https://www.state.gov/j/ct/rls/other/des/123085.htm).

15 Abu Sajjaf v prekladu znamena ,,otec Savle” — pozn. autora.

16 Abu Sayyaf Group. Mapping Militant Organisations. [online]. Stanford: Stanford University. 20. 7. 2015. [cit.
2019-03-20]. Dostupné z: https://web.stanford.edu/group/mappingmilitants/cgi-bin/groups/view/152.

17 Asia Threat Overview. Special Warfare. Fort Bragg: U. S. Army John F. Kennedy Special Warfare Center and
School. 2017, 30 (4), 96 5., 5. 11-14.

18 REY, Aika. Fast Facts: Marawi City. Rappler [online]. Pasig: Rappler Holdings Corporation, 29. 7. 2017. [cit.
2019-03-26]. Dostupné z: https://www.rappler.com/newsbreak/iq/171246-fast-facts-marawi-city.
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samozvané deklarovaného Islamského statu na Filipinach Isnilona Hapilona??. Utok bez-
pecnostnich sil primél islamisty stahnout se do vnitfnich ¢asti mésta a ucinit prohlaseni,
kterym Marawi vyhlasili novym vildjetem Islamského statu. Militanti vypalili kfestansky
kostel, véznici a dvé Skoly predtim, nez obsadili hlavni ulice a mosty ve mésté. Kfestansti
knézi a civilni obyvatelé byli vzati jako rukojmi, jeden policista byl stat. V reakci na udalos-
ti veCer téhoZ dne vyhlasil filipinsky prezident Rodrigo Duterte stanné pravo na celém os-
trové Mindanao. PFedpoklddalo se, Ze bitva bude ukonéena nejdéle do nékolika tydnu.20

3.1 Maute Group na scéné

Mimo bojovnik( Abu Sajjaf se na obsazeni mésta podileli islamisté tzv. skupiny Maute.
Tato radikalni militantni frakce byla tvorena guerillovymi bojovniky, ktefi se odstépili od
MILF a jejichz velitelem se stal Omar Maute. Skupina je pojmenovana po rodinném klanu
Maute, ktery je na jiznich Filipinach znam pro klasicky mafiansky zptsob podnikani, od
legélnich aktivit ve stavebnictvi aZ po tradi¢ni ¢innosti organizovaného zlocinu jako ob-
chodu s drogami, zbranémi a vrazdami na objednavku. Bratfi Omar a Abdullah pusobili
jako asistenti malajsijskych seniornich lidr( organizace Jemaah Islamiyah na problema-
tiku financovani a vedeni operaci a tvofili spojovaci ¢lanek mezi malajsijskym vedenim
a filipinskymi bojovniky. Bratfi Mautovi méli pfibuzné ve mésté Marawi, z nichZ néktefi
studovali v Jordansku a zemich Zalivu. Omar a Abdullah ve své ¢innosti vyuZivali reputa-
ce dané pobytem a vazbami ziskanymi v zahranidi. Jini bratfi Mautovi pusobili jako nizsi
velitelé islamistickych bojlavek. Na Filipinach Sifili predstavu Jemaah Islamiyah o ustave-
ni chalifatu na Mindanau, pricemz jeho dalsi Gzemni ¢asti mély byt v Malajsii a Indonésii.
Céste¢nou motivaci jejich boje byl separatismus, postupem €asu viak stale vice ovliviio-
vany islamistickou ideologii.?!

3.2 Spolecny zdjem Abu Sajjaf a Maute Group

Od roku 2011 zacal ideologicky a operacni vliv Islamského statu na Filipinach vyznam-
né narustat. Abu Sajjaf se rozdélila na dvé skupiny. Prvni vedena Radullahem Sahironem

19 |Isnilon Totoni Haploin, téZ znam pod bojovnym jménem Abu Abdullah al-Filipini, nar. 1968, se postupné
angazoval v ramci MNLF, Abu Sajjaf, al-Kajdé a Isldamském stdté na Filipinach. (Ref. ALIPALA, Julie. FBI
called out on fake Hapilon news. Inquirer.net [online]. Manila: Philippine Daily Inquirer. [cit. 2019-03-26].
Dostupné z: https://newsinfo.inquirer.net/901505/fbi-called-out-on-fake-hapilon-news).

20 BETTERIDGE-MOES, Maxine. What happened in Marawi? Al-
zazeera. [online]. Katar, 29. 10. 2017 [cit. 2019-03-26]. Dostupné z
https://www.aljazeera.com/indepth/features/2017/10/happened-marawi-171029085314348.html.

21 Rozhovor autora vedeny dne 19. 11. 2018 s dstojnikem filipinské zpravodajské sluzby plsobicim v oblasti
boje proti terorismu v oblasti Mindanao.
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plsobila na Suluském souostrovi, druha vedena Isnilonem Hapilonem vyvijela aktivity
v provincii Basilan na stejnojmenném ostrové.?2

Basilanska skupina deklarovala vérnost vidci Islamskému statu Abu Bark al-Bagda-
dimu, ktery ji pfislibil, Ze ji bude podporovat v Gsili zfizeni vildjetu?® v jihovychodni Asii
s hlavnim mésté na Mindanau. Bagdadi ulozil Hapilonovi ¢tyfi ukoly, které musi byt spl-
nény pro to, aby mohl byt vildjet zfizen:

® na verejnosti projevit vérnost Islamskému statu;

¢ vytvorit bojovou skupinu;

e pripravit operacni plan ¢innosti této skupiny na Filipinach;

e disponovat tzemim pod vlastni kontrolou.24

Prvni tfi dkoly byly Hapilonem splnény, avsak oblasti Basilan a Sulu byly vyhodnoceny
jako snadno ohrozitelné vladnimi jednotkami a jako takové nevhodné v roli kontrolova-
ného, tedy bezpecného Uzemi. Hapilon proto inicioval schizku predstavitell separatis-
tickych muslimskych organizaci MNLF, MILF, Abu Sajjaf a Maute. Té se zucastnilo okolo
300 militantd (za samotnou Abu Sajjaf okolo 20 bojovnik() a bylo na ni dohodnuto, Ze
hlavnim méstem zamysleného chalifdtu bude mésto Butig?® v provincii Lanao del Sur.
Filipinské bezpecnostni slozky se vSak o setkani islamistl dozvédély a zautodily. Pfi vyuZiti
délostreleckého ostrelovani, leteckych uderd a nasazenim prislusnikd specidlnich sil ze
1%t Scout Ranger Regiment se jim podafilo zlikvidovat okolo 90 militant(. Po této Uspésné
armadni operaci se asi 20 bojovnikd Abu Sajjaf a okolo 80 ¢leni Maute Group uchylilo
do Marawi, kde spoléhali na vyjimecné postaveni rodiny Mauteovych v mistni muslimské
komunité. V této situaci je zastihla bezpecénostni akce filipinskych sil 23. 5. 2017 usiluji-
cich o Hapilonovo zatéeni.26

3.3 Prubéh bojti o Marawi

Tvrdy odpor militantl a nepfipravenost bezpecnostnich sloZzek umoznila islamistiim
obsazeni mésta a opevnit se v ném. Pozdéji byly nalezeny diikazy o tom, Ze ve mésté byly
na mnoha mistech ukryty zbrané a zasoby a obsazeni mésta bylo obéma skupinami dlou-
hodobé planovano. Ackoli filipinsky ministr obrany prohlasil, Ze mésto bude od teroristi
osvobozeno v rfadu tydn(, tak ve skutecnosti se bojové operace protahly na celych pét

22 |bid.
23 Vildjet — administrativni jednotka chalifatu vychézejici z dfivéjsiho ¢lenéni Osmanské fiSe (pozn. autora).
24 Ref. 21.

25 Meésto je znamé tradici muslimského ozbrojeného odporu proti Spanélskym a americkym kolonizatoram.
V unoru 2016 zde vedla filipinskd armada boje s Maute Group, ktera v listopadu 2016 mésto obsadila,
ale po tydnu bojli byla z pozic vyhnana (Ref. ROMERO, Alexis. 3 soldiers killed, 11 hurt in Lanao del Sur
clash. PhilStar Global. [online]. Manila: The Philippine Star, 26. 2. 2016. [cit. 2019-03-26]. Dostupné z:
https://www.philstar.com/nation/2016/02/26/1557058/3-soldiers-killed-11-hurt-lanao-del-sur-clash).

26 Rozhovor autora vedeny dne 19. 11. 2018 s dlstojnikem filipinské zpravodajské sluzby plsobicim v oblasti
boje proti terorismu v oblasti Mindanao.
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mésicl. Prvotni optimismus ministra nebyl v zdsadé neopravnény, jelikoz jiz za nékolik
dnll ozbrojené sily opét kontrolovaly 90 procent rozlohy mésta, véetné ¢asti méstského
centra a dvou strategicky dalezitych mostl. Zatimco zdpadni ¢ast mésta byla zpét pod
vladni kontrolou, tak k nejtézsim bojlim se teprve schylovalo. Odehravaly se v husté za-
stavénych méstskych ¢astech, kdy filipinska armada stéla proti nékolika desitkam zkuse-
nych a ideologicky zapélenych militant(.2? Filipinské sily navic nebyly nejen vycviéeny, ale
ani adekvatné vybaveny pro intenzivni a dlouhotrvajici boje vedené v komplikovaném
urbanizovaném prostiedi.28

Odpor islamist( byl natolik prudky a pro armadni sily neocekavany, Ze vlada vyslala do
mésta dalsi posily a 25. 5. 2017 zahdjila letecké Udery proti pozicim povstalct. Odlehdily
sice nasazenym vojakim, ale zoufalym zplsobem zacaly pustosit méstskou zastavbu. Ar-
madni slozky trpély chaosem, ktery se odrazil v nékolika pripadech tzv. pratelské palby,
véetné incidentu 31. 5. 2017, pfi kterém pfislo o Zivot 11 filipinskych vojak(.2° JelikoZ ani
po tydnech boji nedochazelo k findlnimu feseni situace, oznamily USA, Ze se zapoji do
vedeni bojovych aktivit poskytnutim technické pomoci filipinské armadeé, véetné pra-
zkumnych letound. Pozdéji bylo potvrzeno, Ze pfislusnici americkych ozbrojenych sil byli
ve mésté fyzicky pfitomni, pouze se pfimo nezapojovali do boju.3?

Dne 16. 6. 2017 doslo k incidentu, pti kterém islamisté vypalili raketu, ktera znicila ar-
madni obrnéné vozidlo prekracujici most, a odstrelovac poté likvidoval ustupujici vojaky.
Nasledujici 14 hodinova bitva si vyZadala Zivoty 13 vojak( a pres 40 jich bylo zranéno. Na-
vzdory udalostem obdobného charakteru vsak dochazelo k pokroku. Do poloviny ¢ervna
bylo Gdajné osvobozeno 80 % Uzemi mésta. Udaj byl sice vladnimi piedstaviteli prezen-
tovan jiz dfive a navic v této dobé byl z¢asti nadhodnoceny, nicméné pozitivni vyvoj byl
nezpochybnitelny. Na konci ¢ervna se do operace zapojila Australie, ktera poskytovala
vzdus$ny prazkum.3!

Nezanedbatelné ztraty viadnim sildam puasobili povstalecti ostrelovaci vycviceni v Ma-
lajsii, kde jiz dfive militanti prochazeli soustfedénym vycvikem v provadéni diverznich
akci a dalsich aktivitach, zplsobujici ekonomickou a bezpecnostni nestabilitu na Minda-
nau.32 Rebelové téZ uplatriovali taktiku, kterou poznali v bojich v Irdku a Syrii. Pfedevsim
se jednalo o nastrazna vybusna zarizeni (IED), kterych bylo pozdéji v Marawi vladnimi
jednotkami nalezeno okolo 1 500. Byly konstruovany z klasickych vybusnin nebo byly
pouzity komponenty zafizeni k ohriostrojam. Nastrazna zafizeni umistovali v okennich
ramech a ve dvefich a odpalovali pomoci tlakovych desticek, mobilnimi telefony nebo

27 Armadni zdroje pozdéji uvedly, Ze spolecné se zahranicnimi bojovniky se bitvy zdcastnilo okolo
1000 islamistl, nicméné toto Cislo neni ovéfitelné a v kontextu celé situace se muUZe jevit jako
nadsazené — pozn. autora.

28 POSTINGS, Robert. The Battle of Marawi: A Brief Summary. [online]. International Review. 24. 12. 2017.
[cit. 2019-03-27]. Dostupné z: https://international-review.org/battle-marawi-brief-summary/.

29 |bid.
30 |bid.
31 |bid.

32 Rozhovor autora vedeny dne 19. 11. 2018 s dlstojnikem filipinské zpravodajské sluzby plsobicim v oblasti
boje proti terorismu v oblasti Mindanao.
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iniciacnimi kabely. Navzdory ocekavani se filipinsti vojaci nesetkali s tim, Ze by povstalci
vybudovali pod méstem tunely. Na druhé strané stejné jako v Irdku pouzivali malé bezpi-
lotni letouny, kterymi provadéli prlizkum postaveni vladnich jednotek, a sedm takovych
zafizeni armdda sesttelila.33

V mésicich ¢ervenci a srpnu 2017 pokracovaly boje o mésto. V bojich se nezkusena
filipinska armada zacala etablovat a ziskavat prevahu. Na konci srpna byli radikalové vy-
tlaceni z vice nez 400 budov v husté obydlené a zastavéné ¢asti mésta. Az na konci zari
byly znovuziskany vsechny zbylé mosty a byla zapocata finalni ofenziva proti zbytkim
militant(. Armada zatlacila povstalce do nékolika poslednich jimi ovladanych blokd
v centrdlni ¢asti Marawi. Rychlost dosaZzeni Uspéchu vladnich sil byla omezovéana lidsky-
mi Stity, které teroristé vytvofili z mistnich obyvatel, ktefi jiz dfive neutekli mimo oblast
boja. Tato taktika vyrazné omezila pouziti vzdusnych sil k podpore postupu armadnich
jednotek. Klicovym momentem v zavérecné fazi boja bylo zabiti dvou vidcU rebell dne
16. 10. 2017 pfrislusniky specidlnich sil filipinské armady a zvlastnimi jednotkami filipin-
ské policie.3* Omar Maute byl zabit jednou ranou ostfelovace, Isnilon Hapilon byl usmr-
cen tfemi stfelami pfi pokusu o Uték z mésta.3> Nésledujiciho dne prohlasil prezident
Duterte, Ze Marawi bylo osvobozeno, i kdyzZ k drobnym prestrelkdm v nékolika budovach
dochazelo jesté v nasledujicim tydnu. Téla 40 poslednich vetrelcl a jejich dvou manzelek,
Ucastnicich se posledni faze bitvy, byla nalezena v nejdéle obsazenych budovach. Posled-
ni ¢erna vlajka Isldmského statu byla strzena az 23. 10. 2017, tedy presné po péti mési-
cich od vypuknuti prvniho stfetu. Boje stély Zivoty vice nez 165 prislusnikd filipinskych
bezpeénostnich sil, nejméné 45 civilistd a asi 920 islamist(.36

q UCAST ZAHRANICNICH BOJOVNIKU

Transnacionalni charakter islamistickych aktivit v Marawi potvrzuje prohlaseni filipin-
ského ministra obrany Delfina Lorenzany z ¢ervna 2017, podle kterého byli mezi mrtvymi
teroristy identifikovani statni p¥islunici Satidské Arabie, Cecenska, Jemenu, Indonésie a
Malajsie.3? Néktefi ze zahrani¢nich dZihadist( se pokouseli na Mindanao dostat letecky;,
pri¢emz vétsSina byla na letistich identifikovana, zatéena a deportovana. Bojovnici, ktefi

33 ROBSON, Seth. Philippine troops credit US intel, training for helping them beat ISIS in Marawi.
Stars and Stripes. [online]. Washington, D.C.: National Press Club, 9. 11. 2017. [cit. 2019-
04-09]. Dostupné Z https://www.stripes.com/news/pacific/philippine-troops-credit-us-
intel-training-for-helping-them-beat-isis-in-marawi-1.496965.

34 POSTINGS, Robert. The Battle of Marawi: A Brief Summary. [online]. International Review, 24. 12. 2017.
[cit. 2019-03-27]. Dostupné z: https://international-review.org/battle-marawi-brief-summary/.

35 GALLARDO, Froilan. One bullet for Maute, three for Hapilon. MindaNews. [online].
Davao: Mindanao Institute of Journalism, 16. 10. 2017. [cit. 2019-03-27]. Dostupné z:
https://www.mindanews.com/top-stories/2017/10/one-bullet-for-maute-three-for-hapilon/.

36 Ref. 20.

37 East Asian Strategic Review 2018. Tokio: National Institute for Defense Studies, 2018, 244s., s. 125.
ISBN 978-4-7890-1694-0.
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se postavili po bok Abu Sajjaf a Maute Group se na Filipiny dostali po mofi z malajsij-
ského statu Sabah na Borneu a z oblasti Manado na indonéském severnim Sulawesi. Ve
prospéch paserdckych aktivit nabiraly na vyznamu rodinné a klanové vazby mezi mistnim
obyvatelstvem na obou stranach mofské hranice.38

Tranzit militant( se stala natolik signifikantnim problémem, Ze dnem 19. 6. 2017 za-
vedly Filipiny, Indonésie a Malajsie trilateralni namorni hlidkovani. Dne 12. 10. 2017 za-
Calo trilaterdIni vzdusné hlidkovani nad oblasti Suluského more, pficemz personal vsech
tfi zemi byl pfitomen na palubdch hlidkujicich letoun(.3?

5 ZAHRANICNI VOJENSKA POMOC V PRUBEHU OPERACE

V souvislosti s operaci filipinskych ozbrojenych sil pfi obléhani Marawi ziskaly Filipiny
pomérné ¢etnou pfimou pomoc od zemi v regionu. Od ¢ervna 2017 provadély USA tech-
nikou podporu filipinskym specidlnim sildm a poskytovaly munici pro vzdusné udery. Od
kvétna poskytly prizkumné bezpilotni prostfedky a letouny, souc¢asné vyslaly ndmorni
hlidkovy letoun Lockheed P-3 Orion ve verzi P-3C. V zafi USA oznamily zapojeni bezpi-
lotniho letounu MQ-1C Gray Eagle. V ¢ervnu téz Australie poskytla dva hlidkové letouny
Orion ve varianté P-3C s Ucasti filipinského persondlu na palubé. V éervenci ozndmil Sin-
gapur plan na zapojeni svého letounu P-3 Orion, poskytnuti prizkumnych drond a vycvik
filipinskych sil pro boj v urbanizovaném prostredi ve svych vycvikovych zatizenich.40

NEDOSTATKY VLADNICH SIL

Na prvni pohled rutinni viceméné policejni akce cilena na zadrzeni ustanovenych vid-
cl islamistickych separatistd se predchozi pfipravou militantl na ozbrojeny stret, jejich
zkusSenostmi a odhodlanim zménila v nékolikamési¢ni intenzivni bojové akce vladnich
jednotek v silné urbanizovaném prosttedi. Podminky utvarejici prostredi bojisté odhalily
nedostatky ve veleni, organizaci, koordinaci a technickém a technologickém vybaveni
filipinskych ozbrojenych sil.

Pfed zménami, ke kterym doslo na zakladé boji o Marawi, byla napfiklad koordina-
ce Cinnosti specialnich sil provadéna armadnim velitelstvim specidlnich operaci (Spe-
cial Operations Command, SOCOM) jen u zvlastnich jednotek pozemnich sil. Specidlni
sily byly dislokovany pouze v tzv. kritickych oblastech. Pluk Scout Ranger (Scout Ranger

38 YUSA, Zam. Malaysia and Indonesia foreign fighter transit routes to Philippines identified.
The Defense Post [online]. Washington, D.C., 20. 11. 2018 [cit. 2019-03-28]. Dostupné z:
https://thedefensepost.com/2018/11/20/malaysia-indonesia-philippines-foreign-fighters-transit-routes/

39 FEast Asian Strategic Review 2018. Tokio: National Institute for Defense Studies, 2018, 244s., s. 114.
ISBN 978-4-7890-1694-0.

40 |bid, s. 126.
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Regiment) byl primarné nasazen proti islamistim skupiny Abu Sajjaf, pluk armadnich
Special Forces (Special Forces Regiment, nékdy téz prezdivany filipinské Zelené bare-
ty podle rozhodujiciho vlivu americkych Green Berets na vycvik filipinské jednotky) se
soustredil na boj proti militantnim komunistickych bojdvkam. Armadni Light Reaction
Regiment nemél jasné vymezeného stalého protivnika a byl nasazovan podle potreby,
pri¢emz charakter operaci odpovidal operacim americké Delta Force, ktera je hlavnim
vycvikovym partnerem filipinského pluku. Uvedenému zarazeni na urcity typ protivnika
téz odpovidal zpusob vycviku, vystroje a vyzbroje, kterym jednotky filipinskych special-
nich sil disponovaly.#!

Nedostatek koordinace nasazenych vladnich sil byl zasadnim nedostatkem ve sméro-
vani hlavniho Usili. V ndvaznosti na zjisténou nutnost vyssi miry koordinace jak samotné
bojové Cinnosti, tak pripravy bylo rozhodnuto vytvofit k 6. 4. 2018 novou organizaci veli-
telstvi specialnich operaci (AFP SOCOM), kterému jsou podfizeny vSechny filipinské jed-
notky zvlastniho urceni. Oproti pfedchozimu SOCOM jsou nové vytvorenému velitelstvi
podfizeny nejen Scout Ranger Regiment, vzdusné-vysadkovy Special Forces Regiment,
Light Reaction Regiment, ale ze struktury namofrnictva Naval Special Operations Group
(filipinskd obdoba US Navy SEAL), z ndamofni péchoty Marine Special Operations Group
a od vzdus$nych sil 710" Special Operations Wing.42

Nové vytvorené velitelstvi AFP SOCOM je odpovédné za planovani, vedeni a podporu
specialnich operaci ve vsech typech operacniho prostredi a za podporu misi filipinskych
ozbrojenych sil jako celku. Spektrum ukol( jednotek podfizenych AFP SOCOM je velmi
Siroké a z pohledu vycviku a nutného vybaveni predstavuje vcelku ambicidzni projekt:

e prima akce,

e zvlastni prizkum (za nepratelskymi liniemi),

e narodni a mezinarodni protiteroristické operace,

e podpora zahrani¢niho odporu nebo povstani proti vliade,

® osvobozovani rukojmi,

* sabotaze,

e akce proti proliferaci, véetné zbrani hromadného niéeni,

¢ protidrogové operace,

e Udery proti cilim vysoké hodnoty (High-Value Target).43

Marawi prineslo novou zkusenost spocivajici v uzavieni oblasti a evakuaci civilistQ.
Rozhodujici poznani vsak bylo dano dosud nebyvalym rozsahem dlouhotrvajici operace
v urbanizovaném prostredi, ve kterém nebyly filipinské sily schopny uplatnit celkovy
koncept konvencéniho boje, pro ktery byly celd desetileti americkymi instruktory cvice-
ny. Ukazalo se, Ze vycvikové aktivity vedeni konvenéniho konfliktu nejsou beze zbytku

41 Rozhovor autora vedeny dne 19. 11. 2018 s dlstojnikem filipinské zpravodajskeé sluzby plisobicim v oblasti
boje proti terorismu v oblasti Mindanao.

42 PARAMESWARAN, Prashanth. What’s in the New Philippines Special Operations Command?
The Diplomat. [online]. Tokio: Trans-Asia. 13. 4. 2018. [cit. 2019-04-08]. Dostupné z:
https://thediplomat.com/2018/04/whats-in-the-new-philippines-special-operations-command)/.

43 Ref. 41.
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vyuzitelné a vycvik bude nutno orientovat na pfipravu vedeni bojovych aktivit s protivni-
kem, ktery zdatné vyuziva guerillovych forem boje, nezfidka se silnou podporou mistni-
ho obyvatelstva.?* Zajimavym aspektem pfistupu filipinského nejvyssiho vojenské veleni
bylo, Ze jiz v prabéhu trvani boju vyslalo do Marawi instruktory vycviku a doktrinalni
odborniky, aby jako pozorovatelé na misté dokazali identifikovat nedostatky ve vedeni
bojovych aktivit viadnimi silami tak, aby je pozdéji zapracovali do doktrin operaci obdob-
ného charakteru a pfipravy obsahu a forem vycviku.4s

Dalsi oblasti, ve které byly zjistény nedostatky byla zpravodajska podpora. Spoluprace
na uspokojivé arovni probihala mezi narodni zastresSujici zpravodajskou sluzbou (Natio-
nal Intelligence Coordinating Agency, NICA), zpravodajskou slozkou filipinské policie (Phi-
lippine National Police Intelligence Group) a vojenskou zpravodajskou sluzbou (Military
Intelligence Group, MIG), coz se projevovalo predevsim v oblasti zpravodajstvi z lidskych
zdroji (Human Intelligence, HUMINT). Zcela odlisné a neuspokojivé vysledky byly zjis-
tény pfi hodnoceni ¢innosti riznych druh( technickych prostredk( prizkumu, na které
upozornil ve svém vystoupeni

ministr obrany Delfin Lorenzana na Narodni Skole obrany v poloviné dubna 2018. A¢-
koli odmitl specifikovat vysi vydajl, které bude muset filipinska vlada vynalozit na od-
stranéni nedostatkd, je evidentni, Ze se jedna o oblast technického a technologického
vybaveni. Vyslovné pak bylo uvedeno, Ze akvizi¢ni priority budou predstavovany techno-
logiemi rozpoznavani oblieje, bezpilotnimi prostfedky s delsim doletem a dalSim tech-
nologickym vybavenim, které bude svym charakterem kamerového systému implemen-
tovano az do Urovné obecni spravy. Zamér zlepseni zpravodajskych schopnosti byl sice
deklarovan jiz delsi dobu (v celkovém kontextu zpravodajstvi, sledovani a prizkumu),
avsak udalosti v Marawi vytvorily prostor pro Upravu finanénich priorit vlady v rezortu
obrany.4647

V pribéhu vedeni taktickych operaci v Marawi byla zjisténa potreba:

e rozsahlejsi vzdusné podpory, predevsim nizko a pomalu leticich letoun umozniuji-

cich uZiti presné munice,

e fizenych strel,

e bezpilotnich prizkumnych prostredkd,

e tézkych atocnych vrtulnikd,

e presného délostrelectva,

o tézkych tankd,

¢ komunikacéniho vybaveni,

e ochrannych prostredk( jednotlivce, zejména balistickych vest,

e obrnénych ¢lun(.48

44 Ref. 41.
45 Ref. 41.

46 PARAMESWARAN, Prashanth. Battle for Marawi Exposes Philippines’ Military Intelligence
Crisis. The Diplomat. [online]. Tokio: Trans-Asia, 16. 4. 2017. [cit. 2019-04-08]. Dostupné z:
https://thediplomat.com/2017/08/battle-for-marawi-exposes-philippines-military-intelligence-crisis/.

47 Ref. 41.
48 Ref. 41.
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Zkusenosti z konfliktu v Marawi téZ iniciovaly zménu doktrindlniho pfistupu, ktery
se nové mnohem vice zaméfuje na vzdusnou podporu takového charakteru, ktera by
omezila mnoiZstvi vlastnich ztrat vladnich sil vlivem nepresného bombardovani. Ob-
dobné byla reflektovana vhodnost pofizeni tézsich tank( uréenych k vedeni operaci
v zastavéném prostoru, na rozdil od soucasné vyuzivanych lehkych tankd, vhodnych
k boji v dZungli. Doktrindlni zmény zohledruji potfebu spoleénych cviceni jednotek
rGznych druh filipinskych ozbrojenych sil zamérenych na jejich koordinaci na taktické
urovni, vedouci k mnohem efektivnéjSimu nasazeni dosud témér vyluéné autonomné

puUsobicich soudasti.4?

ZAVER

Panislamsky charakter plsobeni Isldmského statu, pritazlivost extrémni formy sunnit-
ské ideologie a Sifeni zkuSenosti z bojisté na Blizkém vychodé postupné promeénily isla-
mistickou scénu v prostoru jihovychodni Asie. Teroristickym aktivitdm pod praporem
jednotici ideologie celi bezpecnostni slozky Thajska, Indonésie, Malajsie a Filipin.
S postupnou vojenskou porazkou blizkovychodnich bojlivek Islamského statu se dziha-
disté presouvaji do pocetné vyznamné muslimské ¢asti svéta, aby zde rozvinuli praktické
dovednosti ve stretu s regulérnimi silami a vytvareji tak novou dimenzi dosavadniho vét-
Sinou etnického a regionalniho konfliktu.

Ozbrojené sily statll, které se ve vétsi ¢i mensi mife podileji na protiteroristickych
aktivitach v Afghanistanu, Irdku, Syrii ¢i subsaharské Africe dokazi pomérné flexibilné
implementovat do svého vycviku a doktrin nové zkusenosti, které na tomto poli ziska-
ly. Odlisné je tomu u armad, které neparticipuji na bojovych operacich protiteroristické
koalice a nedisponuji témito zkusenostmi. Ackoli islamisté pUsobici na jejich vlastnim
Uzemi promérnuji taktické zplsoby vedeni paramilitarnich aktivit, vladni slozky vychazeji
z dosud prevazujicich forem stret(.

Realita se plné ukazala pravé v pripadé bitvy o Marawi, kdy filipinské ozbrojené sily
a bezpecnostni slozky nebyly pfipraveny v celé radé dovednosti, schazela jim schopnost
koordinovat bojovou cinnost rlznych druh sil v silné zastaveném prostredi a projevi-
ly se omezené kapacity v technickém a technologickém vybaveni, predevsim v oblasti
zpravodajského zabezpeceni.

Koncentrovanym usilim a ¢asovym ramcem byly boje o Marawi nejvétsi vojenskou
operaci, kterou filipinské sily na svém Gzemi vedly od skonceni druhé svétové valky. Jejich
charakter jasné poukazal na nedostatky, které bude muset nejvyssi filipinské vojenské
veleni odstranit. S ohledem na samotnou neprehlédnutelnou pfitomnost fenoménu isla-
mistické hrozby v regionu a predpoklad jeho pretrvavani v dlouhodobéjsi perspektivé po
vojenské porazce Isldmského statu na Blizkém vychodé se jedna o problém, ktery bude
ovliviiovat nejen vnitfni bezpecnost a ekonomickou stabilitu filipinského souostrovi, ale
téZ jeho mezinarodnépolitické postaveni. Vyznamnym signalem muze byt mezinarodni

49 Ref. 41.
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vojenska pomoc, zejména pri leteckych operacich poskytnuta ze strany USA, Australie
a Singapuru. Na jedné strané ukazala odhodlani vlad zemi v regionu celit preshrani¢ni
hrozbé a na druhé strané potvrdila pragmaticky pristup k formovani tradi¢nich politicko-
-vojenskych spojenectvi.
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The present article expresses the importance of the Zrinyi 2026
Hungarian government medium-term modernization program and its
impact on military security in the region. Migration crisis, hybrid warfare
treatments and withdrawal from the INF (Intermediate-Range Nuclear
Forces) treaty were the main reasons for the enactment of the Zrinyi
2026 program. Comparing the Polish and Hungarian Defence Forces, the
article analyses the significance of military security in Central Europe.
The analysis explores organizational and legal changes and the purchase
of armaments. The Hungarian program’s objectives are to change
not only the equipment but also the structure and organization. The
Commander of the Hungarian Defence Forces was separated from the
Ministry of Defence. The Hungarian program has declared the increase
in the number of reserve forces to twenty thousand and the active duty
personnel to roughly thirty-eight thousand.

Clanek pojednava o vyznamu stitednédobého moderniza¢niho programu
madarské vlady Zrinyi 2026 a jeho dopadu na vojenskou bezpecénost
vregionu. Hlavnimi dlvody pro pfijeti programu Zrinyi 2026 jsou migracni
krize, hrozby hybridni valky a odstoupeni od smlouvy INF (Smlouva o li-
kvidaci raket stfedniho a kratSiho doletu). Na zakladé srovnani polskych
a madarskych obrannych sil analyzuje ¢lanek vyznam vojenské bezpec-
nosti ve stfedni Evropé. Analyza se zabyva organiza¢nimi a pravni zmé-
nami a ndakupem vyzbroje. Cilem madarského programu je zménit nejen
vybaveni, ale i strukturu a organizaci. Velitel madarskych obrannych sil
byl oddélen od ministerstva obrany. Madarsky program deklaruje zvySe-
ni poctu rezervnich sil na dvacet tisic a poc¢tu personalu v aktivni sluzbé
priblizné na tricet osm tisic.

Defence Forces; Hungary; Poland; Security; Transformation; Zrinyi 2026.
Obranné sily; Madarsko; Polsko; bezpecnost; transformace; Zrinyi 2026.
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INTRODUCTION

The economic crisis and the transition of national economies from centrally planned
to the free-market economies have caused a medium-term collapse and crisis of the
military system in the Central European countries. The number of military personnel
was decreased drastically and the military security role in the security policy was unde-
restimated. Due to the Ukrainian-Russian conflict and the migration crisis the politicians
of Poland, the Czech Republic, Slovakia and Hungary have realized that their countries
should increase their military capabilities. From the Hungarian side, the Zrinyi 2026 Hun-
garian government medium-term military modernization program tried to seek an an-
swer to the above-mentioned situation.

The modernization of the armed forces in most of the Central European countries
started earlier than in Hungary, see, for example, the Polish modernization program for
2013-2022. There is a difference between the two programs in their nature. The Hunga-
rian program’s objectives are to change not only the equipment but also the structure
and organization of the armed forces to increase their capabilities. In order to demon-
strate the importance of the Hungarian program, the study will compare the changes in
these two countries and their role for the meaning of military security.

1 REASONS FOR STARTING THE MODERNIZATION PROGRAM

In the period after 2007, the economic crisis led to a decreased importance of military
security in the world. The European countries - following the Russian-Georgian war, the
civil wars in the Middle-East and in eastern Ukraine - realized that they could prevent an
external aggression and NATO would not help them if they did not start to develop their
military forces and play a bigger role by increasing their defence budgets. The first step
was the Wales Summit in 2014 when the NATO countries declared to increase their mi-
litary expenditures to 2% GDP.! The Central European countries had to consider further
military measures.

For Hungary, the migration crisis and the situation in Ukraine — described as a hybrid
warfare treatment - were the main reasons to launch the Zrinyi 2026 program. The crisis
which was caused by a huge number of migrants trying to enter Europe showed that the
Hungarian Police forces? were unable to handle the situation and maintain the security.
By the novelization of the armed forces’ law, the Hungarian Government broadened the
competences of the armed forces and assigned them the tasks of defending the border

[y

NATO. Summit Guide. (On line). Brussels 2018. p. 310. Access date 09.04.2019. Available at https://www.
nato.int/nato_static_fl2014/assets/pdf/pdf_2018_07/20180718_180711-summit-guide-brussels.pdf

In 2008, the Border Guard as a separate service was dissolved and its competences were handed over to
the Police.
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in the event that the forces and means of security services are inadequate to maintain
security and public order.

The biggest strike for Europe was the decision of US President Trump and Secretary
of State Mike Pompeo, that the United States will suspend its obligations under the INF
(Intermediate-Range Nuclear Forces) Treaty and the formal declaration of withdrawal
from the treaty3 as well. The answer of the Russian Federation was the same which
could mean a present-day arms race in the 215 century. The meaning of this decision will
change the attitude of European countries to security. Most of the security researches
agree that this treaty was the biggest step to end the Cold War. It should be assumed
that the withdrawal from this treaty will change the attitude of military security and
long-term armament in Europe.

2 THE POLISH AND HUNGARIAN ARMED FORCES BEFORE 2016

The Hungarian Armed Forces is a small army. Because of the lack of sea border Hun-
gary has only two types of forces: land forces and air forces. The integration of the two
happened on 1 January, 2007 when the Hungarian Defence Forces Joint Force Command
was established. Until 2016, the biggest technical changes in Hungarian Defence Forces
occurred by phasing out the Mig-29 aircrafts from service and their replacement with
JAS Gripen fighter aircrafts. There were some minor changes in the military equipment,
yet not as important as the aircraft change in the air forces. The Hungarian Defence
Forces military equipment was procured in the years of 1970-1990, such as the Mi-24
and Mi-17 helicopters which needed renovation or replacement. The land forces are
not capable to serve in international operations on a long scale, that is why only the
contingents serving in foreign military operations had newer equipment whereas the
homeland army kept using the Soviet and Russian technology. Even the aircraft capabi-
lity was not able to serve the needs of the Hungarian army. In this case the An-26 trans-
port aircraft was unable to transport the Hungarian contingents to Iragq and Afghanistan.
Between 1991 and 2015, we could observe structural and organizational changes. The
biggest change was the establishment of the Hungarian Defence Forces Joint Forces Co-
mmand in Székesfehérvar. There were many programs and projects aimed at increasing
the capabilities of military measures but most of the governments between 1991-2015
decided to cut the costs of upkeeping the armed forces. Most of the projects were not
completed, the objectives were not sensible or had little significance for the military
security of Hungary.

After the political changes, Poland was in the same situation as Hungary. They posse-
ssed a huge army and a lot of useless armament. The Polish Defence Forces (PDF) were
in a better condition than the Hungarian Defence Forces, because Poland, as a central
country between Germany and Russia, always had their military security in a central

3 Arms Control Association. (Online). (2012). Access date 09.04.2019. Available at https://www.armscontrol.
org/ factsheets/INFtreaty
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place. After 2001 - the terrorist attacks against the WTC and Washington D.C. - Poland
also realized that they should stop decreasing the military capabilities and that their
armament was old and overused. In 2001-2013, they focused on buying the F-16 assault
aircraft, production of Rosomak transport vehicles (AMV XC-360P from 2003) and SPIKE
anti-tank rockets. The biggest success was the production of different types of Rosomak.
It should be declared that the Polish Defence Forces have more possibilities than Hunga-
rian Defence Forces because of the size of their country, which results in economic tech-
nical differences between the two countries. The numbers show that the participation
of Polish contingents in Afghanistan and Iraq was much higher than of Hungarian ones.
Between 2003-2008, more than 9000 soldiers served in the Polish contingent in Iraq. As
a comparison, the Hungarian contingents had around 150 soldiers between 2004-2006.4

The biggest structural changes happened in 2013 when the command structure of
the Polish Defence Forces changed. Under the new command structure, two commands
were established: the Armed Forces General Command and the Armed Forces Opera-
tional Command. That means that the General Staff’s competencies were decreased.
The Operational Command’s tasks were commanding the Polish contingents abroad and
planning the use of armed forces in case of military and non-military crisis situations.
The Armed Forces General Command'’s tasks were preparing and planning the Polish
Defence Forces to defend the country and to ensure the security of citizens and support
for international peace as a part of allied commitments.

In both, Hungary and Poland the command structures have been changed. Every
change in the army structures means a long-term procedure to prepare the headquar-
ters and make a new command structure. For defence forces it is the most important
that each commander should know their competencies and tasks in case of war. That is
why every change in command structure is decreasing the military readiness. It is esti-
mated that after every change in the command structure the war readiness is achieved
4-5 years later.

3 LEGAL AND STRUCTURAL CHANGES FROM 2016

Analysing the Hungarian Law of Defence Forces, the biggest changes were made in
1990, when the democratic control of armed forces became the basis of defence forces.
The new law from 1993 completely upset the socialist tradition and the 1973 law. Thanks
to this amendment, the civil and democratic control of the armed forces were achieved.
The new changes took place in 2004, when Hungary became a member of the European
Union and we had to remember that in 1999 our country joined the NATO Alliance. In
2011, a new task was assigned among the defence forces competencies, namely, reac-
tion in crisis situations (it had been a task of the army, but it was extended). In order to
stop the influx of migrants and refugees into the country in 2015-2017, the amended Act

4 Foldesi, F., Kiss, Z., Isaszegi, J. Quarter of the Hungarian Army (A Magyar Honvédség negyedszdzada).
Budapest 2016. p. 194.
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of Armed Forces extended the competencies of army to maintain the public order and
defend the state border. The amendment has expanded the importance of internal func-
tions - preserving national security. Significant structural and legal changes were made in
this period. For instance, to support the police in cases when their forces and resources
are insufficient, the Hungarian Defence Forces can support them - this was experienced
at the borders of Hungary during the migration crisis.

In 2018, the Hungarian Defence Minister PhD Tibor Benké - in 2010-2018, the Chief
of General Staff of the Hungarian Defence Forces - submitted the proposal to change the
command structure of the Hungarian Defence Forces. The changes came into force from
the beginning of 2019 by the amendment of the Act of Armed Forces. The objective of
the change was to integrate the command structure. A new position was established:
the Commander of the Hungarian Defence Forces. By this alteration, the positions of
the Chief of the General Staff and the Commander of Joint Forces became integrated.
This means one-arm command structure in the military and a significant separation of
this function from the Ministry of National Defence. Thanks to these legislative changes
in the structure, the Ministry will manage the Hungarian Defence Forces and the Com-
mander will command the defence forces. The Hungarian Defence Forces Command was
established also in Székesfehérvar, where the Command of Joint Task Forces was rena-
med. The objective of these changes was also to relocate all the strategic headquarters
from Budapest.5

Comparing to the Hungarian military command, the structure of the Polish one is
more complicated. After the amendment (in December 2018) to the Law of Polish De-
fence Forces, the role of Chief of General Staff was strengthened and its competencies
were extended. The Chief of General Staff became the first soldier with the Armed For-
ces General Command and the Armed Forces Operational Command subordinated to
him. In case of war, the Chief of General Staff of the Polish Armed Forces will be the
Commander until the Supreme Commander of the Polish Armed Forces will be nomina-
ted. According to the Defence Minister, Mr. Mariusz Btaszczak, the changes introduced in
2018 eliminated the competence chaos and established a one-man responsibility for the
command.b In 2016, the establishment of Territorial Defence Forces in Poland created
the fifth military branch of the Polish Defence Forces. The aim of the new type of forces
is to reach the size of fifty-three thousand personnel in 2021. The Territorial Defence For-
ces should cooperate with the operational forces and support the non-military system
in crisis management. This force is under the governance of the Ministry of Defence and
subordinated to the Commander of Territorial Defence Forces. It is planned that the Te-
rritorial Defence Forces will be subordinated to Voivodes - governmental representatives
at the governor administration level.

5 Wolters Kluwer. Hungarian Defence Forces and Measures Taken During the Crisis States. (On line).
2011. CXIll. National Defence Act. §46-47. Access date 17.12.2018. Available at https://net.jogtar.hu/
jogszabaly?docid=A1100113.TV

6 Portalgov.pl. MoD. (On line). 2019. Access date 19.04.2019. Available at https://www.gov.pl/web/
obrona-narodowa/system-dowodzenia-w-wojsku-polskim-musi-byc-przejrzysty
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The Hungarian government, in order to support the participation in reserve services,
has created a Territorial Defence Reserve System, similar to the Polish one. In October
2018, the number of reservists reached eight thousand.” The plans are to increase the
number of reservists to twenty thousand. From 1 January, 2017, the organizational fra-
mework of 197 district companies was established. ,In the Volunteer Territorial Defence
Reserve - which is the third element of the reserve system, besides the systems of Volun-
teer Defence Reserve and Volunteer Operational Reserve - training for the applicants is
provided in the training companies, and a sports company has also been set up to supp-
ort sporting activities.”®

4 THE MILITARY POTENTIAL OF HUNGARY AND POLAND

After the military policy changes the Hungarian government has been increasing the
number of service personnel in defence forces. | have to emphasize that there is a diffe-
rence between the legal and the real numbers of personnel. The Table 1 below describes
the legal numbers resulting from two decisions of the Hungarian National Assembly.

Table 1: Anticipated composition of the Hungarian Defence Forces based on the Decisions of the
National Assembly from 2013 and project from 2018

Numbers by the Proi . Percentage of all official
" ey e roject of the new s 5
Service positions | Decision from k= positions in the Armed
Decision from 2018
2013 Forces
Officers 5690 6600
Non-
commissioned 8845 10200 At most 33% of all
officers (NCO)
Enlisted
o 7895 13200 At most 30% of all
personnel
Cadets 500 800
NCO cadets 100 250
Civil personnel 6670 6600 At most 25% of all
All 29700 37650

Based on: 35/2013 Decision of the National Assembly of 16 May, 2013 on the numbers and
composition of the Hungarian Defence Forces, https://mkogy.jogtar.hu and the project,
http://www.parlament.hu/irom41/02163/02163.pdf access date 18. 04. 2019

7 Zoltan, H. The new Territorial Defence Regiment has been established. (Megalakult az uj teriiletvédelmi
ezred). (On line). 2018. Access date 19.04.2019. Available at http://www.kormanyhivatal.hu/hu/baranya/
hirek/megalakult-az-uj-teruletvedelmi-ezred

8 Végh, F. The Hungarian Armed Forces 1989-2017. (A Magyar Honvédség 1989-2017), (edit.) J. F. Holld, J.
Isaszegi, L. Négyesi, A Magyar Honvédség 170 éve, Wyd. Zrinyi, Budapest 2018, ISBN 978-963-327-758-4,
p.337.
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Table 1 demonstrates that the legal number of serving personnel has been increased
by eight thousand without changing the number of civil personnel. Of course, this num-
ber is the legal number established in legislative decisions but the real numerical status
is lower. Hungary’s population is around 9.7 million citizens. In case of war, around 2.2
million people shall serve in compulsory military service. In 2018, the age for compulsory
military service was increased to 50-year old people.? Analysing the legal numbers of
serving personnel by adding the planned number of reservists (twenty thousand), the
defence forces will reach about fifty-seven thousand that would be 0.6% of the citizens
of the country.

In Poland the numbers are more complicated. As far as the statistics are concerned,
the numbers are as follows: around twenty thousand officers, around forty thousand
non-commissioned officers, forty thousand enlisted personnel. In 2018, the personnel of
the Polish Armed Forces with the Territorial Defence Forces totalled around one hundred
and twenty thousand. According to the plans of the Polish Ministry of Defence, the num-
ber of military personnel should reach one hundred and fifty thousand by 2025. Poland
has about thirty-eight million inhabitants, which means that 0.3% of the citizens was
serving in the armed forces in 2018 and in 2025 the rate will increase to 0.4%.

Comparing the two planned numbers of military personnel, the Hungarian Defence
Forces with the number of reservists will reach 0.6%. That is 0.2% more than in the plans
of the Polish Defence Forces. It means that when the plans are reached, Hungary will be
statistically more militarized country than Poland.

The military potential is very difficult to define. For presenting it, military expenditu-
res are one of the most reliable data. At the Wales Summit it was declared and at the
Warsaw Summit in 2016 it was confirmed that NATO member countries should allocate
2% of their GDP on military expenditures. Poland has already reached it but Hungary
is still below this figure. After the political reorientation in 2016, the military budget
in Hungary started to increase drastically. According to governmental sources, in 2018,
the Hungarian military budget has reached 1.4% GDP,° but by the NATO statistics it is
just 1.15% GDP.1! The Hungarian Ministry of Defence declared that Hungary can reach
2% GDP military expenditures by 2024. Before the parliamentary elections in 2016, the
government planned to reach this figure only in 2026. Raising the defence expenditures
will be a challenge for the national economy but according the statement of the Defence
Minister and the economic growth figures, the 2% can be achieved in 2024-2026.

As the chart below shows, most NATO countries are below 2% and sometimes even
under 1% GDP military spend. Slovakia, the Czech Republic and Hungary’s military bud-
gets are around 1% of their GDP which means that these countries can expect huge
changes if they want to develop their military potential. President Trump declared many

9 Data is from the Hungarian Central Statistical Office. (On line). 2011. Access date 19.04.2019. Available at
http://www.ksh.hu/nepszamlalas/tablak_demografia

10 Figyel6 2019/16. Reportage with the Defence Minister. 2019. p. 12.

11 NATO. The Secretary General’s Annual Report 2018. (On line). 2019. p. 126. Access date 19.04.2019.
Available at https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_publications/20190315_sgar2018-
en.pdf
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times that the USA would not defend those countries which did not invest in the military
capabilities according the Alliance’s needs. This year, it will show how the Alliance mem-
bers will deal with this challenge and if their national economies are ready to increase
their defence expenditures.

NATO 2% guidahing

ffﬁﬁﬁﬁ fgy’fﬁﬂjﬁ?fﬁ;{ﬁ@’ff;«’ﬁ /4

Based on constant 2010 prices and exchangs rates. Figures for 2018 are estimales.
* Defence expenditure does not include pensions.

Figure 1: Defence expenditure as a share of GDP (%) 2014 and 2018
Source: NATO The Secretary General’s Annual Report 2018

5 MILITARY SECURITY MEASURES IN CENTRAL EUROPE

According to Barry Buzan, military threats can affect all the elements of the state.1?
It follows from this that the basic objective of a state is to be capable of defending its
inhabitants in the event of a military aggression. After the Cold War, the importance of
military security was decreased and most of the countries which became members of
the Alliance felt no threat from another countries. They underestimated the meaning of
this kind of security. The level and objectives of military threats take on different level of
impact. The fact that countries involve their armed forces puts this category to a special
level, which has a huge impact on state security just when the military threat is being re-
alized. ,Military actions not only strike at the very essence of the state’s basic protective
functions but also threaten damage deep down through the layer of social and individual

12 Barry Buzan. People, States and Fear. Wheatsheaf Books LTD. 1983. p. 75. ISBN 0-7108-0101-7.
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interest which underline and are more permanent than the state’s superstructures.'3 It
must be underlined that every sector has an impact on each other but the consequences
of losing military security are more drastic, which can cause death of a huge number of
citizens. The military security is the highest priority in the national security policy. Wit-
hout it, the country could lose its sovereignty and independence.

Military security has an important meaning in Central Europe because of the numbers
of historical conflicts in the region. The wars in the Balkans at the end of the 20™ centu-
ry showed that Europe cannot avoid wars in the continent. However, the EU member-
ship of countries decreased the possibility of a military conflict in Europe, but conflicts
of national, ethnical or religious nature are not avoided for sure. The southern border
of Hungary will always be one of the most labile and the country should never allow
such situations as happened at the end of the 20™ century. For Hungary and Poland, the
Ukrainian civil war and crisis are among of the factors, which showed the governments
that military measures are important for the countries. Hungary is a small country with
limited capabilities but as the example of Switzerland shows, even a neutral country
cannot be neutral in a military conflict when it does not have military forces to deter the
enemy. Because of their geopolitical location, Poland and Hungary will never be neutral
countries and the military measure is important to secure the countries’ integrity and
sovereignty.

According to Eric Herring, within the framework of the military security agenda the
means can be divided into non-military means and military means that may have milita-
ry objectives or non-military objectives. In order to present this theory, the table below
was added to the article:

Table 2: Military security agenda

Military means, military objectives Military means, non-military
for instance: military aggression to objectives
occupy the neighbouring country for instance: use of defence forces to

react to a crisis like flood

Non-military means, military Non-military means, non-military
objectives objectives
for instance: economic sanctions to for instance: economic sanctions to
weaken the military potential enforce human rights

Source: Péter Marton, Istvan Balogh, Péter Rada. Biztonsagi tanulmanyok Uj fogalmi keretek és
tanulsagok a visegradi orszagok szamara, Antall Jézsef Tudaskdzpont. Budapest 2015. p. 188.
ISBN 978-615-80092-9-4.

As far as the recent military security of Hungary and Poland is concerned, the possi-
ble threat of military aggression with military objectives is very low. However, as the
Yugoslavian wars and the Ukrainian civil war demonstrated, military conflicts can appear

13 |bidem.
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near the border. The escalation of conflicts in other countries can cause escalation as
it happened at the beginning of World War | in 1914. Nowadays, most of the elements
forming the military security are non-military means but might possess military and non-
-military objectives. The military strategies declare that the other states are not ene-
mies of Poland or Hungary. However, they indicate that the Russian policy could become
a challenge for military security in the region. The possibility of a military crisis in Central
Europe is small but should not be excluded completely.

The V4 countries, in order to demonstrate their power, have established the Visegrad
EU Battle Group led by Poland. It was on standby from 1 January to 30 June 2016.14 The
members included not only the V4 countries’ soldiers but also a small group from the
Ukrainian Defence Forces. The main combat forces were Polish ones, logistics forces,
a helicopter unit, an electronic warfare team and a medical unit were made up of the
Czech contingent, a combat engineer squad and a CIMIC unit were from Hungary and
units for protection against weapons of ABC were Slovak. This battle group is one of the
examples of military cooperation in the area by the V4 countries. The EU battle group is
planned to be on duty/standby from 1 July to 31 December this year (2019). It must be
underlined that it has never been used up to now.

6 ZRiNYI 2026 MEDIUM-TERM MODERNIZATION PROGRAM

The program was named after Miklds Zrinyi, a military leader, a poet and a statesman
from the 17" century. He was a member of a Hungarian-Croatian noble family. His great-
-grandfather was the heroic defender of Szigetvar in 1566. Miklds Zrinyi fought in Croa-
tia against the Ottoman Empire’s army, and thanks to his skills the Hungarian-Habsburg
army stopped the Turkish expansion in 1664. Honouring his military skills, his name was
borne by the Military University in Budapest between 2000-2012 (and before that also
by the Military College).

The program was adopted in 2016, and its main objective was to increase the Hunga-
rian Defence Forces capabilities and establish a significant force in the region. In order
to reach this main objective, a lot of goals were created. The Hungarian politicians disco-
vered that without their domestically-produced technologies in the long term, Hungary
is unable to grant the needs of the army. It can help not only to increase the national
economy but also to decrease the time of supporting the armed forces. Domestic pro-
duction may be more expensive than producing in a country with better capabilities
and better experienced and qualified workers, but this also means capital emigration
from the country. This goal has been introduced from the beginning of the program.
First, the well-known lkarus factories started the production of buses for the defence
forces. However, the factory was bankrupted after a few years of working. The opening

14 Defence policy. Visegrad EU Battlegroup Has Completed Duty. (Wyszechradzka Grupa Bojowa UE
zakoriczyta dyzur). (On line). (2017). Access date 18.03.2018. Available at https://www.defence24.pl/
wyszehradzka-grupa-bojowa-ue-zakonczyla-dyzur
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of a new factory in Kiskunfélegyhdza seems to be another successful step to revive the
Hungarian military industry. This factory will produce small arms under Czech licenses,
such as the CZ Scorpion EVO 3 submachine-gun, CZ P-09 pistol and CZ Bren 2 assault
rifle. The real production will be started in the second half of 2019 but the assembling
of previously produced parts has already been started there.15 This cooperation started
in 2018 and the production will be profitable for our country. After testing the firearms,
the Hungarian military experts and personnel have classified these weapons as good
quality armament.

Other goals have been described in detail in earlier sections of the article, that is why
they will be only mentioned. Because of the launch of weapons race all over the world,
the government has decided to increase the number of reservists to twenty thousand
and the active duty personnel to roughly thirty-eight thousand. In order to reach this
goal, the government started to create a new career model for soldiers not only by inc-
reasing their salary. The barracks and workplaces were renewed, the government provi-
ded extensive aids for soldiers. Additionally, the government started the recruitment on
a huge scale in the country. The most important goal is to reach 2% GDP military expen-
ditures by 2024. The program includes the modernization of the whole defence forces,
not only the equipment but the uniforms have already been changed and there are plans
to equip the soldiers with modern digital means. The goals also include the moderni-
zation of such military technical systems like radars, EW systems and CIS systems. The
cyber defence is also emphasized in the program, but there is no exact information on
the command structure and government plans. After the realization of these goals, the
Hungarian Defence Forces should possess 215 century up-to-date capabilities.

The first step to increase the Hungarian Defence Forces capabilities was the purchase
of two Airbus A319 airplanes to replace the old and overused An-26. During the war in
Afghanistan and Iraq, the An-26 aircraft was not capable of transporting the Hungarian
contingent directly, it had to stop in Turkey and subsequently other countries’ air forces
transported our soldiers to those missions. That is why the purchase of new transport
planes was an inevitable task for the new modernization program. A small plane was
also purchased, namely a Dassault Falcon 7X, which is used for diplomatic missions. The
use of military air transporters by politicians and diplomatic groups is also a means of
military security. In case of crisis and conflict, first, the diplomatic measures should try
to work on the solution, and military force should be used only if unavoidable. (Here we
should mention that after the bankruptcy of MALEV in 2012, Hungary lost its own air
transport company.) This step showed to the Alliance and to the Hungarian society that
this program wants to really increase the capabilities. Since 2019, the air forces will have
3 Airbus A319 and 2 Dassault Falcon 7X aircraft.16 In the meantime, the government
has decided to renovate the Mi-17 and Mi-24 helicopters in the Russian Federation. All

15 Szabolcs N. New Weapons for Hungarian Soldiers. (On line). 2018. Access date 25.04.2019. Available at
https://honvedelem.hu/cikk/113828_uj_fegyverek_a_magyar_katonaknak

16 A third Airbus and additional aircraft bought by the army. (Egy harmadik Airbust és tovabbi replilGket
is vesz a honvédség). (2018). (On line). Access date 25.04.2019. Available at https://index.hu/
belfold/2018/12/11/egy_harmadik_airbust_es_tovabbi_repuloket_is_vesz_a_honvedseg/.Access date
25.04.2019
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the helicopters are ready to serve from 2019 to 2023-2024 when the new helicopters
purchased from Airbus should arrive. The first contract with Airbus was the purchase of
aircraft, followed by ordering 20 Airbus H135M helicopters for Special Forces.1? These
helicopters will be used in crisis management and in scouting missions. The last contract
which aims to increase the air force capabilities is the purchase of Airbus 225M multi-
-task helicopters.1® The contract was signed in December 2018 and these helicopters
will be attached to the air forces in 2023. These multi-task helicopters will replace the
old Soviet technologies. These new purchases mean not only new technologies for the
Hungarian Defence Forces but also a huge amount of responsibility. The purchase is one
of the steps, the pilots should undergo intensive training to learn to pilot the aircraft and
helicopters. That is why achieving the military readiness of these new technologies will
take certain time. The last element of air forces is the Saab JAS39 Gripen assault aircraft,
leased by the Hungarian Defence Forces. In 2018, this aircraft has been modified and the
contracts for lease were extended to 2026. This contract gives time to the government
to make a decision if they will purchase the newer versions of Gripen or purchase F-35
as mentioned by the Defence Minister. Summarizing, the Hungarian Air Force capabili-
ties and possibilities have been clearly increasing since the launch of the modernization
program. Such kind of purchases has never been seen in the Hungarian military history
since the political reorientations.

Because of the lack of sea border, there is no need for navy. Hungarian Defence Forces
have a regiment of engineers and river guard. The basic tasks of these forces are to scout
for bombs and explosives from World War Il and deactivate them. The military potential
of these forces is not significant, that is why this regiment is part of the land forces.

The capabilities of the land forces were below the NATO average standards. The equi-
pment was from the second half of the 20" century and was overused and old. The
renovation of these vehicles and armaments is not profitable. The BTR-80 armoured
vehicles, T-72 tanks and D-20 type 152 mm artillery were purchased during the Cold War
and they are not suitable in a modern conflict. The first step was to change the wheeled
vehicles including buses and cars for everyday usage and transport vehicles. As it has
been mentioned before, most of this equipment was too old to be used nowadays. In
the years 2016-2018, plenty of those types of vehicles were purchased and given to the
army. To increase the special land forces’ capabilities, some special equipment was pur-
chased, such as Polaris MRZR 4 ultralight vehicles. The advantages of these cars are their
high speed and manoeuvrability. Thanks to them the special forces are ready to serve
not only in plain but also in difficult terrain. The next step for land forces is to increase

17 Honvedelem.HU Force Development continues - new military  helicopters  will be
acquired by the Army. (Folytatédik a hader6 fejlesztése - Gj katonai helikoptereket
szerez be a honvédség). (On line). 2018. Access date 25.04.2019. Available at https://
honvedelem.hu/cikk/111144 folytatodik_a_hadero_fejlesztese_uj_katonai_
helikoptereket_szerez_be_a_honvedseg

18 Helicopters are expanding from 2023 to the Army's aerial fleet is moving on to the Force
development. (Ujabb helikopterekkel béviil 2023-tél a honvédség légiflottdja Téretleniil halad a
haderéfejlesztési). (On line). 2018. Access date 25.04.2019. Available at https://honvedelem.hu/
cikk/113884 _ujabb_helikopterekkel_bovul_2023_tol_a_honvedseg_legiflottaja
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the land force firepower. It was a big surprise when, according to media sources, the
Defence Minister announced the purchase of new tanks and artillery. The last months of
2018 were declared as one of the most eventful in the modern history of the Hungarian
army. On the 19" December, 2018, an agreement was signed with the Krauss-Maffrei
Wegman Corporation on the purchase of 44 items of Leopard 2A7+ and 24 items of
PzH 2000 self-propelled artillery.1® These two purchases should definitely increase the
firepower. Leopard 2A7+ is the newest version of one of the best tanks in the world.
Leopard tanks possess not only huge firepower, but they are safe and technologically
a miracle of the German armament. This agreement means that the newest versions
will arrive in 2025 and will be part of the heavy division in Hungary which is planned to
be established in 2028. Until that time, 10 Leopard 2A4 tanks will be leased to train the
operators.2® Another purchase with the goal to increase the firepower was the that of
Carl Gustav M4 anti-tank weapons. As the Ministry declared, the government is planning
to buy the newest versions of armament which can increase the power of the defence
forces. Thanks to these procurements, the Hungarian soldier becomes a real 21 century
soldier. Of course, there are still a lot of tasks waiting to be accomplished. The Hungarian
air missile system is old and requires improvement. The purchase of American air missile
systems in Romania - as an ally in NATO - could be enough to defend Hungary against
missiles. However, without their own air missile system, none of the countries can reach
a secure level of military security.

If comparing the Hungarian modernization program with the Polish plans we
acknowledge that our Polish allies are planning to develop their armed forces similarly.
In 2017, the Polish military modernization program for the years 2013-2022 was exten-
ded to 2026. It might be caused by the extension of new technologies purchases, the
change of government and election to the Polish Parliament. This program includes 14
operational points on what tasks the Polish Defence Forces should face. In 2016, another
point was added to develop the capabilities of cyber defence. We can declare that the
objective of this program is to develop ground, air and navy forces so that soldiers can
resist contemporary threats. There were many obstacles in the years, such as a denou-
ement of the agreement on purchasing the Airbus H225M Caracal helicopters in 2015.
Also, there have been problems with reaching an agreement with the US government
about the purchase of air missile systems. The Ministry of Defence searched for other
solutions which could replace these gaps in the program. This means that the Polish
Armed Forces will receive the new multi-task helicopters only after 2022. The Polish
ground forces already use Leopard tanks, but an older version than Hungary is planning
to purchase. The Leopard 2A4 tanks from 1985-1986 — despite already having undergo-
ne a renovation process - should be renovated again shortly. This renovation is included
in the modernization plan. Poland has T-72 and PT-91 Twardy (Tough) tanks. Some of

19 Portfolio. MTI buy new tanks in Hungary - so they might look. MTI, Uj harckocsikat vesz Magyarorszdg —igy
nézhetnek ki. (On line). 2018. Access date 25.04.2019. Available at https://www.portfolio.hu/vallalatok/
uj-harckocsikat-vesz-magyarorszag-igy-nezhetnek-ki.308333.html

20 |nfostart. Report with the Defence Minister. (On line). 2018. Access date 23.04.2019. Available at https://
infostart.hu/belfold/2019/01/04/benko-tibor-elarulta-mi-mindent-vesz-a-honvedseg-2028-ig/amp
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them are planned to be renovated, the other part will be replaced by new purchases. In
order to support the Polish military industry, Poland has been trying to renovate its mili-
tary equipment in domestic companies. Thanks to domestic companies, Poland’s biggest
success was the modification of the AMV XC-360P armoured vehicles to the Rosomak
type. As Brigadier General Adam Duda, PhD. in reserve concludes, the weakness of the
program is its long-term planning and production.2! Even if they are efficient in the field,
they become old and require renovation.

Part of the Polish modernization program has been completed successfully, but as it
is the case with Hungary, there are still a lot of things to do in the near future. Poland is
also planning to increase their air force capabilities. Some of the Polish media sources
announced that Poland would like to purchase Lockheed Martin F-35 Lightning stealth
multirole fighters. These fighters are known as the newest generation of aircraft and
could be an appropriate choice, of course, depending on the agreement. The newest air-
craft requires new technologies. Buying this aircraft means - not just for Poland, but also
for Hungary - a long-term agreement for spare parts and repair with Lockheed Martin
Corporation.

CONCLUSION

With the analysis of the Hungarian and Polish modernization programs, the Central
European countries’ military security can be at least partly assessed. The home con-
flicts in border regions and the withdrawal from the Intermediate-Range Nuclear Forces
Treaty - which can cause a 21 century arms race - resulted in increasing the military
measures. Some analyses have already mentioned these events as the start of a modern
cold war with other bodies and means. That is why the above-mentioned changes in the
structure and armament were inevitable in order to maintain the security of the two
countries. The 2% GDP for military expenditures is a challenge for small countries like
Hungary, but in the opinion of the Defence Minister, the country will reach this level in
2024 as it was declared during the Wales Summit.

After the political changes, the tendency of militarism and the number of active per-
sonnel was decreasing. The stagnation of the armed forces was stopped for a moment
after the terrorist attacks on New York and Washington D.C. in 2001. The real turning
point was the Russian clash in Georgia and the crisis in Ukraine. The Polish and Hun-
garian governments and commanders - from the lessons learned in Irag and Afghani-
stan - understood that the two countries’ defence forces had lacked military potential
and capabilities. In response, Poland increased the air force and land force potential by
purchasing F-16 s and launched the production of multi-functional transport vehicles,

21 Stratpoints. Gen. bryg. rez. Adam Duda. Assessment of the state of implementation of the
SZ RP technical modernization plan for the years 2013-2022. Success or defeat? Ocena stanu
realizacji planu modernizacji technicznej SZ RP na lata 2013-2022. Sukces czy porazka? (On
line). (2013). Access date 23.04.2019. Available at https://www.stratpoints.eu/publikacje/
ocena-stanu-realizacji-planu-modernizacji-technicznej-sz-rp-na-lata-2013-2022-sukces-czy-porazka/
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Rosomak. Hungary, instead of purchasing new equipment, leased JAS Gripen, but other
significant changes did not happen. Only the command structure was changed in both
countries. These changes created a NATO-compatible command structure. It is really
difficult to rate these changes, because they have barely started functioning yet.

The legal changes caused integration in command structures both in Poland and Hun-
gary. The Hungarian command structure made one step further with the separation of
the Commander of Hungarian Defence Forces from the Ministry of Defence physica-
Ily — moving it to Székesfehérvar from Budapest - and organizationally, as well. Poland
and Hungary started to revive their territorial defence systems. This action was different
from the other European countries. In Poland, this process started in 2015 and its im-
pacts and goals can be already analysed. The goal for Poland is to reach fifty thousand
personnel of territorial armed forces. Hungary has just started this process with aiming
to reach the number of twenty thousand reservists.

Analysing the potential of both the Hungarian and Polish Defence Forces we can
conclude that an increasing tendency is apparent. Hungary made significant steps to
increase the number of personnel in active duty. According to the plans, in 2025 0.6% of
the Hungarian population will be serving in the defence forces compared to the Polish
figure of 0.4%. These numbers prove that in Hungary the arms race will have a bigger
impact. However, today these numbers are much lower. It will be more interesting to see
if Hungary and other countries in the region will reach 2% of GDP spent on the military. If
the governmental sources are valid, thanks to the 0.3% GDP growth assigned to military
expenditures in 2018, the military equipment purchases will be realised.

The conflicts in the Middle East and in Ukraine had been a real challenge for the
military security. According to Barry Buzan, comparing collateral areas, military secu-
rity could become the greatest danger. That is why military security should never be
neglected.

Analysing the objectives of modernization programs in Hungary and Poland, we can
declare that the Hungarian Defence Forces are modernizing every component of their
military forces. The reason is the lack of any modernization performed earlier. In both
countries a lot of agreements have been signed between armament companies and the
Defence Ministries, but in practice, not all of them will be implemented. Summarizing,
the military potential will be increased drastically in both air and land forces. In the
future, more information will be provided about the development of cyber warfare. No-
wadays, due to the lack of explicit information, this part of military defence cannot be
analysed.
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Unifying the Armed Forces of Bosnia and Herzegovina —
mission completed?

Unifikace Ozbrojenych sil Bosny a Hercegoviny — proces
sjednocovani

Véra Stojarova
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The Armed Forces of BiH were officially unified in 2005 and are composed
of two founding armies: the Bosniak-Croat Army of the Federation of
Bosnia and Herzegovina and the Bosnian Serb Army of Republika Srpska.
Even though the unified armed forces celebrated their 13™ anniversary
in December 2018 and are presented as a success story, the political
environment in Bosnia and Herzegovina, particularly in Republika Srpska,
does not foster a sense of unity in the armed forces. The paper explores
the vulnerabilities that the unified armed forces face, particularly in
relation to the process of state building in Bosnia and Herzegovina. The
text concludes, that the main concerns for the BiH armed forces include
the old equipment, the economic problems of the country and budget
constraints, politicisation and ethnicisation — while ongoing nationalism
and the unsure future of BiH remain the greatest external challenges.

Ozbrojené sily Bosny a Hercegoviny byly oficidlné sjednoceny v roce 2005
a byly sloZeny ze dvou zakladajicich sloZek: Armady FBiH a Armady RS.
I kdyZ sjednocené ozbrojené sily oslavily v prosinci 2018 své tfinacté vyro-
¢i ajsou prezentovany velice pochvalné, politické prostfedi v Bosné a Her-
cegoving, zejména v Republice srbské, nepfispiva k pocitu jednoty ozbro-
jenych sil. Clanek se bude zabyvat vyzvami sjednocenych ozbrojenych sil
ve vztahu k procesu state-buildingu v postkonfliktni Bosné a Hercegoviné.
K hlavnim obavam ozbrojenych sil Bosny a Hercegoviny patfi staré vyba-
veni, ekonomické problémy zemé a rozpocCtova omezeni, politizace a et-
nicizace; pretrvavajici nacionalismus a nejista budoucnost Bosny a Herce-
goviny zUstavaji nejvétsimi vnéjsimi problémy.

Armed Forces of Bosnia and Herzegovina; Bosnia and Hercegovina;
Dayton Peace Agreement.

Ozbrojené sily Bosny a Hercegoviny; Bosna a Hercegovina; Daytonska
mirova smlouva.
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INTRODUCTION

The outcome of the war in Bosnia and Herzegovina (BiH) was de facto a divided coun-
try and a divided military, and the prospect of unifying the three ethnically-based armies
into a single command and control structure seemed utopian. However, the existence of
three separate armies was not only a heavy burden for the country’s budget, but meant
that the units which had fought against each other during the conflict remained separate
and would never be able to fight under a unified command. The continuous violence
towards returnees, ongoing weapons smuggling and the protests of civilians unhappy
with the economic and political transition, helped to strengthen the efforts for demobil-
isation, cutting the army budgets and final unification. International actors (OHR, OSCE
and Nato in particular) helped BiH to establish the Ministry of Defence in 2004 and the
unified Armed Forces of Bosnia and Herzegovina (AFBiH) in 2006. This was probably the
greatest achievement in post-Dayton Bosnia and Herzegovina. BiH determined to reduce
its military personnel drastically; to unify the armed forces; and to join the Partnership
for Peace programme with the final goal of Nato accession. The process of unifying the
armed forces was concluded 13 years ago. The question remains of whether the process
was successful and whether it is possible to speak of unified armed forces under a uni-
fied command; and exclude armed conflict in future.

Existing scholarly accounts of security reform in Bosnia and Herzegovina suggest that
a unified military in the country is still an oxymoron. The paper looks closely at the phe-
nomenon of the Armed Forces of Bosnia and Herzegovina and tries to assess the chal-
lenges they face. The text also looks at the nexus between the AFBiH and the security
of Bosnia and Herzegovina itself and of the region at large. The primary legislation deal-
ing with the defence sector was used as a primary source; several country analyses by
different authors were used as secondary sources. Multiple semi-structured interviews
with security experts from the Balkan region were undertaken and several surveys un-
dertaken to obtain a better understanding of the issue. My argument is that the Armed
Forces of BiH are far from unified and, unless the country unites, the military cannot
be expected to do so. The paper is structured as follows: in the first part the process of
unifying the Armed Forces of BiH is outlined; the second section is devoted to BiH’s Nato
membership aspirations and AFBiH’s engagement in the country and abroad; while the
third section is devoted to the political, social, economic and other challenges faced by
the BiH military.

1 PROCESS OF UNIFICATION OF THE ARMED FORCES OF BIH

The Dayton Peace Agreement did not only bring an end to the armed conflict but also
resulted in spontaneous demobilisation. Some 370,000 troops under arms (out of an
estimated 430,000) left the armed forces in the subsequent five years. The planned de-
mobilisation started three years later. In 1999, the budget for military expenditure was
drastically cut by 39% over the years 1999/2000 and both entities — the Federation of
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BiH and Republika Srpska (RS) — agreed to reduce military personnel by 15% in 1999 and
by another 15% the year after. By 2004, both armies had cut their forces to a combined
total of approximately 24,000 active-duty soldiers, supported by some 15,000 reservists
and as shown in the graph, in 2016, the army was down to the current 10,5000 soldiers.

Armed forces personnel, BiH 1996-2016

nnnnnn

Armed forces personnel BiH

Figure 1: Armed forces personnel, BiH 1996-2016

The Dayton Peace Agreement left the country more divided than it was before the
war. It was not just the country that was divided; there were de facto three separate
armies in Bosnia and Herzegovina — Bosnian Croat, Muslim (Bosniak) and Bosnian Serb
—which were integrated neither structurally nor operationally, with no cooperation be-
tween them whatsoever. The international community strove for unification at the level
of the single state, but the memories of war were still fresh and the judicial proceedings
related to war crimes perpetrated by one of the armies were still ongoing. It was as late
as 2004 when the International Court for the former Yugoslavia ruled that the massacre
of the male inhabitants of the Srebrenica enclave by the Army of Republika Srpska (Vo-
jska Republike Srpske, VRS) constituted a crime of genocide under international law; the
ruling was then upheld by the International Court of Justice in 2007. In spring 2019, Bos-
nian Serb general Ratko Mladi¢ was sentenced to life in prison for crimes against human-
ity committed during the Bosnian conflict, inter alia in Srebrenica. Milorad Dodik, Serbi-
an member of the tripartite BiH presidency and prominent long-term politician in RS, has
repeatedly downplayed the Srebrenica massacre, most recently in spring 2019 calling it
a “fabricated myth”; other Bosnian Serb politicians also denied the genocide, including
Mladen Gruijici¢, the current mayor of Srebrenica. Republika Srpska set up acommission to
establish the “truth” of what occurred; the memories of war were still fresh and present.
RS politicians repeatedly claimed there was no will to have joint or unified armed forc-
es and the effort of the international community to establish a single military body in
Bosnia and Herzegovina seemed utopian. Some even claimed that the time had come to
recognise the reality of a divided country and a divided military.
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Figure 2: The post-Dayton Command Structure in BiH

International pressure helped the process of unification. In 2003, a Commission for
Defence Reform was established, and the first law necessary for a single ministry of de-
fence for BiH was adopted. State-level parliamentary oversight was created through the
establishment of a Defence and Security Committee in the BiH Parliamentary Assembly;
on the basis of the Commission’s work,* the White Paper on BiH Defence was released
in 2005, and further defence legislation was adopted.? In 2004, the first-ever joint co-
llective exercise was conducted between the Army of RS and the Army of FBiH and the
whole process of unification was completed around 2006. Thus, the three armies that
had fought each other were turned into a single multi-ethnic military force, serving the
state of BiH rather than any particular entity or any of BiH’s three constituent peoples.
BiH abolished conscription in 2006 and, in the same year, the presidency defined the
size, structure and locations of the newly created AFBiH.3

Bosnian Serb Muslim Bosnian Croat Other Total
1992/93 67,000 50,000 50,000 167,000
1995/96 75,000 92,000 50,000 217,000
2000/01 30,000 30,000 10,000 70,000
2013 3,533 (33.6%) 4,826 (45.9%) 2,084 (19.8%) 74 (0.7%) 10,450
2016 3,528 (33.6%) 4,820 (45.9%) 2,079 (19.8%) 73 (0.7%) 10,500

Figure 3: Military Forces in Bosnia and Hercegovina 1992-2013

1 KOMISIJA ZA REFORMU ODBRANE. OSBiH: Jedna vojna sila za 21. vijek. 1zvjestaj 2005. Sarajevo. http://
www.mod.gov.ba/files/file/dokumenti/lzvjestaj-2005-bs.pdf.

2 MINISTARSTVO ODBRANE. Bijela knjiga odbrane Bosne i Hercegovine. Sarajevo, Juni 2005, http://www.
mod.gov.ba/files/file/dokumenti/Bijela-knjiga-bs.pdf; MINISTARSTVO ODBRANE. Vojna doktrina.
Sarajevo undated http://www.mod.gov.ba/files/file/dokumenti/vojnadoktrina/vojnadoktrina.
pdf. All documents related to defence in BiH are available at http://www.mod.gov.ba/dokumenti/
odbrambeni_dokumenti/?id=21743.

3 MAXWELL, R., OLSEN, J.A. Destination NATO. Defence Reform in Bosnia and Herzegovina 2003-13. Royal
United Service Institute for Defence and Security Studies 2013. https://jfcnaples.nato.int/hgsarajevo/
pagel14313506/destination-nato-english.
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The AFBiH is not a large military force and according to the latest figures (2018), it has
just over 10,000 active-duty soldiers, 1,000 civilians and 5,000 reservists. The compos-
ition of the armed forces is based on quotas which are linked to the 1991 census. The
current military body consists of more than 3,000 Serbs, almost 5,000 Muslims and over
2,000 Croats. The statistics from 2014 show that women make up 6.6% of the AFBiH
personnel. Women serving in the ranks of the AFBiH are mostly graduates of civilian
schools, and obtained further military education through various individual and institu-
tional education programmes.

The armed forces consist of army, air force and air defence units. The bran-
ches of the AFBiH are: Infantry, Artillery, Air Defence, Armoured Mechanised Units,
Aviation, Engineering, Communications, NBC protection, Electronic Surveillan-
ce and Defence, Air Surveillance and Rapid Response and Military Intelligence.
Compared with other armed forces in the region, the AFBiH is small, and similar in size
to the armed forces of Slovenia (approx. 7,300 personnel).

BiH Presidency

Ministry of Defence

RS Ministry of Defence FBiH Ministry of Defence
Joint Staff
(e St - VF loint Command
Operational Command
RS Army (VRS) Federation Army (VF)
Operational chain of command Admini ive chain of ¢ d

Figure 4: Command and Control of the Armed Forces of BiH*

The military structure is divided into operational and administrative commands, while
all of the command structures are multi-ethnic. The mono-ethnic infantry battalions are
incorporated into brigades that include battalions from all three constituent nations with
the requirement that each ethnicity makes up at least 10% of the units.5 The mission of
AFBiH is defined as: ensuring the sovereignty, territorial integrity, political independence
and international legal status of BiH, promoting the BiH foreign policy goals, meeting the
international commitments of BiH, and protecting BiH nationals. The tasks of the AF-
BiH are listed as: participating in collective security operations, peace and self-defence

4 MINISTARSTVO ODBRANE BIH. Bjela knjigao dbrane Bosne i Hercegovine. Sarajevo 2005.
http://www.mod.gov.ba/files/file/dokumenti/Bijela-knjiga-bs.pdf.

5 BASSUENER, K. The Armed Forces of Bosnia and Herzegovina: Unfulfilled promise. Berlin /Sarajevo 2015.
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support operations, including the fight against terrorism, providing military defence to
BiH and its citizens in case of attack, assisting the civilian authorities in response to na-
tural and other disasters and catastrophes, clearing landmines in BiH, and meeting Bi-
H’s international commitments®

NATO MEMBERSHIP ASPIRATIONS AND AFBIH ENGAGEMENT IN

BIH AND ABROAD

Nato played a key role in stabilising Bosnia and Herzegovina in the post-conflict era,
through the deployment of peace-keeping forces over a nine-year period from 1995-
2004 until primary responsibility was handed over to the European Union (EU). In 2003,
the Presidency of BiH expressed readiness to engage in the process of Euro-Atlantic in-
tegration and actively contribute to collective security. The message consisted of a com-
mitment to include BiH in European and Euro-Atlantic integration and in the Partnership
for Peace programme, and to implement the required defence system reforms and reor-
ganisation of the armed forces.”? Nato membership was identified as one of the priorities
of foreign policy, as indicated in the Bosnia and Herzegovina Defence White Paper.

In 2006, BiH joined the Partnership for Peace (PfP) programme. An Individual Part-
nership Action Plan (IPAP) was agreed with Nato in 2008; its goal was to bring together
all the cooperation mechanisms through which the country interacts with the Alliance,
sharpening the focus of activities to better support domestic reform efforts. Two years
later, BiH was invited to join the Membership Action Plan; in 2018, Alliance foreign mini-
sters decided that Nato was ready to accept the submission of the country’s first Annual
National Programme.8 Nato keeps a military headquarters in Sarajevo to assist the Bos-
nian authorities with reforms related to the PfP and Nato integration; its secondary goal
is to provide logistics and other support to the EU. BiH has also established a diplomatic
mission at Nato Headquarters as well as a liaison office at the Supreme Headquarters
Allied Powers Europe (Shape).

From a historical perspective, the relationship between BiH and Nato is unique. Inte-
gration with Nato and membership of PfP was not viewed positively by all three ethnic
groups, particularly the Serbs, and certainly not as a historical milestone, which is how it
has been presented. Nevertheless, without the prospect of Nato membership or inter-
national pressure behind the effort, the country would by no means be willing and able
to unify its armed forces and to create an integrated defence system for the whole of
Bosnia and Herzegovina.

6 MINISTARSTVO ODBRANE | ORUZANE SNAGE BOSNE | HERCEGOVINE. Brosura. Sarajevo 2015, http://
www.mod.gov.ba/foto2015/1809-Bosanski%20jezik-.pdf.

7 DEFENCE REFORM COMISSION. Put u partnerstvi za mir: Izvestaj komisije za reformu u oblasti odbrane.
Sarajevo 2003. http://www.mod.gov.ba/files/file/dokumenti/Partnerstvo-za-mir-bs.pdf.

8 NATO. Relations with Bosnia and Herzegovina. 2008. https://www.nato.int/cps/en/natohq/
topics_49127.htm.
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Despite all of these impediments, the AFBiH has performed admirably both at home
and abroad in peace-keeping operations. Even prior to unification, the AFBiH was deplo-
yed in Iraq as an all-volunteer force in early 2006. Since 2009, BiH has contributed to the
Nato-led International Security Assistance Force (ISAF) in Afghanistan as part of the Ger-
man and Danish contingents and, following the disbanding of ISAF at the end of 2014,
its military has been part of Nato’s Resolute Support Mission (RSM) to provide further
training, advice and assistance for the Afghan security forces (63 troops out of a total
of 17,034 provided by 39 contributing nations).? The AFBiH also performed well during
the 2014 flood emergency, saving the lives and property of BiH citizens. Their effort
was praised and their reputation enhanced after the floods. The AFBiH worked closely
with EUFOR which provided them with helicopters to evacuate people, was involved in
delivering humanitarian aid and in clean-up activities. However, the natural disaster also
showed the military’s deficiencies in equipment, training and preparation for situations
of this kind.10 Another challenge that AFBiH has been facing is demining, since landmi-
nes are still killing people in BiH.

3 CHALLENGES FOR THE AFBIH

3.1 Internal challenges

One of the first issues the armed forces had to face was property and equipment. The
only defe3nce premises controlled directly by the state of BiH were the offices occupied
by the MoD, Joint Staff and Operational Command, and the only equipment consisted of
the weapons, ammunition and vehicles deployed in Iraq. Everything else was controlled
by the entities (Federation of BiH and Republika Srpska) and was of a scale suitable for
much larger forces than AFBiH. Finally it was agreed that the real estate (required for de-
fence purposes) would be transferred from the entities to the state. The arms, weapons
and equipment (AWE) became the subject of heated discussions, as the international
community did not want them to fall into the wrong hands.

In 2008, it was finally agreed that BiH should comply with its obligations under interna-
tional law to minimise the proliferation of AWE, and that weapons and equipment would
become state property, pending disposal of surplus items. Further discussion focused on
the disposal of surplus AWE (an estimated 18,000 tons) — Bosnian policy-makers wanted

9 NATO. RSM. Key facts and figures. 2019. https://www.nato.int/nato_static_fl2014/assets/pdf/
pdf_2019_03/20190305_2019-03-RSM-Placemat.pdf.

10 EUROPEAN COMMISION. Floods in Bosnia and Herzegovina. 2014. http://ec.europa.eu/echo/files/
news/bosnia_herzegovina_floods_joint_report_en.pdf; HUSEINBASIC, S. Floods in Bosnia and
Herzegovina. Lessons to learn. 2014. https://www.coe.int/t/dg4/majorhazards/activites/2014/
SamirHuseinbgsic_BiH_Floods.pdf.
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this disposal to occur through sales, while the international community pressed consis-
tently for the dismantling or destruction of surplus items. The final agreement was that
the state should retain 20% of any profits from sale while the remaining 80% would go to
the entity originally owning the AWE. This of course proved to be controversial and hard
to implement given the mutual suspicions of both entities regarding the transparency
of the disposal process and associated profits. Moreover, another problem, which will
only emerge in time, is the age of the AWE which raises safety and security concerns,
including the risk of leakage from storage sites due to the poor storage conditions.1! The
registration of immovable defence property was also a reason why Nato held up the
accession process until 2018. Even though Nato decided to move forward, deciding not
to allow Republika Srpska to block the whole process, the property must still be registe-
red at the federal level for the Membership Action Plan to conclude.

Experts have emphasised that budget constraints have had an effect on the quality of
equipment and training: ,,Only one-third of the engineering equipment is operational by
peacetime standards, in a war situation it’s a lot more.“12 Azra Mulahasanovié¢, the OSCE
senior public information officer, stated that ,,more than 90% of the allocated budget is
spent on personnel costs (i.e., salaries), only a relatively small portion on maintenance,
and almost nothing on procurement.“13 Selmo Cikoti¢, former minister of defence, also
highlighted the lack of money: ‘BiH’s defence budget, which is around 1% of GDP, is not
enough — it would have to be doubled to reach Nato standards in this regard.“14

Some challenges for AFBiH also lie in the system as such and in structural changes. Ma-
rina Pendes, who was appointed minister of defence in 2015, was charged with negligent
performance of official duties and with forging documents in 2016. A year later, she was
acquitted by the court of all charges and remained in post. Many experts agree that the
continuing politicisation of the army is related not only to the positions in the MoD but
also to key positions in the structure. Another problem is the constitutional setting, as the
important posts are all appointed on an ethnic, rather than professional, basis and accor-
ding to links to political parties. The practice of sending Serbs for supplementary training
in Serbia, Croats to Croatia and Bosniaks to Turkey also reveals the persistent polarisation
in the army ranks. Some of the experts also described ostentatious displays of religio-
sity for personal advancement. The evidence of religious/party patronage in the army
emerged when it was leaked that the MoD was funding Hajj pilgrimages to Mecca and
Orthodox devotional trips to Greece for some AFBiH members.13 All of my interviewees
stated that ethnic polarisation prevails and that ,according to the information available
to the general public, the army uses nationalistic flags, symbols, heraldic signs and also

11 MAXWELL, R., OLSEN, J.A. Destination NATO. Defence Reform in Bosnia and Herzegovina 2003-13. Royal
United Service Institute for Defence and Security Studies 2013. https://jfcnaples.nato.int/hgsarajevo/
page14313506/destination-nato-english.

12 BASSUENER, K. The Armed Forces of Bosnia and Herzegovina: Unfulfilled promise. Berlin /Sarajevo 2015.
13 MULAHASANOVIC, Azra. Senior Public Officer at OSCE. Questionnaire via email, 26 March 2019, Sarajevo.
14 CIKOTIC, Selmo. Former Minister of Defence. Questionnaire via email, 18 April 2019, Sarajevo.

15 BASSUENER, K. The Armed Forces of Bosnia and Herzegovina: Unfulfilled promise. Berlin /Sarajevo 2015.
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the anthems of other states.“16 Most of the interviewees agreed that they could not ima-
gine the AFBiH instigating destabilisation in BiH, though there was unanimous agreement
that — should something trigger an armed conflict in BiH — ,,in this situation three national
armies would again emerge as BiH is a much more divided society than in 199217

3.2 External drivers — economy, politics and society

Even though the representatives of BiH stress the progress made and the will for a
peaceful future,1® 24 years after signing the Dayton Peace Agreement, the country has
not recovered from the impact of the war and is still facing the challenges of economic
transition from a state economy to a free-market one. The budget constraints and the
demobilisation of the army coincided with high unemployment and difficult re-integra-
tion of ex-combatants into civilian life. Their military background proved to be a disad-
vantage when seeking civilian jobs. The high unemployment rate has also been fed by
the return of refugees and the minimal opportunities for returnees in the labour market.
The grey market, unofficial economy and organised crime flourished while pension pay-
ments were delayed — this was made worse by the poor state of the economy overall.
Last but not least, the country contributed to the export of mercenaries to other parts of
the world (Bosniaks joined Chechen fighters in 2000 and assisted the Kosovo Liberation
Army in 1999; Bosnian Serbs assisted Yugoslav security forces in Kosovo in 1998 and
were also part of the White Legion in Zaire fighting on the side of President Mobutu Sésé
Seko during the First Congo War in 1996).19

The political climate in Bosnia and Herzegovina has worsened since the Dayton Peace
Agreement. The Peace Accords stopped the war which caused a great many casualties,
but they also created a dysfunctional state, in which part of the population does not
want to live and where mutual trust has not been established. The government of Re-
publika Srpska has for years ruled out joining Nato and emphasised the 2017 Resolution
on its military neutrality, pointing to the Nato air campaigns against RS and Serbia re-
spectively during the 1990s. Dodik has been calling for the demilitarisation and neu-
trality of the country while misusing the AFBiH for political purposes. In early 2017, the
US Department of the Treasury’s Office of Foreign Assets Control introduced sanctions
against Dodik, saying he posed a “significant threat to the sovereignty and territorial
integrity of Bosnia and Herzegovina.”2? The sanctions block Dodik’s access to assets and

16 JOVICIC, Dragomir. Interview, October 2018, Sarajevo.
17 JOVICIC, Dragomir. Questionnaire via email. 20 March 2019.

18 |nterview with Selmo Cikoti¢, former defence minister of BiH, 2013. Available at https://www.youtube.
com/watch?v=akmi6KDqgpVs.

19 KING, J., DORN, W., HODES, M. An unprecedented experiment: Security sector reform in Bosnia and
Herzegovina, Bonn 2002.

20 US EMBASSY IN BOSNIA AND HERZEGOVINA. U.S. Ambassador Cormack’s statement on U.S. sanctions
against Milorad Dodik. At https://ba.usembassy.gov/information-u-s-sanctions-milorad-dodik/.
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any interests in property in the US or within US jurisdiction and US citizens are banned
from engaging in transactions with him. Despite strong lobbying, the sanctions have re-
mained in place. The direct reason for their imposition was the January 9 celebration of
a public holiday in Republika Srpska.

The controversy arises every year when a military and civilian parade is held in Banja
Luka to mark the Day of Republika Srpska despite the fact that BiH’s Constitutional Court
ruled in 2015 that marking this holiday excluded non-Serbian citizens and was therefore
unconstitutional. The date marks the establishment of Republika Srpska in 1992, as well
as celebrating the patron saint of RS, St. Stephen. The Republika Srpska authorities con-
tested the decision of the BiH Constitutional Court and called for a referendum in 2016
in which a majority of RS citizens supported the celebrations. General Sefer Halilovi¢
of the AFBiH threatened that a conflict would flare up if the referendum was held, and
his comments were glossed by Minister of Foreign Affairs lvica Daci¢ of Serbia as the
greatest threat to peace and stability in the region. Bosniak member of the Bosnian Pres-
idency Bakir Izetbegovi¢ stated that the referendum was an example of breaching the
Dayton Agreement.2! Nevertheless, every year, the parade of firefighters, cultural and
sports groups takes place to celebrate the Day of Republika Srpska and is accompanied
by an army parade. This is deplored both by the international community and the rep-
resentatives of BiH. Obviously, the presence of a ceremonial unit from the Sixth Infantry
Brigade of AFBiH is not authorised by the BiH Ministry of Defence but is ordered by the
chairman of the Presidency of BiH Mladen Ivani¢. The MoD has ordered an investigation
into responsibility for this act.22 As a former minister of defence, Selmo Cikoti¢, stated in
an interview: “The influence and control of politics or politicians is the biggest and most
serious challenge for the functioning and progress of the AFBiH, in both positive and
negative terms.”23 The nationalistic politics remains one of the main threats for the AF-
BiH and so for the security in BiH as such. The current negotiations between Kosovo and
Serbia about the border adjustments present a threat for sovereignty of the country and
could result in strong accent on separatist tendencies in RS, which might be supported
by Serbia and Russia.

CONCLUSION — THE UNIFIED ARMED FORCES: MISSION COMPLETED?

My analysis shows that the process of unifying the AFBiH has been one of the more
successful of BiH’s achievements, though the armed forces still face many challenges

21 Sef ratnog $taba: Ako bude referenduma, nece biti RS. 20. 9. 2016. B92.
https://www.b92.net/info/vesti/index.php?yyyy=2016 & mm=09&dd=208&nav_
category=167&nav_id=1178741.

22 Ministarstvo odbrane BiH: Nismo dali odobrenje za ucesce OSBiH u obiljeZavanju Dana RS-
a. Klixba. 9. 1. 2017.  https://www.klix.ba/vijesti/bih/ministarstvo-odbrane-bih
-nismo-dali-odobrenje-za-ucesce-osbih-u-obiljezavanju-dana-rs-a/170109077.

23 CIKOTIC, Selmo. Former minister of defence. Questionnaire via email, 18 April 2019, Sarajevo.
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and constraints. The armed forces were downscaled from 167,000 soldiers to 10,000.
The unification effort, from three different armies with three different commands to one
unified body under one common minister of defence, not following either the original
entities or ethnic lines, is also commendable.

Despite Nato involvement in the Bosnian and Kosovan war against Serbian positions,
BiH identified Nato membership as a priority of its foreign policy as stated in the Bosnia
and Herzegovina Defence White Paper, irrespective of the fact that Republika Srpska
opposes that aim. Bosnia and Herzegovina also joined the Partnership for Peace (PfP)
programme in 2006, while the Individual Partnership Action Plan (IPAP) was agreed with
Nato two years later. In 2018, the Alliance decided that BiH was ready to submit its first
Annual National Programme, with the ultimate goal of Nato accession. Further success-
es of the AFBiH have included participation in the Nato-led International Security Assis-
tance Force (ISAF) in Afghanistan and, following the termination of ISAF at the end of
2014, in Nato’s Resolute Support Mission (RSM). The military was praised both nationally
and internationally for its actions during the floods in Bosnia in 2014.

The main concerns for the BiH armed forces include the old equipment which raises
security issues, the economic problems of the country and budget constraints, politicisa-
tion and ethnicisation — while ongoing nationalism and the unsure future of BiH remain
the greatest external challenges. Only one of my interviewees stated that the armed
forces could trigger a conflict, while all of the others believed that it was highly un-
likely. Nevertheless, they unanimously stated that, in the event of armed conflict, the
army would split along ethnic lines and would take part in the conflict. Not surprisingly,
nationalistic politics remains one of the main threats for the AFBiH and so for security
in BiH and indeed in the whole region. The developments in Republika Srpska and the
negotiations between Kosovo and Serbia about border adjustments might result in sepa-
ratism in RS, which might be supported by Serbia and Russia. Nevertheless, to conclude,
the process of unifying AFBiH has been largely successful, unlike the post-conflict build-
ing reconstruction in Bosnia and Herzegovina at large. Nevertheless, in order to call it a
success, both processes have to be completed concurrently. There can be no successful
story to tell about the unification of the Bosnian military without successful post-conflict
state building in BiH.

This paper was written as part of the research project SIVARBAL (Proposal for a sys-
tem of indicators of early warning of possible crisis situations in the Balkans), funded
by the Ministry of Defence of the Czech Republic (defence research programme).
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The article focuses on information and psychological operations as a
challenge for the security and defence establishments of NATO member
states. A conceptualisation of the terms ‘information operations’ and
‘psychological operations’ is discussed in the contexts of reshaping
the war-and-peace dichotomy, and of resilience and deterrence. It is
suggested that these terms suffer from a normative approach to the
paradigm of war and peace, and to the use of non-military means. This
may lead to the greater vulnerability of security and defence systems
in confrontation with an adversary. Also, special attention is paid to
the vulnerabilities of security and armed forces, being overlooked in
concepts of resilience.

Clanek se vénuje informaénim a psychologickym operacim jako vyzvé
pro bezpecnostni a obranné systémy zemi NATO. Nejprve jsou jednotlivé
terminy diskutovany v souvislosti s pojimanim dichotomie valka a mir,
a také v kontextu odolnosti a odstrasovani. Text upozoriuje na to, Ze de-
finice pojmU jsou ovlivnény normativnim pristupem vici paradigmatim
valky a miru a uZiti nevojenskych prostredk(. Tato situace vede k vyssi
zranitelnosti bezpeénostnich a obrannych systém pfi jejich konfrontaci
s protivnikem. Zvlastni pozornost je také vénovana zranitelnostem bez-
pecnostnich a ozbrojenych slozek, které jsou v ramci formulaci strategii
na zvyseni odolnosti prehlizeny.

Information Environment; Information Operations; Psychological
Operations; Resilience; Security Forces; Vulnerability.

Informacni prostredi; informacni operace; psychologické operace; odol-
nost; bezpecnostni slozky; zranitelnost.
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INTRODUCTION

Information operations, psychological operations: two terms very often articulated
in the context of hybrid warfare, irregular warfare, information warfare etc. Western
democracies and NATO try to define carefully what these terms mean to promote as
much transparency as possible. Nevertheless, we suggest that current definitions do
not reflect the reality, probably because the Western approach differs from that of the
West'’s adversaries, the ones who actively develop and deploy such operations in the
modern age. Therefore, this article discusses and highlights the main issues and weak-
nesses related to the Western understanding of information and psychological operati-
ons, and also reflects on the gap in civil-military affairs. We witness intense discussions
about the protection of society against the influence of information and psychological
operations, but these reflect only civil society. Military and security representation is
missing from this discussion.!

DIFFICULTIES IN UNDERSTANDING INFORMATION AND

PSYCHOLOGICAL OPERATIONS

According to NATO and the US Department of Defense, information operations are
defined as ‘the integrated employment, during military operations, of information-re-
lated capabilities in concert with other lines of operation to influence, disrupt, corrupt,
or usurp the decision-making of adversaries and potential adversaries while protecting
our own.? Information operations are coordinated military activities in an information
environment having specifically defined goals. They represent offensive and defensive
measures focused on influencing an adversary’s decisions, manipulating information
and information systems. They also include measures protecting a country’s own decisi-
on-making processes, information and information systems.

Information operations may affect all three dimensions of the information environ-
ment. In the psychological dimension they have potential to influence command and
control systems, key decision makers and supporting infrastructure. The physical di-
mension covers human beings, but also command and control facilities and ICT. What
is important is that the physical dimension is not connected only to military or nation-
-based systems and processes. In the psychological dimension, information operations
target the ways information is collected, processed, stored, disseminated and protected.

1 This paper was written under the project Optimisation of Intelligence Activities and Intelligence
Institutions in the Changing Environment (OPTIZ9070204510), funded by the Ministry of Defence of the
Czech Republic as part of the ‘Development of the Armed Forces of the Czech Republic! (907 020) defence
research programme.

2 Joint Chief of Staff. Joint Publication 3-13. Information operations. [online] 2014 [cit. 2019-04-30].
Available at: https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_13.pdf.
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Operations in these dimensions affect the content and flow of information. Last but not
least, in the cognitive dimension, information operations influence the minds of those
who transmit, receive, respond to or act on information. The cognitive dimension means
individuals and groups, their individual and cultural beliefs, norms, vulnerabilities, mo-
tivations, emotions, experiences, education, mental health, identities and ideologies3.
Understanding these factors is crucial for developing best operations in order to influen-
ce decision makers and produce the desired effect.

Information operations are not only a collection of single information activities. They
are a process of integrating the effects of single information activities, together leading
to influencing an adversary. Information operations integrate psychological operations
(psyops), operations security, information security, deception, electronic warfare, kinetic
actions, key leader engagement and computer network operations. All together they
target the will of adversaries to fight, their understanding of the situation, and their
capabilities.

Information activities aimed at influencing the adversary mainly focus on decision-
-makers who have the ability to influence the situation. Activities in this case include
guestioning the legitimacy of political leaders, undermining the morals of the population
or the military, polarising society and so on. Information activities to affect the under-
standing of the situation seek to influence the information available to the enemy for
their decision-making processes. They include disseminating disinformation, using mi-
litary-scale mock-ups to fool the enemy’s radar systems, deliberately leaking distorted
information, destroying or manipulating information in the opponent’s information sys-
tems, and so on. The third kind of information activities is to act on the enemy’s abili-
ties and try to disrupt his ability to understand information and promote his will. These
include disruptions to internet connections, the physical destruction of infrastructure,
cyber attacks and so on.

Information operations are sometimes mistakenly referred to as strategic communi-
cation. Although these two terms may seem very similar, there are differences between
them. Strategic communication is driven from a political, strategic level; its reach and
audience are global and it operates only in the cognitive dimension of the information
environment. By contrast, information operations are managed from an operational, mi-
litary level, have a well-defined scope of action and audience, and operate in all three
dimensions of the information environment.? Strategic communication is thus a broader
term to which information operations are subordinate.

In this approach, information operations concentrate information-technical and in-
formation-psychological activities during military operations. In this article, we are inte-
rested in information-psychological activities, which are often understood as psyops. As
was mentioned, psychological operations are defined as one type of activity belonging

3 Joint Chief of Staff. Joint Publication 3-13. Information operations. [online] 2014 [cit. 2019-04-30].
Available at: https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_13.pdf.

4 DIVISOVA, Vendula. Strategickd komunikace v protipovstaleckych operacich NATO. Obrana a strategie
[online]. 24(2), 105-118 [cit. 2019-04-30]. ISSN 12146463. Available at: https://www.obranaastrategie.
cz/cs/archiv/rocnik-2014/2-2014/clanky/strategicka-komunikace-v-protipovstaleckych-
operacich-nato.html.; REHKA, Karel. Informacni vdlka. Praha: Academia, 2017. ISBN 978-80-200-2770-2.
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to information operations. Allied Joint Doctrine AJP 3-10.1 for psychological operations
from 2014 defines psyops as ‘planned activities using methods of communication and
other means directed at approved audiences in order to influence perceptions, attitudes
and behaviour, affecting the achievements of political and military objectives.’> It is also
understood that all actions in the area of operations undertaken by NATO are highly
probable to have a psychological impact.

Psychological operations are pre-planned activities using communication methods
and other resources aimed at selected target audiences to influence their moods, attitu-
des, behaviour, perception and interpretation of reality. Thus, by using special methods,
it is possible to induce desirable responses in the target population, which in the broader
context contributes to the fulfilment of specific political and/or military objectives. Every
psychological operation is based on a certain psychological theme (the main, carefully
prepared narrative, or ideas). The greater the target audience receptivity, i.e. sensitivity
to specific psyops tools, the greater the probability of success of the whole psychological
operation®,

The importance of psyops is based on the belief that the psychological nature of the
conflict is as important as the physical. People’s attitudes and behaviour affect the cour-
se and outcome of the conflict and the nature of the environment in which the conflict
takes place. For a well-conducted psychological operation, it is important to know the
target audience, its will and motivation. The psyops work with these elements and aim
to influence them, weakening the adversary’s will, strengthening the target group’s com-
mitment, and gaining the support and cooperation of undecided groups.

The poorly defined relationship between information operations and psychological
operations is a problem for the definition of psyops themselves. From the logic of pro-
vided definitions, psyops help to fulfil the aims of information operations at the infor-
mation-psychological level of military operations. Aiming at the cognitive dimension of
the information environment, psyops influence the perceptions, attitudes and behaviour
of the target audience, which should lead to an effect on decision makers. So they are
a sub-category of information operations, coordinated through information operations
processes. Allied Joint Doctrine AJP 3-10.1 states that psyops are conducted across the

5 NATO Standardization Office. Allied Joint Doctrine for Psychological Operations AJP 3-10.1. [online]
Brussels: North Atlantic Treaty Organization, NATO Standardization Office, 2014 [cit. 2019-04-30].
Available at: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/450521/20150223-AJP_3_10_1_PSYOPS_with_UK_Green_pages.pdf.

6 NATO Standardization Office. Slovnik NATO s terminy a definicemi. AAP-06(2016). [online] Praha: Utad pro
obrannou standardizaci, katalogizaci a statni ovéfovani jakosti, Odbor obranné standardizace, 2016 [cit.
2019-04-30]. Available at: http://oos.army.cz/terminologicky-slovnik-aap-6; NATO Standardization Office.
NATO Glossary of Terms and Definitions. AAP-06. [online] Brussels: North Atlantic Treaty Organization,
NATO Standardization Office, 2018 [cit. 2019-04-30]. Available at: http://oos.army.cz/terminologicky-
slovnik-aap-6; NATO Standardization Office. Allied Joint Doctrine for Psychological Operations. Allied Joint
Publication — 3.10.1. Brussels: North Atlantic Treaty Organization, NATO Standardization Office, 2014.
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full spectrum of military operations’. Here, a first contradiction arises, when we compa-
re the NATO understanding of psyops with the understanding of the Czech army, which
sees psyops as ,planned and purposeful psychological influence on target groups, ca-
rried out in peacetime under a state of external threat to the country, and in wartime“8.
Based on this, psyops can be conducted both in times of peace and war. In this under-
standing, psyops erase the dichotomy between peace and war and imply a shift in the
understanding of the tasks of the armed forces to the effect that even during peacetime
the security and defence establishments needs to be active and conduct operations. But
as a sub-category of information operations, psyops should be connected only with mi-
litary operations — normally undertaken during war. Support for a redefinition of terms
comes from e.g. Brangetto and Veenendaal from NATO Cooperative Cyber Defence in
their paper, in which they introduce psychological operations as an activity also under-
taken during peacetime. They talk about a category of operations they describe as ,stra-
tegic communication and propaganda?®” (see Figure 1).

Influence operations

Peacetime Wartime

PSYOPS

INFO OPS

Figure 1: Psyops vs Info ops (modified according to Brangetto and Veenendal)

The intention is clear here, but it causes another terminological confusion when mi-
xing strategic communication and psychological operations that comes from that fact
that in NATO terminology psyops are replaced by strategic communication (stratcom). It

7 NATO Standardization Office. Allied Joint Doctrine for Psychological Operations AJP 3-10.1. [online]
Brussels: North Atlantic Treaty Organization, NATO Standardization Office, 2014 [cit. 2019-04-30].
Available at: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/450521/20150223-AJP_3_10_1_PSYOPS_with_UK_Green_pages.pdf.

8 103rd Centre of Civil-military cooperation and psychological operations of the Czech Army. [online] Official
website [cit. 2019-04-30]. Available at: http://www.103cp.army.cz/.

9 BRANGETTO, Pascal, VEENDENDAAL, Matthijs, A. Influence Cyber Operations: the Use of Cyberattacks in
Support of Influence Operations. 8th International Conference on Cyber Conflict. Tallinn: NATO CCD COE
Publications, 2016.
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may be better to say that the definitions of both are the same in principle. On one hand,
Allied Joint Doctrine AJP 3-10.1 defines psyops as subordinated to stratcom and fulfilling
the goal of supporting the Alliance’s aims, policies, operations and activities, including
the strategic narrative. On the other hand, psyops are defined by the same principles as
stratcom, especially in terms of attribution, credibility, consistency and truthfulness. It is
said that psyops have to be based on true information and preserving Alliance credibility,
so they are generally attributable to NATO, a partner nation or organisation. Psyops are
also nested within the strategic narrative and overall information strategy.1? This under-
standing might be problematic. Respectively, psychological operations overlap with
strategic communication with an emphasis on the narrative. Nevertheless, in contrast
to strategic communication, psychological operations may in theory use disinformation
and propaganda and may try to manipulate target audiences with false or misleading
information. Like propaganda, psychological operations can be divided into white, grey
and black psyops based on the source and accuracy of information, and the methods
used. White psyops activities are openly acknowledged by the sponsor. Grey ones do not
specifically reveal their sources. Black ones deceive about the source, pretending that
it is other than the true one. In these terms, psyops are subordinate to the concept of
strategic communication (especially with white psyops), but psyops may go well beyond
the frame of principles of stratcom and use dirty measures in order to influence a target
audience.

Let’s come back to understanding information operations and psychological operati-
ons in practical terms and consider what consequences might follow. The contradiction
in terms of when to apply such operations (peacetime vs. wartime) has already been
mentioned. Western democracies believe that such operations should be associated
with military operations only. They also believe that deception, disinformation and pro-
paganda should be avoided as tools to be used during operations. The Western appro-
ach builds on the belief that carefully developed narratives can only be effective if the
messages are reliable and consistent. The approach also counts on the critical thinking
of audiences so that the truthful narrative will win11, What is more, using disinformation
and deception do not theoretically belong in a democracy’s peace-time toolbox at all.
As a side effect, this approach prevents us from building a comprehensive, complex and
functional approach to psyops, which is needed based on our experience with the Eas-
tern approach to this issue.

As we have seen, Russia and China have adopted integrated and holistic approaches,
which include information and psychological operations as tools that can be used both
in peacetime and during an armed conflict. This approach stands on the belief that stra-
tegic advantage can be reached by using non-military means. Non-military means can

10 NATO Standardization Office. Allied Joint Doctrine for Psychological Operations AJP 3-10.1. [online]
Brussels: North Atlantic Treaty Organization, NATO Standardization Office, 2014 [cit. 2019-04-30].
Available at: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/450521/20150223-AJP_3_10_1 PSYOPS_with_UK_Green_pages.pdf.

11 BRANGETTO, Pascal, VEENDENDAAL, Matthijs, A. Influence Cyber Operations: the Use of Cyberattacks in
Support of Influence Operations. 8th International Conference on Cyber Conflict. Tallinn: NATO CCD COE
Publications, 2016.
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allow political or strategic goals to be reached without the conflict being escalated into
an armed one and officially recognised as such, thus activating an armed response. Eligi-
ble non-military means used might be economic manipulation, disinformation and pro-
paganda, and fostering civil disobedience. Influencing the consciousness of the masses
is an aspect of the rivalry between different countries.12 Such an approach then exploits
the weaknesses of the Western approach.

Another weakness of the current understanding of information and psychological
operations is that it overlooks one important target audience — the security and armed
forces, i.e. those responsible for protection and defence and for deploying such opera-
tions. The current understanding of operations and preparedness for action focuses on
four levels according to who is influenced by whom:

1. Own security/armed forces influencing adversary’s general public (both informati-

on-technical and information-psychological level);

2. Own security/armed forces influencing adversary’s security/armed forces (both

information-technical and information-psychological level);

3. Own general public being affected by the adversary (both information-technical

and information-psychological level);

4. Own security/armed forces being affected by the adversary (only information-

-technical level).

What is missing here is a notion of the vulnerability of own security/armed forces
being the target audience of information and psychological operations at the informa-
tion-psychological level (i.e. targeting their hearts and minds). That this is the case is
demonstrated in the next section.

INFORMATION AND PSYCHOLOGICAL OPERATIONS AGAINST

SECURITY/ARMED FORCES

One well-known example are the psychological and information operations under-
taken by ISIS against the security forces of their enemy nations. Examples include a 2015
video recording of the brutal burning of a Royal Jordanian Air Force pilot, Moaz al-Ka-
sasbeh, whose F-16 fighter jet was shot down near the city of Ragqga in Syria. The 22-mi-
nute video was published on a Twitter account used by ISIS. The pilot died in flames,
locked in a cage. The video was used for propaganda, to send out the threatening me-
ssage that any soldier fighting against ISIS would die a remorseless death. The video was
professionally shot, using multiple cameras and following a script, and complemented

12 MONAGHAN, Andrew. The ‘War’ in Russia’s ‘Hybrid Warfare’. Parameters [online]. 45 (4) (inter 2015-
2016), 65-75 [cit. 2019-04-30]. ISSN 0031-1723. Available at: https://ssi.armywarcollege.edu/pubs/
parameters/issues/winter_2015-16/9_monaghan.pdf; RING, A. Teylur. Russian Information Operations
and the Rise of the Global Internet. Master Thesis. Washington DC: University of Washington, 2015.

89



Vojenské rozhledy ¢. 3/2019 Unifikace Ozbrojenych sil Bosny a Hercegoviny

with sound effects intended to engender fear. Before murdering the pilot, ISIS published
an ‘interview’ with him in its English-language propaganda magazine.

ISIS, or more precisely the ‘ISIS Hacking Division’, a group linked with it, published
personal information of 100 current and past members of the US armed forces. The in-
formation included the names, home addresses and photographs of people who fought
against ISIS. In its original online appeal, the ‘Hacking Division’ incited its followers to
attack these military personnel, and indeed some people from the list or their family
members became targets of verbal attacks on Facebook. But ISIS also called on its sym-
pathisers to track these people to their homes and kill them. Personal information was
collected from the internet — specifically, social networks. In response to this incident,
the US government appealed to members of its security forces to limit their activities on
social networks. The US Marine Corps instructed its members and their families to check
their footprint on the internet, to verify the settings of their social networking accounts
and to limit the amount of personal information they shared online. So far, the autho-
rities have not sought to ban the use of social networks entirely. The US armed forces
have issued instructions on how to use social networks as safely as possible, including
advice on blocking access to the user’s position, and advised armed forces personnel
not to accept friend requests from people they do not know. On the opposite side, ISIS
takes an essentially similar position, banning its fighters from using social networks to
avoid surveillance from intelligence agencies. In May 2017, ISIS issued an official ban to
all its fighters.

Of course, there have been multiple instances of ISIS intimidation on social networks.
For instance, the Twitter account of US Command was hacked and the following me-
ssage posted: ‘American soldiers, we are coming, watch your back!’13 The group Gasper
CyberCaliphate Sadz hacked the Twitter account of Military Spouses of Strength and sent
threats to partners of US soldiers via Twitter and Facebook. The following message was
posted on Twitter: ‘You think you’re safe but IS is already here. #CyberCaliphate got into
your PC and smartphone.’ The messages sent to soldiers’ wives contained death threats:
‘We know everything about you, your husband and your children and we’re much closer
than you can ever imagine. You'll see no mercy, infidel!’; “While your president and your
husband are killing our brothers in Syria, Iraq and Afghanistan we’re coming for you.'14

ISIS (also known as Daesh) has used mobile phones for intimidation, sending text
messages to enemy soldiers. For instance, it nearly paralysed the Iraqi army units which
were supposed to fight near Mosul in 2014. The message sent to soldiers was, ‘Daesh
is here’. They were also sent information that ISIS controlled Mosul and had released
thousands of extremists from prison. The soldiers were so affected by the campaign that

13 COOPER, Helen. ISIS Is Cited in Hacking of Central Command’s Twitter and YouTube Accounts. New York
Times [online]. 12 January, 2015 [cit. 2019-04-30]. Available at: https://www.nytimes.com/2015/01/13/
us/isis-is-cited-in-hacking-of-central-commands-twitter-feed.html.

14 MARTINEZ, Michael. Cyberwar: CyberCaliphate targets U.S. military spouses; Anonymous hits ISIS. CNN
[online]. 11 February 2015 [cit. 2019-04-30]. Available at: https://edition-m.cnn.com/2015/02/10/
us/isis-cybercaliphate-attacks-cyber-battles/index.html?r=https%3A%2F%2Fedition.cnn.
com%2F2015%2F02%2F10%2Fus%2Fisis-cybercaliphate-attacks-cyber-battles%2Findex.html.
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they refused to go further or to obey orders. They literally threw away their uniforms
and weapons and deserted.

Psychological and information operations are also known from the ongoing Russo-
-Ukrainian conflict. As part of its information war, Russia conducts psychological opera-
tions against the Ukrainian armed forces, the aim of which is to undermine the morale
of Ukrainian soldiers and to spread panic and fear among them. Mobile phones are used
for this purpose to send intimidating text messages to Ukrainian armed forces fighting
the pro-Russian separatists. This method of conducting psychological operations has
been called ‘pinpoint propaganda’, and can be seen as an updated version of leaflets
dropped from aircraft on to enemy territory. The sending of messages has been ascri-
bed to the Russian armed forces, which have an IMSI catcher device at their disposal®s.
Normally, the police and intelligence services use such devices legitimately for the surve-
illance and apprehension of criminals, but according to Ukraine’s cybernetic police, they
are employed there for the purposes of psychological warfare. In eastern Ukraine, since
2014 propaganda messages have been sent through the largest Ukrainian mobile servi-
ces provider, Kyivstar, owned by a Russian company. Examples of such messages include:
‘Soldier, if you want to live, go home.” “Welcome to the Donetsk People’s Republic. Your
generals are cowards and liars.” ‘Your commanders have fled because they know the war
is already lost. You’re alone and no-one will help you.16 Messages threatening Ukrainian
soldiers that they will be killed unless they leave, are not rare either. Similar messages
are sent to soldiers’ families and friends.

Several investigations into the origin of these messages suggest that Leer-3, a Russian
system for electronic combat, is being used in Ukraine and is known to be deployed by
Russia in Syrial?. At a 2016 plenary session of the Organisation for Security and Coope-
ration in Europe (OSCE) Special Monitoring Mission to Ukraine, the Ukrainian delegation
produced evidence of this system’s presence in Donetsk12,

Last but not least, disinformation and manipulated news can also affect members
of the security forces even when they are not themselves the direct target of the disin-
formation. Many quasi-news websites seek to pose as alternative news sources, often
claiming that — unlike mainstream or traditional media — they do not hide ‘the truth’.
These on-line media report on domestic and international events, and often offer what
they call an ‘alternative explanation of reality’ or ‘alternative facts’ (which, of course, is

15 CHIRGWIN, Richard. Someone is sending propaganda texts to Ukrainian soldiers. The Register
[online]. 2017 [cit. 2019-04-30]. Available at: https://www.theregister.co.uk/2017/05/12/
someone_is_sending_propaganda_texts_to_ukranian_soldiers/.

16 KOPOTIN, Igor, SAZONOV, Vladimir. Russia’s Information Warfare against Ukraine Il: Influences on the
Armed Forces of Ukraine [online]. Estonian National Defence College, 2015 [cit. 2019-04-30]. Available at:
http://www.ksk.edu.ee/wp-content/uploads/2017/11/RUSSIA-%E2%80%99S-INFORMATION-WARFARE-
AGAINST-UKRAINE-II-koolon-INFLUENCES-ON-THE-ARMED-FORCES-OF-UKRAINE.pdf.

17 DFRLab. Electronic Warfare by Drone and SMS: How Russia-backed separatists use ‘pinpoint propaganda’
in the Donbas. Medium [online]. 2017 [cit. 2019-04-30]. Available at: https://medium.com/dfrlab/
electronic-warfare-by-drone-and-sms-7fec6aa7d696.

18 QSCE. Statement by the Delegation of Ukraine at the 822nd FSC Plenary Meeting [online]. 2016 [cit. 2019-
04-30]. Available at: https://www.osce.org/fsc/252856?download=true.
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a logical impossibility). Some of these media are directly state-orchestrated (for exam-
ple, Russia’s RT and Sputnik); others are independent of states but directed by peo-
ple who support the geopolitical, security, civilisational etc. interests of other powers,
or they simply prefer the worldviews of these powers to those offered by the West.
Ideologically, they are closer to conservative, nationalist and authoritarian views than
to liberalism and democracy. Their online disinformation works on the same principle,
customising their interpretations of domestic and world events to the values of read-
ers who tend to be anti-EU, anti-NATO and often right-wing. They also skilfully work
with their readership’s emotions and, through eliciting various sentiments, manipulate
their opinions. Principles of cognitive dissonance and cognitive bias play an important
role in this. A 2017 study by experts of the Indiana University School of Informatics and
Computing shows that it does not matter whether the information given is provided by
fact-checked or low-credibility articles (or even pieces of outright disinformation). Both
types have the same chance of success with non-biased audiences!®. We already have
preconceived opinions on the bulk of the information we receive. Theories of cognitive
dissonance and cognitive bias say that people have a natural tendency to accept infor-
mation that upholds their position and keeps their behaviours in harmony, i.e. does not
cause dissonance or inner tension. This leads us to false reasoning and decisions and
the faulty remembering of information. We naturally tend to choose information that
confirms our opinions. Members of the security/armed forces are as vulnerable as the
population at large.

Besides already existing tools affecting the security/armed forces we can expect in the
near future threats connected with artificial intelligence and machine learning proce-
sses. These might newly affect not only security/armed forces, but the general public as
well. One of them might be madcom (machine-driven communication). Madcom refers
to a state where artificial intelligence offers a multitude of tools and ways to manipula-
te the human mind, integrating artificial intelligence systems into robotic propaganda
tools. This propaganda is then spread by an automated profile on social networks. By
using sophisticated algorithms, this profile may produce its own content.2? The develo-
pment of madcom is expected to improve so-called chatbots. A chatbot (or also a chat
robot) is a computer program designed for automated communication that asks people
questions based on a predefined scenario. Chatbots have already been used in e-shops,
and in communication applications such as Messenger and Skype. They communicate
with clients in order to process online order returns or they help in choosing a product.
With a set of questions, the chatbot finds out what the customer is interested in and
redirects him or her to the product/manual. It is also expected that in the near future
chatbots will learn to produce dynamic content based on psychological user profiling.

Above all, the security threats associated with madcom are that it is a tool
that has the potential to spread highly personalised propaganda and disinformation

19 SHAOQ, Chengcheng et al. The spread of low-credibility content by social bots. Nature communications
[online], 2018 [cit. 2019-04-30]. ISSN 2041-1723. Available at: https://www.ncbi.nlm.nih.gov/pmc/
articles/PMC6246561/.

20 CHESSEN, Matt. The Madcom Future. Washington: Atlantic Council, 2017.
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campaigns - based on information about the recipient. These will be personalised based
on information about our activities in the virtual space, and on information we might
share in the virtual space about family and friends, political preferences, demographic
data and hobbies. Madcom tools will be able to come up with a very convincing and
manipulative form of communication, able to target our vulnerabilities and detect our
emotions in real time.

A newly discussed threat is also presented by deep fakes, which consist of audio or
video of real people appearing to say or do things they never actually said or did. Origi-
nally, deep fake technology was used in the porn industry — faces of famous people were
added into pornographic films. Replacing one person’s face with another’s using hype-
rrealist digital technology is a very accomplished illusion, based on deep machine lear-
ning. Beyond learning a person’s movements and expressions, the machine also clones
their voice and can make them appear to say anything — even words that the artificial
intelligence had not learned directly. This technology has been marketed by companies
such as Baidu, iSpeech and Lyrebird, which offered it for commercial purposes (for exam-
ple, for human-machine interfaces). The Siri and Alexa digital assistants provide a gene-
rally known example of cloning a voice using machine learning.

There are a number of threats implied by the abuse of deep fake technology and the
security risks are very high. Deep fakes exploit the same cognitive processes (and their
weaknesses) as disinformation. They rely on the same processes of receiving informa-
tion as any other communication and we can say that deep fakes are more dangerous
than text, as we are more likely to believe video than text. Video seems naturally to
guarantee the trustworthiness of information and are commonly used as proof that par-
ticular utterances were made. One question is: what will happen to video and audio
material as evidence in judicial processes? To top it all, machine learning makes deep
fake a technology that is very difficult to detect.

Bobby Chesney and Danielle Citron?! identified several possible negative effects from
deep fakes. Individuals and organisations, they say, might be abused, blackmailed or
sabotaged. Nearly anyone could be blackmailed using a deep fake — whether for money,
trade secrets, or any other information of a sensitive nature. Only a few hundred pho-
tographs of the person from social networks are needed to create a convincing video.
Deep fake video depicting Barack Obama speaking about the dangers of disinformation
needed 56 hours of recordings in order to create a plausible simulation of the ex-presi-
dent’s voice?2. Deep fakes could also be used to falsely associate a person with another
person, product, service or idea — an association that might not happen in the real world.

Deep fakes and other tools based on machine learning may damage not just people
and legal entities; they may even have a very negative impact on society itself. Based on
the analysis of Chesney and Citron, we can identify these threats, some of them very
relevant in the context of vulnerability or resilience of security/armed forces:

21 CHESNEY, Bobby, CITRON, Danielle. Deep Fakes: A Looming Challenge for Privacy, Democracy, and National
Security. SSRN Electronic Journal, 2018. ISSN 1556-5068.

22 Bloomberg. How Faking Videos Became Easy — And Why That'’s So Scary. Fortune [online]. 11 September
2018 [cit. 2019-04-30]. Available at: http://fortune.com/2018/09/11/deep-fakes-obama-video/.
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1) Disruption of democratic discourse and of trust in institutions

A substantial volume of disinformation damages democracy, aiming to undermine
trust in the democratic system, consisting of political institutions and constitutional and
political officials. Disinformation narratives seek to create the impression that political
representatives betray their voters and misgovern, or to create an atmosphere where
everyone lies and nobody can be trusted. Deep fakes will only make matters worse. Let
us imagine, for instance, deep fake video or audio capturing law enforcement officials
discussing possible ways of abusing their powers.

2) Manipulating elections

Disinformation plays a very conspicuous role at times of elections, entering the public
discourse with increased frequency and aiming to influence the voters and outcome of
the elections.

3) Artificial increase of conflict in society

It can be expected that this technology will be abused to increase or escalate tensions
between various groups in the population, be they social, ethnic or religious. False infor-
mation about the migration crisis, terrorist attacks in Europe (or Czechia) or support for
radical Islam, are some obvious examples. For instance, let us imagine a deep fake video
of a Muslim who in a Czech mosque openly supports ISIS or another terrorist organisa-
tion, and the possible consequences of such a video going viral.

4) Dangers to public security

Conflicts in society are only a small step away from dangers to public security. It is
very easy to create panic with a gunshot, and a deep fake can work similarly in the virtual
word (and from there, of course, such panic may be transferred into the real world). In
the least harmful scenario, the panic creates financial damage; in the worse case, dam-
age to property, accidents or deaths. Chesney and Citron?23 cite an example of intentional
disinformation issued by a Russian research agency, which claimed that there had been a
chemical disaster in Louisiana and an Ebola outbreak in Atlanta. The real damage caused
by this disinformation was ultimately minimal, as both stories lacked proof and the facts
were easy to verify. However, deep fake video and audio materials can potentially sub-
stantially improve the plausibility of disinformation.

5) Undermining diplomacy

Deep fakes could also seriously disrupt diplomatic relations. Words could be put in the
mouths of political representatives that have never been uttered. Pressure could then
be created to respond rapidly, causing damage in international relations and increasing
the likelihood of a conflict breaking out. International relations could be disrupted by

23 CHESNEY, Bobby, CITRON, Danielle. Deep Fakes: A Looming Challenge for Privacy, Democracy, and National
Security. SSRN Electronic Journal, 2018. ISSN 1556-5068.
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the publication of a video on the internet of army officers committing war crimes during
their mission abroad.

6) Dangers to national security

The use of deep fakes to create danger to public security and to disrupt international
relations can be thought of as threats to national security. We have encountered well
developed propaganda from Daesh and the successor to Daesh might use deep fakes
to create an ‘alternative reality’ in which their own fighters are strong and invincible.
By contrast, armies or intelligence services might come under political or public pres-
sure demanding the curtailing of their powers and greater control over them. This might
happen when audio or video materials are published purporting to show that army or
intelligence agency had abused their powers.

CONCLUSIONS AND RECOMMENDATIONS

Information and psychological operations are powerful instruments of warfare. Ne-
vertheless, as has been demonstrated information and psychological operations have
also become important instruments during peacetime and they have become a crucial
part of what is called hybrid warfare, irregular warfare or asymmetric conflict (as the
reader wishes). However, the Western /NATO military think about information and psy-
chological operations in their own way in contrast to their Eastern equivalents, which
have a more holistic and complex view. The Western thinking is more military-opera-
tions-focused, associating information operations exclusively with military operations.
With psychological operations it is even more complicated. Psyops are here to support
the aims of military operations, i.e. they are related to military affairs. Nevertheless, it
is also said that psyops mean purposeful psychological influencing of target groups, ca-
rried out in peace and in wartime. Psyops play the role of a sub-category, but they also
overlap with information operations. Based on this less-than-exact definition of mutual
relations, and also due to the realities of conducting hybrid warfare (under the threshold
of what is officially recognised as armed conflict, and preferring non-military tools) by
a variety of state and non-state actors, the redefinition of information operations should
be discussed in terms of expanding the definition in peacetime.

Also psyops deserve terminological redefinition so that they do not overlap with stra-
tegic communication, or are not narrowed down to white psyops only. The current defi-
nition reflects the democratic approach, which says that covert actions, deception and
propaganda do not belong in the toolbox of democracies. Such an approach prevents us
from being able to react to the toolbox of our adversaries, who do not apply the same
approach. We do not need to be afraid that the redefinition means a green light for
democracies to use such tools. It just creates space for better understanding our adver-
saries and for developing counter-measures.

Last but not least, as was demonstrated in the article, defence and security esta-
blishments should also react to the existing vulnerability of our own security/armed
forces at the information-psychological level. In military affairs, a lot of attention is paid
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to the information-technical level, but not necessarily enough is paid to the information-
-psychological level. We should be aware that it is not only the general public, but also

military and

security staff who are vulnerable and recognised as potential targets to be

psychologically influenced by adversaries. Since psyops exploit fear, play with emotions
and the cognitive dimension, it is necessary to build resilience also in this area.
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Clanek se zabyva problematikou pfipravy odbornikl v oblasti kyberne-
tické bezpecnosti. V Gvodu jsou popsany jednotlivé prvky, které plsobi
v oblasti kybernetické bezpecnosti. Déle je provedena strategicka analyza
popisujici vychodiska v oblasti vzdélavani. StéZejni ¢ast prace je vénovana
navrhu systému vzdélavani. V praci jsou definovany jednotlivé prvky a je
vytvoren model vztahl téchto prvkd. V priloze je uveden kompletni vycet
témat a jejich roz¢lenéni dle Urovni znalosti pro specialistu kybernetické
bezpecénosti.

The paper deals with the professional development of cyber security
corps. In the introduction the individual elements that are active in cyber
security are described. Strategic analysis of the education is carried out
to define the initial state. The main part of the paper is devoted to the
design of the education system. The individual elements are defined
in the paper, and the model of relationships between these elements
is shaped. The attachment contains complete set of topics and their
classification into the strands to fulfil the profile of the cyber security
expert.
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uvoD

Vize ACR je v oblasti kybernetické obrany teprve v procesu pripravy. Ze své podstaty
bude vychazet z dokumentu ,Koncepce vystavby ACR 2025“1. Tento dokument definuje
zakladni vychodiska a predpokladany stav ACR v roce 2025. Oblast kybernetické bezpeé-
nosti je zminéna v nasledujicich souvislostech:

,Armada CR bude mit, v soucinnosti s organy odpovédnymi za kybernetickou bezpe¢-
nost a obranu, schopnosti planovani a fizeni operaci v kybernetickém prostoru a schop-
nost vytvaret souvisejici krizové plany.”

Kyberneticka obrana a kyberneticka bezpecnost je dle Narodni strategie kybernetické
bezpeénosti pro obdobi let 2015 — 2020, definovany nasledovné?:

¢ Kyberneticka obrana, kterou ma v gesci Vojenské zpravodajstvi, je samostatnou ob-

lasti Sirsiho konceptu kybernetické bezpecnosti a zaroven oblasti Sirsiho konceptu
zajisténi obrany statu. Jejim uUkolem je v pfipadé potreby aktivné pUsobit v kyber-
netickém prostoru proti utocniklim. Specifikem kybernetické obrany je skutecnost,
Ze bude provadéna jak v pripadé vyhlaseni mimoradnych stav(, predevsim formou
soucinnosti s ostatnimi slozkami zaji$tujicimi obranu CR, tak i nepfetrzité mimo
tyto stavy.

¢ Kybernetickou bezpe¢nost ma v Ceské republice v gesci Narodni ufad pro kyberne-

tickou a informacni bezpecnost. Jeho Ukolem je neustéalé navySovani bezpecnosti
a odolnosti informacni a komunikaéni infrastruktury. Kybernetickou bezpecnosti se
tedy rozumi souhrn prostredk( smérujicich k zajisténi ochrany kybernetického pro-
storu. Tyto prostfedky mohou byt rizného charakteru — pravni, organizacni, vzdé-
ldvaci, technické a dalsi 3.

V kontextu systému vzdélavani termin kybernetickd obrana, jehoz ekvivalent je v NATO
termin Cyber Defense, zahrnuje pasivni prostfedky kybernetické bezpecnosti (Cyber Se-
curity) a aktivni prostiedky obrany?.

Clenstvi Ceské republiky v Severoatlantické alianci vyznamné ovliviiuje vychovné
vzdélavaci proces. Podstatou procesu obraného planovani NATO je identifikace a tvorba
potfebného ramce schopnosti k vedeni predpokladanych operaci krizového tizeni v sou-
ladu s politicko-vojenskymi ambicemi. Tyto pozadavky na schopnosti, které NATO definu-
je a pozaduje po jednotlivych ¢lenskych statech, jsou v souladu s planovacim procesem
v NATO upresnovany kazdé ctyri roky.

1 Ministerstvo obrany. Koncepce vystavby Armady Ceské Republiky 2025. Praha : Ministerstvo obrany, 2018.

2 Nérodni centrum kybernetické bezpecnosti (2015a): Narodni strategie kybernetické bezpecnosti.
Dostupné z: https://www.databaze-strategie.cz/cz/cr/strategie/
narodni-strategie-kyberneticke-bezpecnosti-cr-na-obdobi-let-2015-az-2020?typ=struktura.

3 Riethofovd, Mgr. Alzbéta. Informacni servis. www.moccrarmy.cz. [Online] 6. 82018.
http://www.mocr.army.cz/informacni-servis/zpravodajstvi/narodnicentrum-kybernetickych-operaci-
vypracovalo-strategii-kyberneticke-obrany-cr-201906/.

4 Feix, Miroslav a Prochazka, Dalibor. Aktudlni ukoly kybernetické obrany rezortu Ministerstva obrany.
Vojenské rozhledy. 2017, Sv. 3.
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Oblasti kybernetické obrany se tykd schopnost E 6202 N: CYBER DEFENCE, kde
v Casti 3 je uveden pozZadavek: ,Vzdélavani, vycvik a dovednosti v oblasti kybernetické
bezpecnosti“,

Zéakladni reakci na tento poZadavek je vytvoreni a akreditovani studijniho programu
Kybernetickd bezpecnost na Univerzité obrany, ktery pokryva predevsim oblast technic-
kych specializaci. | kdyZ obsahuje ¢ast tzv. mékkych dovednosti (soft skills), tak majoritné
je zaméren na aplikaci bezpecnosti v prostfedi informacnich technologii, tedy potfeby
ACR — AKIS (CIRC). V predmétové skladbé Ize nalézt predméty, jako jsou Analyza infor-
macnich zdrojl, Vyvoj a nasazen malware, Botnetové sité, které pokryvaji ¢ast potieb
VZ NCKO.

Vyhoda tohoto studijniho programu je jeho uceleny pribéh — 5 let nepretrzitého stu-
dia, tedy nedochazi ke zbytecné ztraté casu zpracovanim a obhajobou bakalarské prace
a navazujicich statnich zkousek. Rovnéz tak ¢asové schéma pribéhu studia poskytuje
dostatek ¢asu na odborné praxe, které v poslednich dvou letech studia mohou probihat
jiz na pracovisti, kde bude student po skonceni studia zarazen.

Vytvorenim a Uspésnou akreditaci tohoto studijniho programu Univerzita obrany po-
loZila dobry zaklad ke vzdélani specialistd v oblasti kybernetické obrany pro rezort MO.

1 CiLE A STANOVENE OKRUHY PROBLEMU

Hlavnim cilem tohoto ¢lanku je navrhnout systém vysokoskolského vzdélavani proble-
matiky kybernetické obrany v resortu MO. Samotna existence akreditovaného progra-
mu ovsem jesté nevytvafi uceleny systém pripravy odbornik kybernetické obrany. Pro
dosazeni stanoveného cile ¢lanku byly stanoveny nasledujici vyzkumné otazky/ oblasti
problému.

Jaci vnitini a vnéjsi aktéfi ovliviiuji problematiku pfipravy personalu v resortu MO
v oblasti kybernetické obrany?

Jaké jsou vzajemné vazby definovanych aktér( kybernetické obrany v kontextu pfipra-
vy personalu resortu MO?

Jaka témata musi byt soucasti systému pfipravy personalu resortu MO v oblasti ky-
bernetické obrany?

2 METODY A DATA

Pro nalezeni odpovédi na otazky stanovené v kapitole 2 byla pouZzita analyza innosti
a pUsobnosti jednotlivych aktérh v oblasti vzdélavani problematiky kybernetické obrany.
Pro definovdni vychodiska stavajiciho stavu vzdélavani byla pouZita strategickd analyza,
ale pouze jeji ¢ast, ktera rozkryva vnitini a vnéjsi aktéry a definuje pfilezitosti a hrozby
spojené s vnéjsim okolim vzdélavani. Nasledné bylo pouZito modelovani na systémové
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urovni®, které popsalo vazby mezi jednotlivymi slozkami systému vzdélavani. Graficka re-
prezentace modelu vazeb mezi slozkami vzdélavaciho systému byla vytvorena v podobé
mentdlni mapy®. Participativni metoda panelu expert(, slozeného z 35. Géastnikd kurzu
Generalniho $tabu (KGS) 2018-2019, byla pouZita pro stanoveni vy¢tu témat a jejich ¢le-
néni do dil¢ich drovni znalosti a smérU pro pfipravu odbornik( specializace kybernetické
bezpe&nosti. Tyto informace jsou obsaZeny v ptiloze ¢lanku. KGS byl zvolen z ddvodu
strategického dopadu nové domény.

AKTERI V OBLASTI VZDELAVANi PROBLEMATIKY KYBERNETICKE

OBRANY

Tato kapitola popisuje vyznamné slozky statu plsobici v oblasti kybernetické obrany
a jejich vztah ke vzdélavani odbornikd v této oblasti. Jedna se o slozky, které maji vztah
k rezortu MO a zasahuji do vzdélavani specialistl v oblasti kybernetické obrany.

3.1 Narodni Gfad pro kybernetickou a informaéni bezpeénost (NUKIB)

Narodni Urad pro kybernetickou a informacni bezpecnost je Ustfednim spravnim or-
ganem pro kybernetickou bezpecnost véetné ochrany utajovanych informaci v oblasti in-
formacnich a komunikacénich systému a kryptografické ochrany. Ddle ma na starosti pro-
blematiku neverejné sluzby v ramci druzicového systému Galileo. Vznikl 1. srpna 2017 na
zékladé zakona Cislo 205/2017 Sb., kterym se zménil zakon ¢. 181/2014 Sb., o kyberne-
tické bezpecnosti a 0 zméné souvisejicich zakont (zakon o kybernetické bezpeénosti) 7.
| kdyZ tento Urad nenfi soucasti resortu MO, tak vyznamné ovliviiuje a formuje poZadavky
na vzdélavani v oblasti kybernetické obrany.

3.2 Narodni centrum kybernetickych operaci (NCKO)

Narodni centrum kybernetickych operaci je soucdst Vojenského zpravodajstvi. Bylo
ustanoveno na zakladé Akcéniho planu k Narodni strategii kybernetické bezpecnosti pro

5 Frevert, R., Haase, J., Roland, J., Kndchel, U., Schwarz, P., Kakerow, R., Mohsen R. (2005).
System Level Modeling. Modelling and Simulation for RF System Design. 10.1007/0-387-27585-1_4.

6 Eppler, M. J. (2006). A Comparison between Concept Maps, Mind Maps, Conceptual Diagrams, and
Visual Metaphors as Complementary Tools for Knowledge Construction and Sharing. Information
Visualization,

5(3), 202-210. https://doi.org/10.1057/palgrave.ivs.9500131.

7 NUKIB. Uvod. Narodni Gfad pro kybernetickou a informaéni bezpeénost. [Online] 2018. [Citace: 24.
10 2018.] https://www.govcert.cz/.
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obdobi let 2015 — 2020. Jeho ukolem je vytvoreni Gcinného systému obrany v kyber-
netickém prostoru tak, aby Ceska republika byla schopna zastavit a piipadné odvratit
kybernetické utoky, a tim zabezpedit ochranu civilniho obyvatelstva a infrastruktury 8.
Narodni centrum kybernetickych operaci vypracovalo Strategii kybernetické obrany CR
2018 — 2022, ktera obsahuje nastaveni pravniho rdmce, vybodovani a rozvoj infrastruk-
tury a schopnosti obrany v kyberprostoru.

3.3 Centrum Computer Incident Response Capability (CIRC)

Centrum CIRC je organiza¢nim prvkem Agentury komunikacnich a informacnich sys-
téma (AKIS) a prvkem kybernetické bezpecnosti s plsobnosti pokryvajici cely resort MO.
Ukolem Centra CIRC je proaktivni identifikace bezpe¢nostnich hrozeb a incident pomoci
nepretrzitého monitoringu duleZitych segmentl datovych siti resortu MO, a jejich na-
slednd analyza, vyhodnocovani a reportovani relevantnim partnertim 9. Mezi dalsi Gkoly

centra CIRC patfi Sifeni bezpecnostniho povédomi mezi uZivateli a spravci informacnich
a komunikacnich systéma.

3.4 Odbor bezpecnosti Ministerstva obrany

Odbor bezpecénosti Ministerstva obrany odpovida za plnéni ukoll stanovenych zako-
nem ¢. 412/2005 Sb., o ochrané utajovanych informaci a o bezpecnostni zpusobilosti,
zdkonem ¢. 181/2014 Sb., o kybernetické bezpecnosti a o zméné souvisejicich zakon(
(zdkon o kybernetické bezpecénosti), a zdkonem ¢. 499/2004 Sb., o archivnictvi a spisové
sluzbé a 0 zméné nékterych zdkonl. Odpovida za nastaveni systému fizeni bezpecénosti
informaci véetné kontroly jeho dodrzovani, ochrany ur¢enych neutajovanych informaci
a kybernetické bezpecnosti v rezortu Ministerstva obrany. Véele odboru bezpecnosti stoji
Bezpecnostni feditel Ministerstva obrany. Bezpecnostni reditel, kromé jinych povinnosti,
zastava funkci pfedsedy Rady pro kybernetickou obranu Ministerstva obrany 10,

3.5 Sekce rozvoje sil MO

Sekce rozvoje sil Ministerstva obrany odpovida za koncepcni ¢innosti a za odborné
a metodické Fizeni vystavby a rozvoje pozemnich sil, vzdusnych sil, schopnosti Armady

8 NCKO. Kybernetickd obrana. Vojenské zpravodajstvi. [Online] 2018. [Citace: 24. 102018.]
https://vzcr.cz/kyberneticka-obrana-46.

9 7. CIRC. O nas. Centrum CIRC. [Online] 2009. [Citace: 24. 10 2018.] http://www.circ.army.cz/onas.
10 Ministerstvo obrany. Organizacni fad Ministerstva obrany. [Dokument] Praha : autor neznamy, 2018.
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Ceské republiky v kybernetickém prostoru, vojensko-civilni spoluprace (CIMIC — Civil-Mi-
litary Cooperation), psychologickych operaci (plsobeni) v misté nasazeni (PsyOps — Psy-
chological Operations) a zachranné a vysadkové sluzby Armady Ceské republiky. Odpo-
vida za koncepcni ¢innosti a za odborné a metodické fizeni systému veleni a fizeni, za
stanovovani zasad a norem v oblasti spole¢né pfipravy pozemnich sil a vzdudnych sil,
zachranné a vysadkové sluzby, sluiby patrani a zachrany v Armadé Ceské republiky. Ko-
ordinuje proces udrieni a rozvoje schopnosti Armady Ceské republiky. Déle odpovida za
zpracovani Doktriny Armédy Ceské republiky. Zajistuje pInéni Gkolil sluzebniho organu
odpovédného za vojenské odbornosti v odborné gesci feditele sekce rozvoje sil Mini-
sterstva obrany je zodpovédna za obsah programil pripravy schopnosti Armady Ceské
republiky v kybernetickém prostorul?.

3.6 Velitelstvi kybernetickych sil a informacnich operaci

Velitelstvi kybernetickych sil a informacnich operaci vzniklo dne 1. ledna 2018. Vytvo-
Feni tohoto velitelstvi symbolizuje, 7e Arméada Ceské republiky zafadila kybernetickou
doménu na takticky stupen veleni a ddle poditd s jejim plnym rozvinutim o podfizené
prvky. Mezi jeho zékladni Ukoly patfi veleni a fizeni podfizenych utvard kybernetickych sil
a informacnich operaci, planovani a fizeni pisobeni v kybernetickém prostoru, planovani
a fizeni informacnich operaci 12,

4  STRATEGICKA ANALYZA VZDELAVANI V OBLASTI KYBERNETICKE

OBRANY

V této kapitole je provedena strategicka analyza problematiky vzdélavani v oblasti ky-
bernetické obrany v rezortu Ministerstva obrany. Vysledky strategické analyzy slouzi pro
popis stavajiciho stavu pripravy odbornikl a k vymezeni vnitfniho a vnéjsiho okoli dané
problematiky. Celkové strategicka analyza pfispiva ke stanoveni vychodisek pro navrh
jednotlivych ¢asti systému pfipravy, nebylo tedy s ni dale pracovano ve smyslu navrhu
strategie, nebo Upravy jiZ existujicich strategii vzdélavani odbornikl kybernetické obrany.

4.1 Silné stranky vzdélavani v kybernetické bezpecnosti

¢ Akreditovany studijni program ,Kybernetickd bezpecnost na UO“

11 SRS MO.Sekce rozvoje sil MO. [Online] 2018. [Citace: 24. 102018.]
http://www.acr.army.cz/struktura/generalni/rozvoj/sekce-rozvoje-sil-mo-142358/.

12 9. Feix, Miroslav. Pisobnost VeKiS. Praha: GS ACR, 2018.
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¢ Vznik Velitelstvi kybernetickych sil a informacnich operaci

e Postoj VlIady Ceské republiky ke kybernetické bezpecnosti vyjadien v dokumen-
tu: ,Narodni strategie kybernetické bezpeénosti Ceské republiky na obdobi let
2015-2020

e Umisténi NUKIB, NCKO, CIRC, VeKySIO ve stejném mésté

4.2 Slabé stranky vzdélavani v kybernetické bezpecnosti

e Personalni nenaplnénost,

e Objekt centra NCKO byl nedavno dokoncen, ale nezacal jesté pracovat v novém
misté

¢ VelKyslO formalné vzniklo, ale neni personalné dostatecné naplnéno (az k 1.7),

* Nejsou zpracované vsechny potfebné dokumenty (vize a strategie kybernetické
obrany ACR)

¢ Kvalifikovany personal odchazi i se znalostmi do civilni sféry,

¢ Neni spolupréace v oblasti vzdélavani a predavani znalosti mezi vSemi slozkami.

4.3 Prilezitosti vzdélavani v kybernetické bezpecnosti

¢ NUKIB je umistén ve stejném mésté v dochdzkové vzdalenosti od UO, VelKyslO
a NCKO

¢ Blizkost Masarykovy univerzity a jejiho kybernetického polygonu

* Brno je studentské mésto a centrum technologickych firem plsobicich v oblasti IT

¢ Oblast Kybernetické obrany je akcentovana za strany vlady a existuje Siroka podpo-
ra, vyzkumnych projektd a zamérU v této oblasti.

4.4 Hrozby vzdélavani v kybernetické bezpecnosti

e Ztrata dlveéry statni spravy ve schopnosti sloZzek Ministerstva obrany kvalifikované
plsobit v oblasti kybernetické obrany

¢ Kompromitace schopnosti zasadnim kybernetickym Utokem na infrastrukturu Mi-
nisterstva obrany a jejich slozek

e Lobbing civilnich vzdélavacich instituci proti schopnostem vzdélavat odborniky
v oblasti kybernetické obrany uvnitf rezortu Ministerstva obrany za Ucelem ziskani
statnich prostredki pro jejich vlastni financovani
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4.5 Analyza vnitiniho prostredi

Z hlediska vnitfniho prostredi jsou pomérné jasné definovany silné stranky. Zakladem
je postoj Vlady Ceské republiky, kterd schvalenim strategickych dokumentd umoznila
vznik dllezZitych center v rdmci vladnich Ufadd a bezpecnostnich slozZek, které se zabyvaji
problematickou kybernetické bezpeénosti a obrany. Tento postoj se promitl i do ACR,
ktera zareagovala vytvorenim prislusnych sloZzek a zménou kompetenci a struktury jiz
existujicich slozek. Z hlediska vzdélavani zareagovala Univerzita obrany vytvorenim nové-
ho studijniho programu , Kyberneticka bezpeénost”. Z pohledu slabych stranek je nejpal-
CivéjSim problémem personalni situace. Je to zejména nedostatecny prisun vzdélaného
personalu, odchod kvalifikovaného personalu a chybéjici spoluprace mezi slozkami. Ze-
jména odchod kvalifikovaného personélu je velkym problémem. Regeni na jeho zmirnéni
je v kompetenci resortu MO a jeho personalni a financ¢ni politiky, tedy principialné mu
nelze zabranit, ale Ize alespon zmirnit jeho nasledky tim, Ze zabranime odlivu znalosti
spolu s odlivem personalu. DuleZité je vytvorit zpétnou vazbu pro uloZeni znalosti, které
jsou ukryté v kvalifikovaném personalu a vratit je nazpét do vzdélavaciho systému.

Dalsim problémem je malé sdileni schopnosti a informaci mezi hlavnimi slozkami sta-
tu v oblasti kybernetické obrany- Vyména informaci probiha prevazné na manazersko-
strategické urovni. Z hlediska legislativy neni mozné sdileni na Grovni operacné taktické,
ale bylo by vhodné vytvorit lepsi podminky pro sdileni znalosti a kapacit na urovni
vzdélavaci a umoznit tak vétsi propojeni téchto slozek do vzdélavaciho systému.

4.6 Analyza vnéjsiho prostredi

Velkou roli v oblasti prileZitosti hraje geografickad lokace vSech zasadnich instituci pa-
sobicich v oblasti kybernetické obrany. Umisténi téchto slozek v mésté Brné je vyrazné
pozitivnim prvkem pro jejich vzajemnou integraci a provazanost. Zaroven pozice mésta
Brna jako centra vysokych skol a firem pUlsobicich v IT (technologicky park) a Univerzity
obrany vytvari vhodné podminky pro ndabor odborného personalu. Geograficky umisténi
v centru Moravy a diky dobrému spojeni a kapacité infrastruktury je Brno vhodnym més-
tem pro denni dojizdéni za praci z moravskych mést a vesnic. To vSe by mélo pozitivné
ovlivnit dobrou persondlni situaci a propojeni vzdélavani a vyménu informaci. Z hlediska
hrozeb se jako nejvaznéjsi jevi zkompromitovani systému vzdélavani na zakladé vnéjsiho
kybernetického Utoku na néjakou ¢ast statni infrastruktury, ktery by mohlo vést ke zkrat-
kovité interpretaci v médiich jako selhdni systému pfipravy dostatecné kvalifikovanych
odbornik(. To by mohlo vyustit k necitlivému zasahu do systému vzdélavani na zakladé
politickych rozhodnuti. Zbylé hrozby jsou spiSe minoritni.
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NAVRH SYSTEMU VZDELAVANi ODBORNIKU KYBERNETICKE

OBRANY

Tato kapitola je stéZejni po obsahové strance a popisuje vertikalni a horizontdIni ¢lené-
ni navrzeného systému vzdélavani a dale obsahuje model vazeb aktér(i v tomto systému.

Na zdkladé panelu expertll, slozeného z Gcastnik(l kurzu Generélniho $tdbu 2018-
2019, je doporuceno jednotlivd témata rozdélit do Ctyf drovni a z pohledu odbornosti
do dvou sméra:

¢ Technicky zamérend témata

¢ ManaZersky zamérend témata

Do zakladni Urovné |ze zaradit témata, ktera by méla byt soucdsti magisterského stup-
né vzdélavani, napf.:

¢ Analyza paméti

e Senzorové sité

e Operacni systémy
vzdélani a mohou nebo nemusi byt i soucasti specializovaného magisterského studijniho
programu, napf:

e Zakladni informace o malware

e Ziskavani dat z otevienych zdroju

e Krizova zédkon

Druha uUroven obsahuje vice specializovana témata tykajici se prevazné kybernetické
bezpecnosti (defensivni schopnosti), napt.:

¢ Regulace v kyberprostoru

¢ Nakladani s daty jako dlikaznim materidlem

¢ Data pro fesSeni incidentu

Témata treti Urovné se tykaji ofensivnich schopnosti a vysoce specializovanych zna-
losti a dovednosti, napf.:

¢ Kybersikana, kyberstalking

¢ Vyvoj vlastnich exploitl

¢ \/yvoj nastroju pro zahlazeni identit

Kompletni vycet témat a jejich roz¢lenéni dle Urovni vystupnich znalosti a specializac-
nich smér0 je uveden v pfiloze ¢lanku.

5.1 Vertikdlni clenéni systému vzdélavani

Urovné jednotlivych témat pFirozené urcuji vertikalni skladbu vzdélavani. Spodni
uroven je tvorena zdkladnim magisterskym vzdéldnim a postupné jsou na tuto spodni
uroven pfidavany jednotlivé vrstvy, které jsou tvoreny specializovanymi kurzy. Z kazdé
vrstvy odchdzi specialisté, ktefi dosahli dané urovné dostatecné pro svoje specializované
misto a pracovisté. Tedy mnozstvi lidi se v jednotlivych Grovnich zmensuje, viz obrazek 1.

105



Vojenské rozhledy ¢. 3/2019 Priprava odbornikl kybernetické obrany

A

‘ Urove 3 (specializované znalosti- 22 témat) ‘

Y

‘ Uroveri 2 (specifické znalosti- 9 témat) ‘

B N

Urovefi 1 (spole¢né znalosti- 15 témat) ‘

‘ VS zéklad (technicky/manaZersky) ‘

Obrazek €. 1: Vertikalni ¢lenéni systému vzdélavani

Kurzy prvni a druhé Urovné by méli byt prizplsobeny tak, aby se jejich absolventi roz-
délili a ziskali potfebné znalosti a dovednosti v ndsledujicich smérech:

¢ bezpecnostni testovani.

e sprava sité

e forenzni zkoumani

¢ vyvoj a analyza software

¢ manazer kybernetické bezpecnosti

¢ odbornik na kybernetické politiky (Cyber policies)

Kurzy tieti Urovné jsou jiZ Uzce specializované a spojené s odbornosti daného pracovi-
$té, na kterém absolventi plsobi.

5.2 Horizontalni ¢lenéni systému vzdélavani

Na témata kybernetické obrany lez nahliZet také z hlediska jejich odborné pfislusnosti
k jednotlivym slozkdm pusobici v prostiedi kybernetické obrany. Tim Ize ziskat pohled
charakterizujici co je pro jednotlivé slozky spolecné a co jedinecné, viz obrazek 2.
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Obrazek €. 2: Horizontalni ¢lenéni systému vzdélavani

Z uvedeného schématu je vidét, jakym zpUsobem jednotlivé kurzy pokryvaji spole¢né
potreby znalosti a dovednosti. Pfi pohledu na toto schéma z hlediska znalosti Ize rozpo-
znat, Ze jeho vSechny ¢asti tvori uzavieny ekosystém. Tento ekosystém je tvoren vSemi
potiebnymi znalostmi a dovednostmi. Unik téchto znalosti a dovednosti je zpGsoben
odchodem kvalifikovaného personalu. Pro udrzeni znalosti a dovednosti uvniti ekosys-
tému je nutné pracovat se systémem zpétnych vazeb. Divody vyuZiti téchto zpétnych
vazeb a uUniku znalosti byly popsany v kapitole zabyvajici se analyzou vnitfnich slabych
stranek systému vzdélavani. Implementace tohoto modelu do navrZzeného ekosystému
je zndzornéna na obrazku ¢. 3.
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Obrazek €. 3: Zpétna vazba v ekosystému vzdélavani

5.3 Model vztah prvki systému vzdélavani

Aby navrhovany systém vzdélani mohl uspésné fungovat, musi byt navrien i model
spoluprace mezi jednotlivymi slozkami. Model spoluprace vychazi ze stanovenych roli
jednotlivych sloZek a predstavuje zakladni prvek pro udrZeni navrieného ekosystému
v chodu. Dobfe fungujici spoluprace pfispiva jednak k pruznému generovani odborné
vzdélaného personalu, ktery je v rovnovaze s pfirozenym odchodem, ale taktéz k efek-
tivnimu vzdélavani zaméstnancl, ktefi se nemusi dovzdélavat praxi, ale jsou jiz dopfedu
pfipraveni na pozici, kde nastupuji nebo na kterou se posunuji pfi vyvoji své kariéry. Rov-
néz tak fizeni kariér odbornych zaméstnanct je pruznéjsi a efektivnéjsi.

Obrazek ¢. 4 popisuje jednotlivé aktéry a prvky systému vzdélavani odborniku kyber-
netické obrany a jejich vzajemné vazby.
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ZAVER

Hlavnim cile tohoto ¢lanku bylo navrhnout systém ptipravy v oblasti kybernetické
bezpecnosti v podminkdach rezortu Ministerstva obrany. Stanovené otazky / okruhy pro-
bléma v kapitole 2 byly pokryty provedenou analyzou aktér(l v kybernetické doméné
a provedenou strategickou analyzou pro definovani vychodisek pro navrhovany systém
vzdélavani. V neposledni fadé byl také vytvoreny realizovatelny systém pfipravy odbor-
niku kybernetické bezpecnosti, ktery je postaven na konkrétnich existujicich, nebo pravé
vytvarenych prvcich tohoto systému spolu s definovanymi vazbami mezi témito prvky.

Navrh systém pripravy vychdzi z obecné platnych principd, respektuje soucasnou
legislativni situaci a je zaloZen na modelu spoluprace, kdy nejsou uprednostiovana krat-
kodoba reseni. Investice jednotlivych sloZzek do implementace tohoto systému vzdélava-
ni miZe nastartovat vzdélavaci ekosystém, ktery po Uspésném startu pomuzZe zachovat
a prohlubovat miru znalosti a pruzné generovat vzdélané odborniky dle potfeby jednot-
livych slozek. Vyznamnym zplsobem umozni zkratit dobu zaskolovani jednotlivych pra-
covnikid na systemizované misto a zabrani nendvratnému odlivu znalosti mimo systém.
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PRILOHA

Clenéni témat kybernetické bezpe&nosti a jejich profilace v navrieném vertikalnim
Clenéni systému vzdéldvani spolu s identifikaci témat, ktera mohou byt obsahem
karierovych kurz( KVD a KGS.

Tato tabulka je souhrnnou informaci vysledk( panelu expertd Géastnikd KGS.

Tématicky blok

Téma

Zakladni

Uroven
1

Uroven
2

Uroven

KGS

1 TECHNICKE/
PRAKTICKE

1.1 FORENZN{
ANALYZA

Nakladani s daty a HW zpUsobem, ktery je ,forensically
sound”, tzn. zpisobem v souladu s pravem (vyfotit,
nerozbit, logovat, atd.).

Ziskdni dat pro analyzu (napf. obraz paméti, obraz
disku). Analyza disku, ¢innosti uzivatele (historie
prohlize¢d, manipulace s USB zafizenimi, instalované

a spousténé aplikace a dokumenty, atd.), systémovych
logd, sitova komunikace (potkéva se s analyzou sitového
provozu).

Analyza paméti (spousténé procesy, jejich chovani —
potkava se s analyzou malware). Pfehled pouzivanych
nastrojl.

1.2 ANALYZA
MALWARE

Zakladni informace o malware jako nejbéznéjsi zptsoby
zajisténi persistence, typicky modus operandi béznych
malware kampani apod

Znalost zékladnich metod analyzy malware (analyza
skriptl ve webovych strankach, dokumentt, dynamicka
a zakladni staticka analyza PE a ELF) a néstroja dostup-
nych pro tento ucel

MozZné pokracovani je pokrocild analyza a reverzni
inZenyrstvi.

1.4 ICS/SCADA

Seznameni se svétem pramyslovych systému. OdliSnosti
od prostfedi béznych pocitacu.

Zaklady elektrotechniky. Uvod do problematiky
senzorovych siti, inteligentnich siti (,,smart grid“), loT,
zabezpecovacich systém(, automatizani techniky.
Programovani primyslovych systému.

1.5 OSINT
+ THREAT
INTELLIGENCE

Ziskavani dat z otevienych zdrojt, analyza a ziskavani
novych poznatkd z téchto dat.

VyuZiti dostupnych dat pfi feSeni incidentu (mapovani
neobjevenych ¢asti infrastruktury Uto¢nika napf. pomoci
WHOIS, spole¢ného hostingu, zpUsobu generovani
doménovych jmen).

1.6 INCIDENT
HANDLING

Problematika zpracovani incidentu jako zakladni
sluzba CERT tymu. Proces feseni incidentu, klasifikace
incidentl, metodika zpracovani, spoluprace s dalsimi
bezpecnostnimi tymy.

Problematika preddvani dat, jejich ochrana (napft. TLP
protokol)
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Podptirné nastroje pro zpracovani incident( a komuni-
kaci (tiketovaci systémy, PGP, X.509), automatizované
zpracovani strojové generovanych informaci (pro
identifikaci incidentd)

1.7 SPRAVA
SYSTEMU — WIN-
DOWS, UNIX/
LINUX, (OS X?)

Pro FeSeni incidentl je nutnd znalost béznych operac-
nich systému a toho, jak funguji. Je nutné védét co,
jakym zpUsobem a kam systém loguje (plati i pro bézné
pouzivané aplikace).

Pro identifikaci a analyzu malware je nutné umét odlisit
anomalni chovéni systému (napf. nestandardni procesy,
umisténi soubord, sprava sluzeb a modul(, linkovani
knihoven)

1.8 MONITORING
A ANALYZA SiTo-
VEHO PROVOZU

Zdroje dat pro analyzu — zachytavani paketd, tokd,
honeypoty, systémy IDS a IPS, atd.

Nastroje a zpUsoby sbéru, agregace a vizualizace

dat. Problematika firewallG (paketové filtry, stavové,
aplikaéni FW) a dal3ich sitovych prvkd. Metody analyzy
dat. Zaméfeni nejen na L7 v 1ISO/0SI modelu, ale i L2,
L3 aL4.

1.9 PRAVO PRO
CERT

Zakon o kybernetické bezpecnosti, souvisejici vyhlasky
a dalsi relevantni zakony, vyhlasky, nafizeni apod. Zakla-
dy mezinarodniho préava pro potfeby CERT.

x

Nakladani s osobnimi udaji, které mohou byt pfitomné
v datech

Zakladni povédomi o praci PCR v oblasti kybernetické
kriminality a o mechanismu trestniho Fizeni

Nakladani a prace s daty tak, aby pozdéji mohla byt
vyuZita jako dikazni material. Legal Issues

1.10 SOFT SKILLS

Netechnické dovednosti, které jsou ale duleZité pro
Uspésné pusobeni v CERT tymu

Prezentacni a vyjadrovaci schopnosti — kontakt s consti-
tuency a reprezentace tymu na konferencich. Jazykové
dovednosti — angli¢tina a ¢estina a schopnost psat
smysluplné texty gramaticky spravné

1.11 ZAKLADNI
INFO

Co je to CERT, jak funguje. Spoluprace, TI, TF-CSIRT,
FIRST, CSIRT Network. RFC 2350

1.12 DALSI

Programovani, skriptovéni, databaze, kryptografie
a dalsi predméty (napf. vétsina z BIT na FI MU) by mély
slouZit jako zaklady pro tyhle

2 NETECHNICKE /
MANAZERSKE

2.1 ZAKLADNI DI-
GITALNi HYGIENA

Zékladni bezpeénostni doporuceni, bezpecné pouzivani
ICT technologii

Fyzickd bezpecnost, bezpecnost hardware, bezpecnost
software, zalohovani dat, sluzby (e-mail, internetové
bankovnictvi.)

Soukromé vs pracovni vyuzivani ICT

Politika hesel, autentizace

Ochrana soukromi a sdileni osobnich udaja
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VyuZivani socidlnich siti, bezpecné prohlizeni webu

Bezpecna komunikace vs vefejna wifi, Sifrovani

Socialni inZenyrstvi

Kybersikana, kyberstalking, kybergrooming

Piehled nejcastéjsich hrozeb/utokd na uZivatele —
phishing, malware/ransomware

2.2 NARODNi

Odborna terminologie — pocinaje definici

STRATEGIE
A POLITIKY kyberprostoru atd.
Koncept zajistovani KB v CR — kyberneticka bezpe¢nost
versus kyberneticka obrana versus kyberneticka krimi-
nalita, role statu
Kyberneticka bezpecnostni politika, vyznam KB ve
vztahu ke stétu, strategicko-pravni rédmec
Pfedstaveni relevantnich subjektd (NCKB/govcert.cz),
zpravodajské sluzby (NCKS), PCR, Narodni CERT a dalsi
Role CSIRT/CERT tymu
2.3 PRAVO
A MEZINARODNI | Zakon o kybernetické bezpeénosti
ORGANIZACE
Kontrola a audit
Krizovy zékon, vyhlaska 315/2014 a 316/2014, dalsi
legislativni normy CR
Mezinarodni spolupréce pfi zajistovani KB — bilateralni,
multilateralni (NATO, EU, OBSE, OSN)
Pravo a kyberprostor, mezinarodni pravo, problém
atribuce
Regulace v kyberprostoru, smérnice NIS
2.4 KON-
TEXTUALNi . o
A ANALYTICKE Historické aspekty KB, geneze kybernetickych hrozeb
SCHOPNOSTI
Taxonomie Utokd
Kyberkriminalita, kyberneticky terorismus, kyberneticka
Spionaz, kyberneticky konflikt/valka
Zékladni typologie a motivace Uto¢nikd
Znalost a pouzivani zékladnich OSINT nastrojd — vyhle-
davani z otevienych zdrojt
2.5 VZDELAVA-
Ni A cVICENI Typologie cvi¢eni - technické/table-top/komunikaéni,
KYBERNETICKE narodni/mezinarodni
BEZPECNOSTI
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Organizace a planovani cvi¢eni

Tvorba scéndfl cviceni, reflexe aktudlnich trendu a je-
jich preklopeni do scénart

ZpUsob/formy vzdélavéni a prevence v oblasti kyberne-
tické bezpeénosti dle definovanych cilovych skupin

2.6 KRITICKA
INFORMACNI
INFRASTRUK-
TURA

Informacni a komunikacni systémy, vyznamné informac-
ni systémy

Struktura kli¢ovych informaénich/komunikaénich sluzeb

Bezpecnostni politiky

Systémy fizeni bezpecnosti informaci

Rizeni kontinuity ¢innosti

Analyza rizik

2.7 OSTATNI

Manazerské dovednosti

Motivace a vedeni lidi

Projektové fizeni

3 SPECIFICKE /
OFENZIVNi

Real-time schopnosti zajistovat (aktivni) kybernetickou
obranu

Aktivni identifikace a rekognoskace nepfitele
v kyberprostoru

Schopnost provadét odvetné Utoky (hacking/
striking-back)

Sbér informaci o zajmovych aktérech

Data mining a analyza dat ze socialnich siti, analyza
obsahu

Analyza malware, reverzni inZzenyrstvi

Znalost jednotlivych fazi kybernetickych atoka (re-
connaissance, scanning, gaining access, maintaining
access, covering tracks...)

Schopnosti identifikace Utoku, véetné Advanced Persis-
tent Threat (APT) a nasledna analyza

Zvladnuti zakladnich technik kybernetické bezpecnosti,
blokace a izolace uto¢nika

U¢inné zabezpedeni vlastnich siti, systém( a informaci
(tj- neustdlé hleddni zranitelnosti ve svych sitich a
systémech — pen testing, detekce anomalii v sitich, data
analysis, Sifrovaci nastroje + provadéni cviceni, kontin-
genéni plany, apod.)
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4.1 SPECIFICKE

SCHOPNOSTI

A VZDELAVAN{ I . o S

PRO POTREBY L\learzrjzzem zranitelnosti (bez dal$iho sdileni), nakup X

STATU/ Y

Monitoring

zranitelnosti
2Zvlddnuti standardnich nastrojl pro exploitaci X
Vyvoj vlastnich exploitt, exploit-kit( X
Vyvoj vlastniho malware, botnetd X
Vyvoj honeytokenu a beaconing systém X
Neustdly monitoring a rozvijeni moznych vektor( Gtoku X
(jak HW, tak SW)
Tvorba nastroju pro zahlazeni identit a digitalnich stop, X
anonymni pohyb na siti
Tvorba a monitoring honeypotd / honeynetu se zajmo- X
vymi informacemi
Vytvéreni a budovani fiktivnich identit na socidlnich X
sitich a dalsich forech (counter-intelligence)
DoS / DDoS X
Modifikace / pfesmérovani sitového provozu, provadéni X
MITM atokd
Spear phishing a dalsi techniky socialniho inzenyrstvi X
Vyvoj a nasazeni malware X
P¥iprava, vyvoj a nasazeni honeytokend, popfipadé X
beaconing systém
Zapojeni se do botnetovych siti X
o Prevzeti kontroly nad botnetem a moznost plosného X
odstranéni malware z nakaZenych pocitacu
o Celé spektrum: passive observation — infiltration — ma- X
nipulation — takeover — takedown — elimination
PouZiti / pFiprava vlastniho botnetu X
Hack-back / strike-back X
Nasazeni vlastnich sond X

4. VOJENSKE

A SPECIFICKE Zasady planovani vycviku, formy, metody a prostfedky X X

PRO STATNi pripravy ptislusnika ACR

SLUZBU
Pravni predpisy upravujici sluzbu v ACR X
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Zéakladni interni normativni akty pro vykon sluzby VZP X

Pravo ozbrojeného konfliktu X X

Zéasady ochrany utajovanych informaci v prostfedi statu,

ACR a NATO X

Seznamit se s organizaéni strukturou resortu MO a ACR,
L X

s organizaci NATO

Specializované znalosti v oborovych predmétech z ob-

lasti komunikacnich a informacnich systému s dGrazem X

na zabezpeceni provozu KIS ozbrojenych sil a silovych
slozek

Principy ¢innosti, funkci, zdsady konstrukce a pouZiti
komunikaénich a informacnich systém ACR a vybranych | X
systému spojenctl

Zékladni principy oteviené architektury KIS a kyberne-

tické obrany v prosttedi ACR X

Metody, formy a prostredky diagnostiky a hodnoceni X

spolehlivosti vojenskych KIS

Systémy planovani a fizeni komunikaénich a informac- X X
nich systéma

Zakladni software pouzivany v ACR a zasady jeho licené- X

ni politiky s analyzou jeho zabezpeceni

Zasady budovani komunika¢niho systému TAKOM v ACR
a pozadavky na informacni zabezpeceni na taktickém X X
stupni veleni

Moznosti a vyuZiti software v ramci IS VR a BVIS, systém

IS a jeho zabezpeceni X

Clenéni mist veleni, zasady budovani a pfemistovani X X
spojovacich uzld mist veleni

Rédiové, radioreléové a ostatni komunikacni systémy, X X
telefonni Gstfedny a kabelové soupravy ve vyzbroji ACR

Bezpecnost a ochranu informaci v miru i v krizovych X

situacich

Zajistovat efektivni, hospoddrnou a G¢elnou podporu pfi X X

vyuzivani KIS v ozbrojenych silach

Znat stacionarni, mobilni i nasaditelné prostredky KIS
zabezpecujici komunikaéni a informaéni podporu v pod- | X
minkdch integrovaného informacniho prostiedi (NEC)

VyuZivat a fidit prvky mobilnich komunikacnich a infor-
macénich systéma ACR a kritické informacni infrastruktu- | X X
ry statu s dlirazem na zabezpeceni pfenosu informaci

Znat organizaci, provoz a udrzbu KIS pouzivanych na

taktické drovni X X
Navrhovat a provadét zakladni spravu siti LAN v ramci IS X

provozovanych v ACR

Znat zpUsob zabezpeceni a oddéleni tajné domény X

vGDSalSVR
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Znét a rozumét propojeni systému FMN v ramci taktic-
kého nasazeni i v dobé miru, propojeni do zabezpe-
Cenych siti NATO a propojeni verejné a tajné domény. X
Zpusob zabezpeceni, oddéleni, pfenosu informaci
a zpUsob pouZiti.

Znat kritickou infrastrukturu GDS pro potfeby statu,

systém zabezpedeni datovych skladist a jejich vyuziti X X
Znat zpUsoby poZiti specidlnich technickych prostiedkd X X
pro ochranu informaci a spojovacich soustav

Znat procesy certifikace a akreditace KIS pro prenos X

utajovanych informaci

Rozvoj mordlnich vlastnosti jako vlastenectvi, sluzba X

vlasti, smysl pro povinnost a spInéni ukolu.
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Priprava obcant k obrané statu

Preparing citizens to defend the state

Miroslav Jurenka

Clanek pojednava o pfistupech a tkolech vzdélavani v oblasti bezpeénos-
ti a obrany Ceské republiky. Vychazi z pravniho rdmce a zaroven sezna-
muje odbornou verejnost s iniciativou a postupem Ministerstva obrany
a Ministerstva $kolstvi, mladeZe a télovychovy Ceské republiky v pred-
métné oblasti.

Koncepce Pripravy obcanu k obrané statu, kterd byla schvalena Usne-
senim vlady Ceské republiky ze dne 1. dubna 2019, reaguje na vysledky
v implementaci Koncepce pfrijaté v roce 2013 a ukazuje na neuspokojivou
situaci v jeji realizaci. Pojedndva o novych pfistupech a tkolech vzdélava-
ni v oblasti bezpecnosti a obrany statu.

The article deals with approaches and tasks of education in the field of
security and state defence of the Czech Repubilic. It is based on the legal
framework and informs the professional public about the initiative and
process of the Ministry of Defence of the Czech Republic and Ministry
of Education, Youth and Sports of the Czech Republic in particular area.
Preparation of citizens for state defence conception, which was
approved by the resolution of the Government of the Czech Republic
on the 1%t April 2019, reacts to results within the implementation of this
Conception adopted in 2013 and reflects an unsatisfactory situation in its
realization. It deals with new approaches and tasks of education in the
field of security and state defence.

Implementace; koncepce; Ministerstvo obrany; obrana statu; obyvatel-
stvo; Vzdélavani.

Implementation; Conception; Ministry of Defence; State Defence;
Population; Education.
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uvoD

Od pocatku své existence musi lidstvo zapasit nejen o zachranu hmotnych a kultur-
nich hodnot, ale pfedevsim o uchovani samotného Zivota. Védeckotechnicky pokrok pfi-
nesl lidské spolecnosti vedle fady priznivych stranek i zvySeni rizika vzniku mimoradnych
udalosti a krizovych situaci. Lidské poznani dokaze jiz pomérné dokonale objasnit zdroje
a zékonitosti prabéhu plsobeni pfirodnich a spolecenskych jevl vyvolavajicich tyto si-
tuace, ale nedokaze vzniku dané situace plné zabranit. S vyvojem spolecnosti dochazi
i k proménam bezpecnostniho prostfedi a jsou nalézany nové formy a metody k zajisténi
zakladnich hodnot ¢lovéka. V uplynulych dvaceti letech doslo ke sniZeni celkového napéti
a poklesu rizika celosvétové konfrontace. Geopolitické postaveni Ceské republiky (CR)
se v dlsledku fady demokratizacnich a integracnich zmén v euroatlantickém prostoru
zasadné zménilo. CR je ¢lenem organizace Severoatlantické smlouvy (NATO) a Evropské
unie (EU) a stala se zemi, které ptfimo sousedi s ¢lenskymi staty téchto organizaci. Tim
byla vyznamné posilena jeji bezpecnost.

Presto vsak globalizovany, vzajemné Uzce propojeny svét, v némz prostorové vzdale-
nosti ztraceji na relevanci, konfrontuje CR s novymi bezpeénostnimi hrozbami. Reflexe
promén globalniho bezpeénostniho prostfedi i bezpe¢nostniho prostiedi CR poukazuje
na skutec¢nost, Ze fungovani statu muize byt ohroZzeno nebo naruseno s rliznou intenzitou
araznym zplGsobem. Problematika bezpecnosti patti k nejcastéji sklonovanym terminiim
v diskusi o souc¢asnych mezinarodnich vztazich.

Bezpeclnost statu je stale vice vymezena schopnosti Celit hrozbam spolecenského
i prirodniho charakteru, pficemz jejich hranice neni jednoznacné vymezena, hrozby se
vzajemné prolinaji a prerlstaji jedna v druhou. Rozliény charakter hrozeb a mira jejich
rizika klade nové naroky na efektivni a fungujici bezpe¢nostni systém.

Ochrana Zivot(, zdravi a majetkovych hodnot je spolu se zajisténim svrchovanosti,
Uzemni celistvosti a ochranou demokratickych zékladd Ceské republiky zakladni povin-
nosti a tedy i funkci statu. PInéni tohoto Ukolu vyZaduje nejen analyzu zahrani¢né-politic-
kych a vojenskych faktor( vné;jsi bezpecnosti, ale také objektivni posouzeni Siroké skaly
vhitro-politickych, ekonomickych, socidlnich, etnickych, naboZenskych a jinych aspektl
ovliviiujicich bezpecnost. Priprava obcanl k obrané statu (POKOS) je jednim z nastrojQ
obranné politiky a nedilnou soucasti planovani obrany statu. V Ceské republice je ze
zakona tato oblast predmétem vzdélavani a vyuky ve skolach.

Zakonna povinnost ob¢ani branit svou vlast nezanikla ani s profesionalizaci Armady
Ceské republiky. Systematicka diferencovand ptiprava ob&antl k obrané statu je jednim
z predpokladid vytvoreni potfebnych schopnosti k zajistovani obrany jednotlivcl i celé
spolecnosti.

PRAVNI RAMEC PRO PRiIPRAVU OBCANU K OBRANE STATU

Zakladnim pravnim vychodiskem pro danou problematiku je Zakon €. 222/1999 Sb.,
o zajistovani obrany Ceské republiky, ktery fikd, ze v § 52:
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pfiprava obcantl k obrané statu je dobrovolna,

za stavu ohroZeni statu nebo valecného stavu je priprava obc¢anu k obrané statu
povinna,

pfiprava obc¢ant k obrané statu zahrnuje zejména zdravotnickou pfipravu, pripravu
k civilni obrané, zajmovou ¢innost s technickym a sportovnim zamérenim, pripravu
obyvatelstva k sebeobrané a vzajemné pomoci a dalsi ¢innosti spojené s brannosti
a se zabezpecenim pfipravy k obrané statu,

pfiprava ob¢and k obrané statu ma charakter vzdélavani a provadi se v ramci za-
kladniho a stfedniho vzdélavani i v rdmci jiné statem uznané vzdélavaci ¢innosti.
Obcany k obrané statu pripravuji zejména skoly, Skolska zafizeni a dalsi vzdélavaci
zafizeni,

na pripravé obcantl k obrané statu se mohou podilet i ob¢anska sdruzeni, cirkve,
nabozZenské spolecnosti a dalsi pravnické osoby podle svého tcelu a poslani v sou-
¢innosti s Uzemnimi samospravnymi celky,

za pripravu obc¢anu k obrané statu podle tohoto zdkona a podle zvlastnich pravnich
predpist odpovidaji ministerstva, spravni Ufady a Uzemni samospravné celky. Mi-
nisterstvo spolupracuje s Ministerstvem Skolstvi, mladezZe a télovychovy na zabez-
peceni odborné slozky obsahu vzdélavani ve vydavanych ucebnich dokumentech
v oblasti pripravy obc¢anl k obrané statu.

Vlada k zajistovani obrany statu v miru:

a)

b)
<)

d)
e)

f)
g)

vrve

vyhodnocuje rizika ohrozZeni statu, ktera mohou byt pfi¢inou ozbrojeného konfliktu
a Cini nezbytna opatreni ke sniZeni, popfipadé vylouceni téchto rizik,

schvaluje strategickou koncepci obrany statu,

fidi planovani obrany statu, stanovi obsahovou napln jednotlivych plan obrany
statu a Casové etapy pro jejich zpracovani,

rozhoduje o zakladnich opatrenich pripravy statu k obrané a jejim organizovani,
rozhoduje o zdkladnich smérech vystavby, pfipravy a pouZiti ozbrojenych sil a o za-
jisténi obrany statu,

schvaluje koncepci mobilizace ozbrojenych sil,

rozhoduje o provéreni opatreni pro zabezpeceni obrany statu podle § 41 odst. 2,

h) schvaluje koncepci pFipravy ob¢an( k obrané statu,

i)
j)

stanovi k provedeni svych rozhodnuti pfi zajistovani obrany statu tkoly ministriim,
vedoucim jinych spravnich uradi a obcim pfi vykonu jejich prenesené plsobnosti,
rozhoduje o dalSich nepredvidatelnych ukolech nezbytnych k zajistovéani obrany
statu.

Zéakon €. 222/1999 Sb., uklada vladé mimo jiné schvalovani ,,Koncepce ptipravy obca-
n0 k obrané statu,” kterou zpracovava Ministerstvo obrany v Uzké soucinnosti s Minister-
stvem skolstvi, mladeZe a télovychovy.
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2 SITUACE VE SPOLECNOSTI

Pfiprava ob&antl k obrané statu je nedilnou soudasti planovani obrany statu. Uroveri
pfipravenosti obéant v této oblasti vyznamné ovliviiuje funkénost systému zajistovani
obrany Ceské republiky jako celku. Kvalita, pravidelnost a komplexni zamé¥eni pfipravy
obcanl k obrané statu prispivaji ke snizovani skod na majetku a zejména ke snizovani
ztrat na lidskych Zivotech pfi vyhlaseni stavu ohroZeni statul nebo valecného stavu, ale
i pfi béznych mimoradnych udalostech ¢i za krizovych situaci nevojenského charakteru.

V systému zajistovani obrany je role ob¢anajedine¢na - je zaroveri subjektem i objektem
zajistovaniobrany.Jeprotovzajmuobdana,aleivzdjmustatuajehoinstitucipfipravuobcan(
k obrané resit systematicky a koncepcéné, pricemz zakladnim stavebnim kamenem toho-
to systému musi byt vzdélavani na zakladnich a stfednich Skolach. Vzhledem k existenci
plné profesiondlni Armady Ceské republiky je tato potfeba navic umocnéna z diivodu
postupného mizeni vazeb mezi obcany statu a pfislusniky jeho ozbrojenych sil.

2.1 Analyza stavu

Prijeti prvni Koncepce predchazela v roce 2011 hluboka analyza dané oblasti ve statni
spravé, samospraveé s dirazem na Skolstvi. V provadeéni pripravy ob¢anl k obrané statu
ve smyslu zdkona €. 222/1999 Sb. o zajistovani obrany Ceské republiky byly identifikova-
ny nasledujici problémy a jejich pFiciny:!

o liberalni pojeti povinnosti obc¢an( k obrané statu, zakotvené v pfislusnych pravnich

predpisech,

* nejsou nastaveny systémové a organizacni vazby, které by umoznily pripravu (vy-
chovu a vzdélavani) obéani k obrané v Zadoucim rozsahu a s potfebnym obsahem
realizovat,

* nejsou stanoveny konkrétni plsobnosti na prislusnych ministerstvech a dalsich
ustrednich spravnich Gradech,

e prdvni Uprava sice zmifuje realizaci pfipravy obcanu k obranég, ta vSak neni rozve-
dena dal$imi pravnimi predpisy, ani jinym zplsobem rozpracovana,

¢ nejsou dostatecné alokovany a vyuzivany financéni prostredky pro pfipravu ob¢ant
k obrané,—

® neexistuji U¢inné mechanismy a normativni postupy, které by podporovaly vzajem-
nou mezirezortni spolupraci pri feseni pripravy ob¢ant k obrané,

e problematika pfipravy ob¢anu k obrané neni v potfebném rozsahu zahrnuta do os-
nov zékladnich a stfednich skol a je zaménovana za ochranu obyvatelstva v pfipadé
krizovych situaci a mimoradnych udélosti nevojenského charakteru,

¢ role Univerzity obrany v Brné jakoZto statni vysoké skoly a mozného vyznamného
nastroje realizace vzdélavani véetné zajistovani certifikaci v rdmci zvlastni odborné

1 Koncepce pfipravy obcant k obrané statu. Praha: MO, 2012.
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zpUsobilosti urednikd statni spravy a Gzemnich samosprav v oblasti obrany statu je
nedostatecna a neni pravné vymezena,

¢ v Planu obrany neni rozpracovan systém pripravy obc¢ant k obrané statu v obdobi
zhorsovani bezpecnostni situace v disledku ohroZeni vojenského charakteru a za
stavu ohroZenf statu,

¢ neexistuje koordinovany pristup a podil rezortu MO pfi zafazovani problematiky
obrany statu do studijnich program vysokych Skol, proto pfiprava nema jednotny
obsah a jeji Uroven je zavisla na pripravenosti konkrétnich lektor( a uciteld,

Postupné se objevuji urcité tendence, kdy ¢ast odborné i laické verejnosti si uvédo-
muje mozné dopady nedostatk( systému pripravy ob¢anu k obrané na spolecnost a jeji
bezpecénost. Dlkazem politického zajmu je zarazeni této problematiky do nejnovéjsich
strategickych dokumentd, Bezpecnostni strategie CR a Obranné strategie CR.

Je zfejmé, Ze klicovym prvkem obranného systému musi byt dokonale pfipraveny od-
bornik v oblasti zajistovani obrany statu, Gfednik statni spravy a Uzemni samospravy.
Povédomi o povinnostech ob¢ana k obrané statu véetné branné povinnosti je nutné se
zamérit v mirovém stavu na kategorie zak( zakladnich a stfednich skol a student( vyssich
odbornych skol a na budouci a stavajici ucitele.

Za nejvétsi problémy v systému vzdélavani pro pfipravu obcan(l k obrané statu lze po-
vazovat absenci odpovédnosti a povinnosti dotéenych organd danou zakony, neexistenci
uceleného systému pfipravy na celostatni Urovni, neexistenci uceleného zdroje informa-
ci a nezdjem vétsiny obcanl o pripravu. To ma za nasledek nesystematickou a nekoordi-
novanou ¢innost ve vzdélavani v predmétné oblasti.

2.2 Identifikace problému a opatreni

Na zékladé analyzy stavu plnéni Zakona ¢. 222/1999 Sb., o zaji$tovani obrany Ces-
ké republiky bylo vlidadou rozhodnuto o zpracovani koncepce. Byla zfizena meziresortni
a resortni pracovni skupina, kde fidici a koordinujici funkci méla Sekce obranné politiky
strategie Ministerstva obrany. Koncepce pfipravy obcand k obrané statu byla schvélena
Usnesenim vlady Ceské republiky ¢. 38 ze dne 16. ledna 2013.

Nastalo pétileté obdobi implementace Koncepce do praxe. Hlavnim Ukolem
implementace Koncepce bylo posilit roli MO i ostatnich zainteresovanych rezort( pfi
zvySovani pripravenosti obcand k obrané v pripadé krizovych situaci a vytvorit podminky
pro jejich aktivni zapojeni a pfipravenost k obrané statu.

Implementace Koncepce prispéla ke zkvalitnéni a posileni ic¢asti MO na pfipravé ob-
¢anu k obrané statu a je jednim z dulleZitych predpoklad( pro zvySeni obcanského po-
védomi o dulleZitosti pripravy obcanu k obrané statu a zvyseni spolecenského uznani
armady v nasi demokratické spolec¢nosti.

Nejvice prace se podafilo splnit na zakladnich skolach. Problematika pfipravy ob¢ant
k obrané statu byla zahrnuta do rdmcového vzdélavaciho programu a do skolnich vzdé-
lavacich programi zakladnich Skol. Nasledné by méla byt zahrnuta i do vzdélavani na
strednich skolach. Méla by tak vytvaret u zak( a studentl pozitivni hodnotovy systém
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opreny o historickou zkusenost a ovlivriovat jejich postoje v oblastech obrany statu
a ochrany fyzického i dusevniho zdravi, ZivotQ, Zivotniho prostfedi a majetku pfi rznych
rizikovych situacich a mimoradnych udalostech.

Na této drovni byla priprava obcani k obrané statu zaméfena zejména na
zdravotnickou pripravu, pripravu k civilni ochrané a pfipravu k sebeobrané a vzajemné
pomoci v krizovych situacich vojenského i nevojenského charakteru. Zaci a studenti
v ramci vzdélavani ziskavaji zakladni informace o soucasném bezpecnostnim prostie-
di, o vyhodach ¢lenstvi CR v mezindrodnich bezpeénostnich a politicko-vojenskych or-
ganizacich, o principech obrany statu a o tloze ozbrojenych sil CR pfi zajistovani obrany
statu a pri reseni celého spektra krizovych situaci. Priprava obc¢anl k obrané statu je
koncipovana a v ramci jednotlivych obor( vzdélani tak, aby rozvijela obcanské a pravni
védomi zakd a studentd, posilovala jejich smysl pro osobni i ob¢anskou odpovédnost,
motivovala je k aktivni a kvalitni Ucasti na Zivoté demokratické spole¢nosti v souvislosti
s plnénim ukol( obrany statu.

Ministerstvo obrany provadi akreditované skoleni pro ucditele zakladnich Skol v rdm-
ci dalsiho vzdélavani pedagogickych pracovnik(. Na Skoleni se mohou prihlasit rovnéz
budouci uitelé - studenti pedagogickych fakult. Skoleni probihd zpravidla na krajskych
vojenskych velitelstvich.

K doplnéni a zatraktivnéni vyuky probihaji na vybranych zékladnich a stfednich Sko-
lach prezentacni akce, poradané odborem komunikace Ministerstva obrany v souc¢innos-
ti s jednotlivymi organizacnimi celky rezortu. PfestoZe primarnim cilem téchto akci je
zabavnou a interaktivni formou predstavit ozbrojené sily a Armadu CR, informovat o je-
jich poslani, soucasné cinnosti, vycviku, vystroji ¢i vyzbroji, je toto Usili rovnéz chapano
jako cesta, kterou je mozné zakiim i pedagoglim preddavat i méné zndmé informace, ke
kterym by se jinak nedostali (napf. branna povinnost, ¢inna sluzba apod.). Skoly maiji
o poradani prezentaci s vazbou na POKOS mimoradny zajem.

Byla vydana ,Pfirucka pro ucitele zakladnich Skol”, ktera orientuje ucitele v hlavnich
otazkach obrany statu. Pro ucitele, Zaky i vefejnost byly vytvoreny velmi kvalitni stanky
www.pokos.army.cz.

Koncepce pfipravy obcan( k obrané statu z roku 2013 predpokladala dosazeni po-
Zadovaného stavu do konce roku 2018. VétsSina stanovenych cild byla splnéna. Na dalsi
obdobi pfipravilo Ministerstvo obrany spolu s ostatnimi dotéenymi slozkami novou Kon-
cepci na léta 2019 — 2024, kterou schvalila vidda CR dne 1. 4. 2019.

KONCEPCE PRiIiPRAVY OBCANU K OBRANE STATU NA

ROKY 2019 - 2024

Vychodiskem pro zpracovani nové Koncepce bylo kromé platného pravniho radu také
vyhodnoceni splnéni opatreni vyplyvajicich z pfedchozi koncepce, analyza soucasného
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stavu provadéni pripravy obcanl k obrané statu a zasady stanovené Bezpecnostni
strategii Ceské republiky? a Obrannou strategii Ceské republiky3.

Koncepce bere do Uvahy dosavadni poznatky, zjisténi a zkuSenosti Ministerstva obra-
ny a MSMT pfi provadéni pfipravy ob¢and k obrané stétu. PFi jeji tvorbé byly vyuZity sou-
visejici koncepcéni materialy jinych rezortl a vysledky ¢innosti mezirezortnich pracovnich
skupin, zabyvajicich se problematikou vzdélavani v oblasti bezpecnosti statu.

Na tvorbé Koncepce se podilely vécné prislusné spravni urady, jeji obsah byl disku-
tovan také se zastupci akademické obce, s odbornou verejnosti, profesnimi sdruzenimi
a nestatnimi neziskovymi organizacemi.

Pfi zpracovani Koncepce byly zohlednény rovnéz vyuZitelné zkusenosti z provadéni
pfipravy obcant k obrané statu v Madarsku, Polsku, na Slovensku a v Némecku.

PFi vyhodnoceni Koncepce pfipravy obéanil k obrané statu na roky 2013-2018 bylo
konstatovano, Ze vétsina cili stanovenych touto koncepci byla splnéna. Z tohoto pohledu
Ize za pozitivni povaZovat zejména tyto skutecnosti:

e problematika obrany statu byla v roce 2013 zapracovana do ramcovych vzdéla-
vacich programa pro zakladni vzdélavani a zakladni skoly ji od 1. zari 2013 zacaly
vyucovat,

e v zarfi 2014 byla Ministerstvu obrany ze strany Ministerstva Skolstvi, mladeze a té-
lovychovy udélena akreditace k provadéni vzdélavacich programu pro ucely zakona
¢. 563/2004 Sb., o pedagogickych pracovnicich a o0 zméné nékterych zakond; za-
roven byly akreditovany programy dalsiho vzdélavani pedagogickych pracovnikd
pUsobicich na zakladnich a nasledné také na stfednich skolach,

e vramcinovelizace zakona €. 111/1998 Sb., o vysokych Skolach, bylo Gpravou prove-
denou v § 78 odst. 6 zajisténo, Ze v pripadé akreditace studijnich program( zamé-
fenych na pfipravu odbornik( v oblasti bezpe¢nosti Ceské republiky je podminkou
pro udéleni akreditace studijniho programu (respektive pro uskuteénovani studijni-
ho programu na zakladé opravnéni vyplyvajiciho z institucionalni akreditace) klad-
né stanovisko (respektive povoleni) Ministerstva obrany i Ministerstva vnitra,

e byl zaveden systém provadéni prezentaci organizacnich celk(l rezortu Minister-
stva obrany na podporu vzdélavaciho procesu na zékladnich a stfednich sSkolach11
a prezentaci pro Sirokou verejnost,

* na podporu procesu pripravy obcanl k obrané statu byly Ministerstvem obrany
vytvoreny dotacni programy.

Vyhodnocenim Koncepce pfipravy ob¢ant k obrané statu na roky 2013 az 2018 a ob-
jektivni analyzou soucasného stavu provadéni pripravy obcan(l k obrané statu bylo iden-
tifikovano nékolik zasadnich nedostatkd.
zakladnich, ale i stfednich Skolach, neni k vyuce problematiky obrany statu dostatec-
né odborné pripraven, nema dostatek informaci k obsahu vyuky a nedisponuje dopo-
rucenimi ze strany Ministerstva Skolstvi, mladeze a télovychovy k formam a metodam

2 Schvalend usnesenim vlady ze dne 4. Unora 2015 €. 79.
3 Schvalend usnesenim vlady ze dne 13. bfezna 2017 ¢. 194.
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vyuky predmétné problematiky v jednotlivych hodinach. Tato skutec¢nost je umocnovana
neefektivnim systémem pripravy budoucich pedagogickych pracovnik(i v oblasti obrany
statu na pedagogickych fakultach vysokych skol.

V rdmci analyzy soucasného stavu byly déle identifikovany tyto podstatné nedostatky:*

problematika obrany statu je sice v potfebném rozsahu zahrnuta do rdmcovych
vzdélavacich program( pro zakladni vzdélavani, do vyuky je vsak zafazovana spi-
e okrajové, dle Setfeni Ceské kolni inspekce v prosinci 2015 otazky obrany sta-
tu vice nez okrajové vyucovala pouze polovina zakladnich skol a tfetina viceletych
gymnazii,
na zakladnich skolach nejsou dosahovany ocekavané vystupy z uceni — z vybérové-
ho zjistovani vysledkl vzdélavani v bezpeénostnich tématech provedeného Ceskou
Skolni inspekci na jare 2017 vyplyva, ze primérna Uspésnost zaka 9. rocnikl zaklad-
nich skol v odpovédich na testové polozky tematické ¢asti obrana statu dosahuje
pouze 51 %,
stejné jako ostatni bezpecnostni témata, i problematika obrany statu je na zaklad-
nich Skolach vyucovéana roztfisténé v nékolika predmétech, coz potvrzuje i zprava
Ministerstva vnitra o vysledcich podrobné analyzy souc¢asného stavu vyuky vsech
bezpecnostnich témat ve Skolach,
na nékterych zakladnich skolach dochazi k tomu, Ze vychovu a vzdélavani v ob-
lasti obrany statu neprovadi pedagogicky sbor, ale je svéfena jinym subjektim,
napfiklad spolklim, nestatnim neziskovym organizacim, pravnickym a fyzickym
osobam apod., které tak nahrazuiji roli skol, misto toho, aby jejich participace méla
pouze zakonem stanoveny doplrikovy charakter,
Narodni institut pro dalsi vzdélavani a prostrednictvim krajskych vojenskych velitel-
stvi také Ministerstvo obrany provadéji akreditovana skoleni v rdmci dalSiho vzdé-
lavani pedagogickych pracovnikd, Ucast uciteld je vsak nizka, Skoly o tuto aktivitu
neprojevuji zajem (napfriklad do kurzu k problematice pripravy obc¢ant k obrané
statu nebyl podle Setfeni Ceské $kolni inspekce nikdy vyslan zadny uditel z témér
74 % zékladnich a stfednich kol v Ceské republice),
Ministerstvo obrany nema v seznamu recenzentl sestavovaném dle vnitfniho
predpisu Ministerstva Skolstvi, mladeze a télovychovy19 Zadného zastupce; existu-
je tak riziko mozného udéleni schvalovacich doloZek uc¢ebnicim a ucebnim textim
ze strany Ministerstva Skolstvi, mladeZe a télovychovy bez odborného posouzeni
Ministerstvem obrany,
v soucasném pravnim radu nejsou nastaveny mechanizmy pro zajisténi dostate¢né
odborné urovné subjektl podilejicich se na vzdélavani v oblasti pripravy obcanl
k obrané statu na sSkolach a neni tak garantovana pozadovana kvalita a obsah to-
hoto vzdélavani,
spole¢né minimum stanovujici minimalni obsahové standardy pro profilujici ob-
lasti vzdélavani odbornikd v oblasti bezpecnosti na vysokych Skolach jiz neod-
povida soudobym poZadavkim a je Zadouci jej aktualizovat tak, aby vSechny

4 Koncepce pfipravy ob¢and k obrané statu. Praha: MO, 2019.
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Zadosti o akreditaci studijnich programd vysokych skol v oblasti bezpecénosti
byly posuzovany jednotné,

- prezentace organizacnich celkl rezortu Ministerstva obrany na Skolach a na ve-
fejnosti jsou obecné hodnoceny pozitivné, ze strany verejnosti, médii a skol jsou
vsak chybné zaménovany za vyuku, ktera by méla probihat v rémci stanoveného
vzdélavani,

Analyza provadéni pripravy obcanl k obrané statu dale ukazala, Ze vyrazné zastara-
ly také nastroje, prostfednictvim kterych se ve své nabidce stat obraci k obéanim. Vy-
hodnoceni splnéni cild stanovenych Koncepci pfipravy obcand k obrané statu na roky
2013-2018 stejné jako uvedené skutecnosti zjisténé v ramci analyzy soucasného stavu
provadéni pripravy obcanu k obrané statu byly vyuzZity pti zpracovani nové Koncepce na
roky 2019 — 2024.

Z uvedenych skutecnosti byly stanoveny cile nové Koncepce. Koncepce vychazi z insti-
tucionalniho chapani zajistovani obrany a ze zakladniho principu, Ze za pfipravu a zajis-
tovani obrany statu odpovida vlada, pficemz odpovidajici dil odpovédnosti nesou rovnéz
ustredni spravni Urady, spravni Urady, organy izemnich samospravnych celki a také sa-
motni ob¢ané. Za vlastni pfipravu obcan( k obrané statu odpovidaji ministerstva a jiné
spravni Ufady v rozsahu stanoveném pfislusnymi pravnimi predpisy?, pficem? jeji Fizeni
a stanoveni jejiho rozsahu a obsahu je v gesci Ministerstva obrany. V Koncepci je zdud-
raznéna klicova role samotného obcana a nutnost jeho aktivniho, samostatného a zod-
povédného pfistupu k ziskani nezbytnych znalosti a k osvojeni si dovednosti a zplsobu
chovani vyuzitelnych v pfipadé jeho participace na zajistovani obrany statu. Vedle osobni
pfipravenosti obc¢ana k pfipadnému plnéni Ukoll za vojenské krizové situace je v miru
hlavni motivaci ob¢ana také moznost dudlniho vyuziti ziskanych védomosti a dovednosti
v osobnim ¢i profesnim Zivoté nebo v krizové situaci nevojenského charakteru.

Cilem Koncepce je popsat priority, sméry dalsiho vyvoje a cilovy stav systému pfipravy
obcanl k obrané statu z hlediska celospolecenské potieby ve vSech jeho segmentech
v obdobi let 2019 aZ 2024. Kromé definovani cilového stavu obsahuje Koncepce rovnéz
vycet konkrétnich ukoll k zajisténi jeji pribéiné implementace prostrednictvim kom-
plexniho a vzajemné se doplnujiciho pristupu Ustfednich spravnich aradd, spravnich ura-
dU a organl Uzemnich samospravnych celk(l. U kazdého ukolu je stanovena odpovédnost
a uveden c¢asovy ramec jeho plnéni.

Hlavnim cilem koncepce je s vyuZitim rGznych nastroji a postup( navést systém ve-
douci ke zlepseni souc¢asného stavu pripravy obc¢anl k obrané statu provadéné prostred-
nictvim vzdélavani na zakladnich a stfednich Skolach, a to zejména cestou zkvalitnéni pfi-
pravy soucasnych i budoucich pedagogickych pracovnikli na provadéni vyuky predmétné
problematiky. DalSim cilem, ktery Koncepce sleduje, je vytvoreni systému dobrovolné
pfipravy obc¢anl k obrané statu v miru mimo vykon branné povinnosti, véetné provedeni
souvisejicich legislativnich tGprav.

5 Zakon & 222/1999 Sb., o zajistovani obrany Ceské republiky, nebo zakon ¢. 585/2004 Sh., o branné
povinnosti a jejim zajistovani (branny zakon).
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Koncepce dale akcentuje dileZitost vyuzivani modernich informacnich technologii
a prostfedkd komunikace pfi oteviené distanéni i tradi¢ni prezen¢ni formé vzdélavani.

ROLE KRAJSKYCH VOJENSKYCH VELITELSTVi

Krajskd vojenska velitelstvi se na pfipravé obcan(i k obrané statu podileji zejména pl-
nénim funkce koordinacni, metodické, vzdélavaci, prezentacni, informacné-komunikac-
ni, administrativni a kontrolni.

V ramci své teritoriadlni plsobnosti jsou krajska vojenska velitelstvi koordinatorem
dil¢ich aktivit v oblasti pfipravy obcanl k obrané statu, a to jak smérem k vojenskym
utvar(im a zafizenim, tak smérem k orgdndm statni spravy, Gzemni samospravy, skoldm,
vzdéldvacim zafizenim, spolkdm, cirkvim, naboZenskym spole¢nostem a dalSim pravnic-
kym osobam.

Vedle naplfiovani role koordindtora poskytuji krajskd vojenskd velitelstvi pfi pfipra-
vé téchto aktivit rovnéz nezbytnou metodickou pomoc, pfipadné se na jejich praktické
realizaci podileji. Krajska vojenska velitelstvi podporuji pfipravu obcanl k obrané statu
prednaskovou a lektorskou €innosti, pficemz spolupracuji s orgdny statni spravy a sa-
mospravy, se skolami, Skolskymi zatizenimi a jinymi subjekty. V rdmci dalSiho vzdélavani
pedagogickych pracovnikl organizacné a lektorsky zabezpecuji bezplatna akreditovana
Skoleni pro ucitele zakladnich a stfednich skol. Tato Skoleni jsou organizovana v kazdém
kraji nejméné dvakrat ro¢né. Prednaskovou a lektorskou ¢innost na Skolach, ve skolskych
zafizenich a v ramci dalsiho vzdélavani pedagogickych pracovnikll provadi z pedagogic-
kého a odborného hlediska pfipraveny persondl.

ZAVER

Koncepce je soucasti struktury strategickych a koncepcnich dokumentli pro oblast
bezpecnosti a obrany stétu, jez spolecné vytvéareji podminky pro realizaci opatteni k za-
jistovani obrany Ceské republiky. Jeji implementace pfispé&je nejenom ke zvyseni Grovné
pfipravenosti ob¢anu na reseni celého spektra moznych krizovych situaci bez ohledu na
jejich charakter, ale také ke zvy$eni kvality systému zajistovani bezpe¢nosti a obrany Ces-
ké republiky.

Uvedeni Koncepce do praxe je zaloZzeno na promitnuti v ni uvedenych opatfeni do
pravniho fadu Ceské republiky a do koncepénich a planovacich dokumentd jednotlivych
vécné prislusnych ministerstev a orgdnd Uzemni samospravy. DosazZeni popsaného cilo-
vého stavu je predpokladano v roce 2024.

126



Vojenské rozhledy ¢. 3/2019 Priprava obc¢anu k obrané statu
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Clanek se zabyva problematikou vybranych mezinarodnich smluv, ak-
tudlnich dohod a iniciativ mezinarodni spoluprace v oblasti nesifeni ja-
dernych a chemickych zbrani, ve kterych je zastoupena Ceskd republika
prostfednictvim specifickych organt nebo ministerstev. Je zde také ram-
cové popsan pohled a specificky vojensky pfristup. Zapojeni MO a ACR
do struktur NATO umoznuje ovliviiovat strategické rozhodovani v oblasti
OPZHN a tim podporovat soucasné trendy tykajici se forenzni analyzy,
odbéru CBRN vzork(l a reakci na nové trendy v oblasti odstrafiovani na-
sledk( pouZziti ZHN.

The article deals with selected international treaties, current agreements
and international cooperation initiatives in the field of non-proliferation
of nuclear and chemical weapons, in which the Czech Republic is
represented through specific bodies or ministries. There is also a
general description of the view and the specific military approach. The
involvement of the MoD and the Czech Armed Forces in NATO structures
enables to influence the strategic decision-making in the area of CBRN
and thus support the current trends concerning forensic analysis,
sampling of CBRN samples and response to new trends in the field of
WMD elimination.

Kontrolni mechanismus; mezinarodni spoluprace; Nesifeni ZHN; NTP;
odzbrojeni; OPCW; zneschopnéni.

Control Mechanism; International cooperation; Non - proliferation of
WMD; NTP; disarmament; OPCW; disablement.
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uvoD

,CR se zasazuje o prohlubovdni a zefektiviiovdni procesti a mechanismi odzbrojeni,
kontroly zbrojeni a nesifeni zbrani hromadného niceni a jejich nosi¢i. V ndvaznosti na
prijeti nové Strategické koncepce NATO a opatreni smérujicich k posileni ¢lanku 5 Wa-
shingtonské smlouvy aktivné podporuje rozvoj a budovdni uzemni protiraketové obrany
NATO a zkoumd moZnosti konkrétniho zapojeni do tohoto systému. Rozviji schopnosti
brdnit se proti hrozbé chemickych, biologickych, radiologickych a jadernych zbrani hro-
madného niceni. V rdmci sdileni spolecnych rizik a odpovédnosti v NATO pokracuje ve
specializaci svych ozbrojenych sil na oblast ochrany proti zbranim hromadného nic¢eni.“ 1

Lidstvo si jiz od konce prvni svétové valky zac¢alo uvédomovat potifebu omezit ¢i zaka-
zat pouzivani chemickych a biologickych latek pro bojové pouziti v pojeti, jak je uvedeno
v prvni Mezindrodni Umluvé o zédkazu pouziti plynd a bakteriologickych zbrani ve val-
ce nazyvany také jako Zenevsky protokol. Po druhé svétové valce se k jiz zndmym zbra-
nim s hromadnym Gcinkem pridaly zbrané s nejnicivéjSimi ucinky - jaderné zbrané. Pro
tyto zbrané se nadale vZil nazev ,Zbrané hromadného ni¢eni (ZHN).” Tyto zbrané se staly
fenoménem dvacatého stoleti. V dobé studené valky udrzovaly rovnovahu v bipolarnim
rozdéleni svéta na zapadni a vychodni blok.

V devadesatych letech minulého stoleti doslo k rozpadu bipolarniho rozdéleni svéta
a zacala postupna multipolarizace svétového zfizeni. Tim se otevrel prostor pro dalsi ak-
téry (staty a organizace) zasahovat do procesu proliferace ZHN. Pfedevsim snaha nestat-
nich aktérd o ziskani pristupu k technologiim, prekurzoriim i jiz hotovym ZHN ovlivnila
charakter celosvétové politiky proti siteni ZHN. Z hlediska Sifeni ZHN jsou nejrizikovéjsimi
oblastmi Blizky a Stiedni vychod a jizni a vychodni Asie. Siteni ZHN je usnadnéno rostouci
dostupnosti znalosti a poznatkd, technologii, materialt dvojiho uZiti a mobilitou védc(.2

Z pohledu mezinarodniho spolecenstvi je problematika nesifeni ZHN chapana jako
jedna z vyznamnych oblasti potfebna k zachovani ekonomické prosperity a politické sta-
bility v globalnim kontextu. Omezeni zbrojeni a vSestranné odzbrojeni povaZzuje OSN od
svého vzniku za stéZejni predpoklad zachovani miru a bezpecnosti ve svété. Pristoupeni
a prosazovani Umluv a iniciativ v této oblasti vedlo ke snizeni napéti v dobé bipolarniho
rozloZeni svéta a prispélo ke konci studené valky. Mirné sniZzeni napéti v devadesatych
letech vystfidal opétovny narlist bezpe&nostnich rizik v oblasti $iteni ZHN. Ceska republi-
ka pristoupila k plnéni téchto imluv a dohod a implementovala tyto smlouvy do zakonu
a narizeni, které zabezpecuji pravni rdmec pro kontrolu a hospodareni s timto nebezpec-
nym materialem.

1 Kolektiv autori pod vedenim Ministerstva zahranicnich véci CR. BezpeCnostni strategie Ceské republiky
2015. 1. Praha: Ministerstvo zahranicnich véci Ceské republiky, 2015. Cl. 60. [cit. 2019-03-14] Dostupné
z: https://www.vlada.cz/assets/ppov/brs/dokumenty/bezpecnostni-strategie-2015.pdf

2 SOUKENIK, Petr. Politika proti proliferaci v Ceské republice: Umisténi v bezpe¢nostnim systému a jeji
aktéri. Brno, 2009. Bakalarska prace. FSS MU. Vedouci prace doc. JUDr. PhDr. Miroslav Mares, Ph.D.

129



Vojenské rozhledy ¢. 3/2019 Nékteré nastroje bezpecnostni politiky

V CR je zakonem €. 38/1994 Sb. zakazan obchod se zbranémi jadernymi, chemickymi
a biologickymi, stejné jako s nosi¢i schopnymi nést takové zbrané.? Pfimo souvisejici pro-
blematikou je kontrola vyvozu poloZek dvojiho uzZiti, ktera je soucasti prace mezinarod-
nich kontrolnich rezima.

CR respektuje veskerd zbrojni embarga vyhladgend Organizaci spojenych narod( (OSN),
Evropskou unii (EU) a Organizaci pro bezpecnost a spolupraci v Evropé (OBSE). Zaroven
se aktivné podili na jejich formulaci a aktualizaci v ramci mezinarodnich organizaci. Jako
nejadernd zemé, Clensky stat OSN, EU, OBSE a NATO podporuje v ramci svych moZnos-
ti usili mezinarodniho spolecenstvi o dosaZzeni pokroku v feseni odzbrojovacich otazek
s kone¢nym cilem, kterym je jaderné a vSeobecné odzbrojeni za u¢inné mezinarodni
kontroly.

MEZINARODNIi SPOLUPRACE V OBLASTI ZAMEZENI

PROLIFERACE ZHN

1.1 Pojem proliferace

Proliferaci rozumime Sifeni ZHN a jejich nosi¢li a mezinarodné kontrolovanych
poloZek. Pojem ,,proliferace”, spravnéji ,non-proliferace” predstavuje sledovani aktivit
orientovanych na ziskani strategickych materidld, zafizeni, jednotlivych komponentd,
technologii a know-how, pouZitelnych k vyvoji a vyrobé ZHN (jadernych, chemickych,
biologickych a radiologickych), v€etné jejich nosi¢l, a obranu proti témto aktivitam.
V této oblasti jsou sledovany i tzv. polozky dvojiho uZiti, tj. zboZi a technologie, které jsou
vyrabény primarné pro civilni pouZziti, ale mohou byt, vzhledem ke svému charakteru
a vlastnostem, zneuZzity zejména k vyrobé ZHN a jejich nosi¢l pro pfipadné vojenské
ucely. Ucelem kontroly vyvozu zbo?i a technologii dvojiho uZiti je zajistit, aby se toto
zbozi a tyto technologie nedostaly do stat(, které by je mohly vyuzit v programech sifeni
ZHN nebo k organizacim, které by je mohly pouZit pro teroristické nebo vojenské ucely.

3, Pfedmétem obchodu s vojenskym materidlem nesmi byt zbrané hromadného niceni, kterymi se rozumi
jaderné, chemické a biologické zbrané.” § 4 zakona ¢. 38/1994 Sh. o zahrani¢nim obchodu s vojenskym
materidlem.

4 BIS. [on line]. [cit. 1. 4. 2019]. Dostupné z: https://www.bis.cz/vojensky-material-a-proliferace/

130



Vojenské rozhledy ¢. 3/2019 Nékteré nastroje bezpecnostni politiky

1.2 Pojem zbrané hromadného niceni

Zbranémi hromadného niceni oznacujeme takové zbrané, jejichz hlavnim ukolem
je usmrtit velké mnoiZstvi civilnich i vojenskych osob, zpUsobit velké ztraty na majetku
a vétsinou zneschopnit velkou ¢ast Gzemi. Casto byvaji oznacovany jako nekonvenéni
zbrané. Rozdéluji se na jaderné, chemické, biologické a radiologické zbrané.? Jind de-
finice je uvedena v nazvoslovné normé CHV (NN 300101), kterd u pojmu zbrané hro-
madného ni¢eni uvadi: ,,souhrnny vyraz pro jaderné zbrané, chemické, biologické zbrané
a radiologické zbrané. Jejich pouZiti zplsobuje masové ztraty osob, zni¢eni materialu
a rozsahlé skody v infrastruktufe.”®

a) Jaderné zbrané (J2)

Jsou bojové prostredky vyuZivajici nuklearni nebo termonuklearni reakce. Rozlisuji se
na jaderné zbrané se snizenym podilem radioaktivity a jaderné zbrané se zvySenym podi-
lem radioaktivity.? Jsou ,,skuteénymi“ zbranémi hromadného ni¢eni, a to kombinaci velké
destruktivni sily pfi samotné explozi a nasledného radioaktivniho zamoreni oblasti, elek-
tromagnetického impulsu a tlakové viny. V soucasné dobé plati Smlouva o vSeobecném
zakazu jadernych zkousek. Smlouva je logickym doplrikem Smlouvy o zdkazu zkousek JZ
v atmosfére, kosmickém prostoru a pod vodou z r. 1963, kterd ponechavala jako jedinou
moznost provadeéni jadernych vybuchl v podzemi. Navazuje na dalsi vyznamny doku-
ment v této oblasti - Smlouvu o nesifeni JZ z roku 1968 - tim, Ze zabranuje nejadernym
statlm, které by se pripadné rozhodly vyrobit vlastni JZ, tyto zbrané vyzkouset a ovéfit,
jadernym statim pak jejich arzendly dale vyvijet a zdokonalovat.

b) Chemické zbrané

Je to chemicka munice, nebo specidlni zatizeni plnéna bojovymi chemickymi latka-
mi nebo jejich prekurzory,® které mohou byt vzhledem ke svym toxickym vlastnostem
a pouZitému mnoizstvi vyuzity jako prostfedky k vedeni bojové ¢innosti. Mezi chemické
zbrané patfi:

* munice a dalsi prostfedky uréené k usmrceni nebo zplsobeni Ujmy na zdravi ¢lo-

véka nebo zvitete, k poskozeni rostlin nebo ekosystémd, nastavaji-li tyto Gcinky
v disledku toxickych vlastnosti toxickych chemickych latek, které se z nich uvolfiuji;

o jakékoli zafizeni zvlast uréené k pouZiti uvedené munice a dalSich prostfedk(.?

Jinymi slovy - jsou to bojové prostredky vyuZivajici toxické nebo chemické latky za
ucelem zabiti, zranéni nebo paralyzace protivnika. Druhli chemickych zbrani je velké

5 MIKA, Otakar, POLIVKA, Lubomir a SABOL, Jozef. Zbrané hromadného niceni a ochrana proti jejich
GcinkGm. Praha: Policejni akademie Ceské republiky v Praze, 2009. str. 154. ISBN 978-80-7251-302-4

NN 30 0101. Chemické vojsko. Nazvoslovna norma. 3. vyd. Praha: Ministerstvo obrany, 2009. 222 s.
Ref. 6.

Umluva o zakazu se tyka i prekurzord

Ref. 6

0 W N O
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mnozstvi, stejné tak existuje rada zplsob a prostredkd jak zasahnout pripadny cil — roz-
prasovanim, pomoci povétrnostni situace (vitr, dést), ale nejéastéji se pouzivd munice
s chemickou naplni. Pfikladem pouZiti je raketa (stfela, napt. typu Scud), ktera nese hla-
vici s chemickou néplni. Vzhledem k velkému rozvoji chemického priimyslu bylo vyvinuto
velké mnozstvi latek, které Ize vojensky vyuZit. Jak vyplyva z vyroénich dokument( orga-
nizace OPCW10 dochazi k likvidaci zadsob téchto latek dle pfedem stanovenych dohod.
Pres veskerou snahu stale dochazi k incidentiim s pouzitim chemickych zbrani. Prikladem
je i soucasny konflikt v Syrii, kde obé strany byly obvinény z pouZiti bojovych otravnych
latek v letech 201311 nebo poufZiti toxické latky dne 7. dubna 2018 obsahujici reakce-
schopny, pravdépodobné molekularni chlér. K tomuto zavéru vysetrovatelé dospéli po-
moci poznatkd ziskanych pfimo v misté, svédeckych vypovédi, analyzy odebranych vzor-
kG a konzultaci s experty napt. na balistiku a mechaniku.12

Toxické latky z kategorie bojovych chemickych a vojensky vyznamnych priimyslovych
chemickych latek mohou byt i zneuZity k destabilizaci mezinarodnich vztah(. Typickym
pfipadem zneuZiti schopnosti bojové chemické latky je pripad dvojitého agenta Sergeje
Skripala a jeho dcery. Z pouZiti nervové paralytické bojové chemické latky 4. generace
(Novicok), majici nékteré fyzikalni a toxické charakteristiky podobné latce VX ve méstech
Salisbury a Amesbury v roce 2018 byli obvinéni agenti ruské zpravodajské sluzby. Jedna
se 0 novou situaci, kterd vyzaduje i odpovidajici reakci mezinarodniho spolecenstvi. Ani
v Ceské republice, jednom z 29 ¢lenskych statd NATO, nejsou pro pfiméfenou reakci na
tuto situaci dosud vytvoreny pIné fungujici technické a taktické procedury. Proto je nutné
pripravit vojenské doporuceni k budovani nezbytnych schopnosti, kde hraje rozhodujici
roli NATO JCBRN CDG.13 K tomu je nutné vybudovat audit schopnosti NATO vyuZitelnych
pro eliminaci utok( s pouZitim Novicoku a pripravit navrh na vystavbu dalSich alianc¢nich
k tomu potrebnych schopnosti. V ramci International Military Staff NATO by mélo dojit
k vypracovani pocatecniho hodnoceni a doporuceni pro Alianci k operacionalizaci zkuse-
nosti z Utokd ve Velké Britanii.14

10 QOrganisation for the Prohibition of Chemical Weapons

11 ARMBRUSTER, Ben; BROWN, Hayes. How We Got There: A Timeline of the Chemical Weapons Saga.
THINKPROGRESS[online].CenterforAmericanProgressFund, publikovdno28.8.2013]cit.1.4.2019].Dostupné
z: http://thinkprogress.org/security/2013/08/28/2539341/syria-chemical-weapons-saga/

12 Zprava OPCW konstatuje, Ze informace nashromdidéné béhem uplynulych mésich poskytuji
divodny zéklad pro konstatovani, Ze v syrském DUima dosSlo 7. dubna 2018 k chemickému Utoku
toxickou latkou. Vysetfovatelé neméli mandat, kdo je za utok zodpovédny, tuto pravomoc bude
Secretariat. Report of the fact-finding mission regarding the incident of alleged use of toxic chemicals
as a weapon on Douma, Syrian Arab Republic, ond 7 April 2018. 106s. [cit. 1. 4. 2019]. Dostupné z:
https://www.opcw.org/sites/default/files/documents/2019/03/s-1731-2019%28e%29.pdf

13 JCBRN Defence COE. [cit. 1. 4. 2019]. Dostupné z: https://www.jcbrncoe.cz/index.php/events-67/
main-events-2018/454-joint-chemical-biological-radiological-nuclear-defence-
capability-development-group-spring-2018-meeting

14 5D CR. Denni souhrn zdznam( jednani SD CR pfi NATO ze dne 11. 3. 2019. Dostupné z: SIS
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c¢) Radiologické zbrané

Jsou zbrané, které vyuZivaji Skodlivé ucinky ionizujiciho zareni. Pfi vybuchu nepro-
biha jadernd reakce, dojde pouze k rozmetani radionuklidi do prostoru.!> Mohou se
vyskytovat dva druhy zafizeni. Radiologické disperzni zafizeni (RDZ) mohou Sifit nebo
rozptylit radioaktivni latky (material), za Gcelem vytvofit radioaktivni kontaminaci, ktera
by mohla zamezit nebo sniZit vojenské operace. Radiologické expozi¢ni zafizeni (RED)
jejich uéelem je kontaminovat lokalizovanou oblast osoby v jejich okoli.1é Dalsi moZné
ohrozeni muize pochazet z radioaktivnich material( uvolnénych primyslovou cinnosti
nebo z pouZité munice. Z vojenského hlediska jsou tyto zbrané malo uc¢inné a v arzena-
lech armad se nevyskytuji. V pripadé radiologického materialu miZeme hovofit o zne-
uziti tohoto materidlu pro vyrobu tzv. Spinavé bomby, kdy je sestrojeno kombinované
improvizované vybusné zatizeni slozené z vybusniny a radiologického materialu, ktery je
vybuchem rozmetan po okoli. Efekt téchto ,zbrani“ je spiSe v psychologickém pusobeni
na obyvatelstvo, nez ve vlastnim kontaminovani terénu, ¢i osob. Presto nelze zcela toto
nebezpedi ignorovat.

PRISTUPY MEZINARODNIHO SPOLECENSTVI

Je nespornym a Casto zmifiovanym faktem, Ze Sifeni zbrani hromadného niceni a jejich
nosicl je nejvétsi globalni bezpecnostni hrozbou zejména v souvislosti s nardstajicim me-
zinarodnim terorizmem, a to jak skupinového, tak i individualniho charakteru. VSeobecné
panuje vzdjemna shoda v ramci mezinarodniho spolecenstvi k této problematice, presto
jsou tu zde dvé hlavni myslenkové koncepce kooperativni bezpecnostni pfistup podporova-
ny OSN a kontra proliferacni (nesiteni) prosazovany zejména administrativou USA.

2.1 Kooperativni bezpecnostni pfistup

Je princip zaloZeny na pravnim rezimu, spolu se zavaznymi mnohostrannymi dohoda-
mi a verifikacnimi mechanizmy je povaZovan za nejlepsi cestu k miru a stabilité. Stabilita
a predvidatelnost v mezinarodnich vztazich je primarni cil suverénniho statu. Koopera-
tivni Skola mysleni vychazi z toho, Ze staty a nestatni aktéfi mohou usilovat o ZHN z d-
vodu prestiZe a postaveni za Ucelem postavit svét pred skute¢nost, Ze nyni musi s témito
aktéry jednat (KLDR, Irdn). Soucasné uznava, Ze snaha o ziskani ZHN mdzZe vyustit do ne-
zakonného ozbrojovani. Pfesto jsou stoupenci této strategie presvédceni, Ze staty budou
hledat vétsi relativni bezpecnost prostfednictvim vzajemnych zavazk( k omezeni svych
vojenskych kapacit.

15 Ref. 6
16 Ref.6
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V pripadé otazky Sifeni ZHN a jejich nosicll je nezbytné vyvijet iniciativy jak ze strany
téch, ktefi maji k dispozici prislusné technologie, tak téch ktefi o ziskani téchto techno-
logii usiluji. Aktivity vlastnikd technologii zahrnuji horizontalni neproliferacni opatreni,
jako jsou vyvozni kontroly, stejné tak jako vertikalni odzbrojeni ze strany statl vlastnici
ZHN. Aktivity statl touZicich po technologiich by mély vést ke zmirnéni zakladnich pfi-
¢in vzniku pozadavku na ziskani prislusnych technologii, a to prostfednictvim zajisténi
bezpeclnosti, rozvoje, spravedinosti a nestrannych iniciativ viac¢i nim. Velmoci by se mély
vyvarovat takovych akci, které by podporovaly Usili odbératelskych statli o ziskani ZHN.
Napriklad se jedna o pokusy zachovat a udrZet zasoby ZHN, coZ by mohlo prispét ke
zvyseni Sifeni ze strany slabsich odbératelskych statd, které by se citily témito arzenaly
ohrozovany.

2.2 Kontra proliferacni strategie

Tato myslenka byla prvné formulovana byvalym ministrem obrany Les Aspinem za
volebniho obdobi amerického prezidenta Bila Clintona. Pivodné byl tento pfistup ozna-
¢en za doplnujici aktivitu iniciativdam zaloZenym na globalnich neproliferacnich rezimech.
Avsak v soucasné dobé se koncepce nesiteni témér vyluéné zamérila na kontra prolife-
racni politickou linii vychazejici z obecného zavéru, Ze kontrolné zbrojni a odzbrojovaci
rezimy malo prispivaji mezinarodnimu miru a bezpecnosti. Kontra proliferacni strategie
vychazi ze selektivniho multilateralismu USA, jejich pratelé a spojenci budou pruzné po-
uzivat smeés dodavatelskych vyvoznich kontrol, odstraseni, natlakové diplomacie global-
ni vojenské nadrazenosti a preventivniho ¢i spiSe preemptivniho pouZiti vojenské sily.
Vztahy USA jsou Siroce definovany v terminech formalnich nebo neformalnich alianci
a bezpecnostniho porozuméni s prateli, ktefi dostavaji preferencni americkou pomoc.

Hlavni aspekty kontra proliferacniho pristupu USA k hrozbam pouZiti ZHN spocivaji
v odhodlani:

e vyvinout aktivni usili k identifikaci proliferacni hrozby, které pfimo ohrozuji ame-
rické zajmy a narodni bezpecnost, necekat a nedovolit aby se samy identifikovaly;

e jednat za ucelem neutralizace identifikovanych hrozeb a v pripadé potreby
i s pouZitim preemptivnich vojenskych uder(;

¢ na obranu americkych zajm( a narodni bezpecénosti v pripadé potreby jednostran-
né zasahnout proti proliferacnim hrozbam;

e udrZovat otevrené vSechny volby ve vztahu ke zniceni kapacit ZHN protivnika, vcet-
né pouziti a vyvoje novych jadernych zbrani. Pro tento ucel si ponechat otevienou
volbu pro prvni pouZiti JZ i proti statim, které JZ nevlastni;

* ve zvySené mife nadale spoléhat na normativni zasadu predbéiné sebeobrany, kte-
rd vznikla v dusledku teroristického Utoku z 11. 9. 2001 a na zakladé méniciho se
zpUsobu analyzy hrozeb.

V soucasné dobé néktefi politi¢ti analytici navrhuji variantu treti koncepce, ¢i stra-
tegie stredni cesty mezi kooperativni a kontra proliferacni Skolou mysleni. Avsak 7zadna
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takova koncepce nebyla jesté definovana takovym zplsobem, ktery by umoznil provést
jeji srovnavaci analyzu.l?

VYBRANE MEZINARODNIi SMLOUVY A INICIATIVY

Efektivni nastroj pro proliferaci ZHN jsou mezinarodni Umluvy a iniciativy v oblasti
nesiteni ZHN. Také Ceska republika k nim v pribéhu let pristoupila a na zakladé téchto
dohod upravila vlastni ndrodni legislativu.

3.1 SMLOUVA O NESIiRENi, ODZBROJENi A MiROVEM VYUZITi

JADERNE ENERGIE

Riziko proliferace jadernych zbrani je stdle aktudlni, proto zlistdvd zédkladnim doku-
mentem eliminace tohoto jevu Smlouva o nesifeni jadernych zbrani , Treaty on Non-Pro-
liferation of Nuclear Weapons — NPT.“18 Tento svétovy rezim nesifeni je zcela nezbytny
pro postupné jaderné odzbrojovani.

Byvalé Ceskoslovensko se stalo signatafem Smlouvy o nesiteni jadernych zbrani v roce
1968 a ratifikovalo ji o rok pozdéji. Po rozpadu federace ke smlouvé pfistoupila CR a pre-
vzala ve$keré zavazky z ni vyplyvajici. CR podporuje realizaci viech ¢lankd této smlouvy,
vcetné jejiho ¢l. VI vyzyvajiciho k uzavfeni smlouvy o vieobecném a Uplném jaderném
odzbrojeni za prisné a efektivni mezinarodni kontroly. Z tohoto hlediska CR, jako nastup-
nicky stat hlasovala na klicovych zasedanich Valného shroméazdéni OSN v devadesatych
letech ve prospéch rezoluci OSN jako ,Jaderné odzbrojeni z hlediska UGplné eliminace
jadernych zbrani“ a ,Bilateralni jednani o jadernych zbranich a jaderné odzbrojeni“. Zmi-
néné rezoluce mj. vyzyvaji jaderné staty ke snizovani jadernych zbrani az k dplnému ja-
dernému odzbrojeni a vSechny staty k jadernému odzbrojeni pod pfisnou mezinarodni
kontrolou. Zaroveri CR uznava, 7e jaderné odzbrojeni je slozity a dlouhodoby proces,
ktery nesmi ohrozit bezpe¢nostni rovnovahu ve svété a vytvaret nova rizika.

17 TUMA, Miroslav. Nedifeni zbrani hromadného niceni v kontextu aktudlnich otazek mezindrodni
bezpecnosti a boje proti terorismu. 1. vydani. Brno: Ustav strategickych studii Univerzity obrany, 2004.
ISBN 80-85960-90-7.

18 UNODA. Treaty on the Non-Proliferation of Nuclear Weapons (NPT). [cit. 1. 4. 2019]. Dostupné z:
https://www.un.org/disarmament/wmd/nuclear/npt/text
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3.2 Umluva o zdkazu vyvoje, vyroby, hromadéni zasob a pouzivani
chemickych zbrani

Umluva o zékazu vyvoje, vyroby, hromadéni zasob a pouziti chemickych zbrani a je-
jich znieni, zkracené Umluva o zdkazu chemickych zbrani byla pfijata 13. ledna 1993
a vstoupila v platnost po ratifikaci 65 smluvnimi staty dne 29. dubna 1997. Hlavnimi cili
Umluvy (Convention on the Prohibition of the Development, Production, Stockpiling and
Use of Chemical Weapons and on Their Destruction - CWC)?? jsou likvidace chemickych
zbrani, kontrola dodrZovani zakazu chemickych zbrani, pomoc a ochrana proti chemic-
kym zbranim a mezinarodni spoluprace v hlavnich oblastech pGsobnosti Umluvy. Umluva
ma 188 smluvnich stat( a 2 staty-signatare, které ji jesté neratifikovaly (Izrael, Barma/
Myanmar). Pét zemi Umluvu nepodepsalo (Angola, Egypt, KLDR, Somalsko, Syrie).

CR podepsala Umluvu dne 14. ledna 1993, dne 6. biezna 1996 ji ratifikovala a plné
zajistuje své zavazky vyplyvajici z Umluvy. Naplfiovani Umluvy je diisledné realizovano na
zakladé pravniho a institucionalniho ramce. Narodnim Gradem a gestorem pro provadé-
ni Umluvy v CR je Statni Gfad pro jadernou bezpecnost (SUJB).

Na zakladé Umluvy vznikla v kvétnu 1997 Organizace pro zdkaz chemickych zbra-
ni (OPCW) se sidlem v Haagu. Ma tfi hlavni organy - Konferenci smluvnich statt (sloZzenou
ze vSech smluvnich stat(, zasedani se kond jednou ro¢né), Vykonnou radu (sloZzenou ze
41 statd, ma 4 pravidelnd zasedani ro¢né, mizZe se schazet k mimoradnym zasedanim
podle potreby) a Technicky sekretariat.

CR pat¥i mezi zakladajici ¢leny OPCW, vestranné podporuje jeji poslani a aktivné se
na ¢innosti OPCW podili. V letech 1998-2000, 2003-2005, 2007-2009 a 2012-2014 byla
¢lenem Vykonné rady OPCW. CR prosazuje dosaZeni univerzality Umluvy, d@slednou re-
alizaci ustanoveni Umluvy v narodnich legislativnich systémech smluvnich stran, sjedno-
ceni pravidel a technickych naleZitosti pro hlaseni (deklarace) o exportu, importu a vy-
robé chemickych latek a zvysovani efektivity ¢innosti OPCW, véetné Gcinnosti a kvality
inspekei. CR spolupracuje s OPCW v oblasti $koleni, kurs@i a seminafd. Vyznamnymi pro
rozvoj a Uroveri spoluprace CR s OPCW i z hlediska pravni Gpravy se staly Dohoda mezi
CR a OPCW o inspekcich na misté v objektu pro ochranné téely seznamu 1 chemickych
latek, ktera byla podepséana 15. 6. 2011 v Haagu a vstoupila v platnost dnem 13. Uno-
ra 2012, a Dohoda mezi CR a OPCW o vysadéach a imunitdch, podepsana rovné? 15. éerv-
na 2011, kterd vstoupila v platnost dnem 1. kvétna 2012.20

19 OPCW. Convention on the Prohibition of the Development, Production, Stockpiling and
Use of Chemical Weapons and on Their Destruction - CWC. [cit. 1. 4. 2019]. Dostupné z:
https://www.opcw.org/chemical-weapons-convention.

20 MzV CR. Chemické zbrané. [cit. 1. 4. 2019]. Dostupné z:
https://www.mzv.cz/jnp/cz/zahranicni_vztahy/bezpecnostni_politika/cr_a_odzbrojeni/zbrane
_hromadneho_niceni/chemicke_zbrane/index.html.

136



Vojenské rozhledy ¢. 3/2019 Nékteré nastroje bezpecnostni politiky

q EVROPSKA UNIE A NESIRENi ZHN

Problematika nesifeni ZHN a postoje EU k této problematice jsou zakotveny v druhém
pilifi, ktery zahrnuje spole¢nou zahraniéni a bezpeénostni politiku (SZBP). Tato politika se
neustale vyviji a reaguje na vyvoj evropské i mezinarodni situace. SZBP se tyka oblasti,
ktera je povazovana tradi¢né za duleZitou soucast suverenity statl. To je jeden z dGvodq,
proc integrace v této oblasti postupuje pomaleji a rozviji se na bazi mezivladni spolu-
prace, ktera vyZzaduje souhlasny pristup vSech zlGc¢astnénych stat( a nevede k vytvareni
nadstatnich organ( a instituci. Rozhodujici tlohu pfi jeji formulaci a uskutec¢novani maji
¢lenské staty, organy Unie pini v podstaté roli vykonavatele politiky dohodnuté ¢lenskymi
staty.

Dohoda o SZBP v ramci EU neznameng, Ze by se ¢lenské staty vzdavaly prava provadét
vlastni zahrani¢ni politiku. Zavazuji se vsak, Ze ve své politice budou pfihlizet k spole¢né
dohodnutym pfristuplim a postuplm v ramci Unie. To jim umozZiiuje na mezinarodnich
férech mluvit jednim hlasem, pokud si to preji. Mohou jednat spolecné a vyuzivat k tomu
ekonomického, politického a obranného potencialu svych zemi i potencionalu Unie. Vy-
hody spole¢ného postupu jsou v tom, Ze spolecné lze lépe a Gcinnéji celit novym hroz-
bam, jako je sSiteni ZHN, ilegaini obchod se zbranémi a jadernymi materidly, fundamen-
talismus a extremismus.21 V roce 2008 pfijala Rada ministr( zahraniéi élenskych stat EU
Spoleény postoj 2008/944/SZBP,22 kterym se stanovi spoleénd pravidla pro kontrolu vy-
vozu vojenskych technologii a vojenského materialu. Tento dokument obsahuje ve svém
druhém ¢lanku osm kritérii, podle kterych je v ¢lenskych statech hodnocen kazdy vyvoz
zbrani. Jedna se o kritéria, které v roce 1998 prijaly staty EU jako politicky zavazny Kodex
chovani EU pti vyvozu zbrani.23 Ceska republika jiz béhem roku 2009 implementovala
principy Spoleéného postoje 2008/944/SZBP24 a zohlednila je pfi novelizaci své narodni
legislativy.

Rozhodnutim Rady EU SZBP zfidila v ¢ervenci 2010 ,,Evropskou sit nezavislych expert(
pro nesifeni jadernych zbrani na podporu provadéni strategie Evropské unie proti Sifeni
ZHN“. Konsorcium EU pro nesifeni jadernych zbrani je sit, ktera sdruzuje instituce zahra-
ni¢ni politiky a vyzkumna strediska z celé EU s cilem podpofrit dialog tykajici se bezpec-
nosti a dlouhodobou diskusi o opatrenich pro boj proti Siteni ZHN a jejich nosi¢d. Mandat
konsorcia a expertni sité se neomezuje pouze na otazky tykajici se zbrani hromadné-
ho niceni, ale zahrnuje také konvencni zbrané, véetné rucnich palnych a lehkych zbra-
ni (SALW). Konsorcium porada a organizuje zasedani odbornikl, vyznamné kazdoroc-
ni mezinarodni konference, ad hoc seminare, a vytvari a rozviji specializované webové
stranky a odborné publikace. Konsorcium také nabizi vzdélavaci aktivity, jako napfiklad

21 Ref. 17, str. 58-59

22 EU. Spolecny postoj rady 2008/944/SZBP. [cit. 1. 4. 2019]. Dostupné z: https://eur-lex.europa.eu/lega
|-content/CS/TXT/PDF/?uri=CELEX:32008E0944&from=EN

23 EU Code of Conduct on Arms Exports. VZity ¢esky pfeklad neodpovida pfesné vyznamu, nebot Kodex
pokryva nejen oblast zbrani, ale celou oblast vojenského materidlu.

24 Rada ¢lenskych statd (napFiklad Némecko) zavedla do své legislativy jiz dive kritéria Kodexu chovani EU
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e-lerningové kurzy. V neposledni radé na Zadost EU zpracovdva Konsorcium expertizy
v oblasti proliferace pomoci vytvorené informacni linky. Od roku 2018 je Konsorcium
odpovédné i za organizaci vycviku v oblasti proliferaéniho povédomi.25

4.1 Legislativa Ceské republiky

StéZejnim zdkonem v oblasti jaderné bezpecnosti je zakon €. 263/2016 Sb. Atomovy
zakon. Tento zakon zapracovava prislusné predpisy Evropského spolecenstvi pro atomo-
vou energii (Euratom) a Evropské unie, zaroven navazuje na pfimo pouzitelné predpisy
Euratomu a Evropské unie a upravuje podminky mirového vyuZivani jaderné energie,
podminky vykondvani c¢innosti v ramci expozicnich situaci, nakladani s radioaktivnim
odpadem a vyhorelym jadernym palivem, schvalovani typu nékterych vyrobkd v oblasti
mirového vyuzivani jaderné energie a ionizujiciho zareni a podminky prepravy radioak-
tivni nebo stépné latky, radioaktivniho odpadu nebo vyhorelého jaderného paliva, moni-
torovani radiacni situace, zvladani radiacni mimoradné udalosti, podminky zabezpeceni
jaderného zafizeni, jaderného materialu a zdroje ionizujiciho zareni, pozadavky k zajis-
téni nesiteni jadernych zbrani a vykon statni spravy v oblasti mirového vyuZivani jaderné
energie a ionizujiciho zafeni. Dal$im zakonem je Zakon ¢. 255/2012 Sb., o kontrole (kon-
trolni rad).

Oblast chemickych zbrani je v éeské legislativé zakotvena v zakoné ¢&. 19/1997 Sb.,
ktery aplikuje ustanoveni Umluvy o zdkazu vyvoje, vyroby, hromadéni zasob a pouziti
chemickych zbrani a o jejich zni¢eni do pravnich podminek CR, zakazuje vyvoj, vyrobu
a dovoz chemickych zbrani, stanovuje podminky udélovani licenci pro nakladani s vysoce
nebezpecnymi latkami, stanovi povinnosti pfi nalezu chemickych zbrani a vysoce nebez-
pecnych latek, ohlasovani stanovenych latek, jejich evidenci a stanovuje druhy sankci za
poruseni zdkona.26

4.2 Civilné - politicky aspekt

Ceska republika jako signatar smluv a iniciativ pro nesifeni ZHN a zérovef aktivni ¢len
Aliance v oblasti OPZHN (CBRN) pfistupuje k ukolu non-proliferace ZHN velmi aktivné
a odpovédné. Problematikou se zabyva Ministerstvo zahranicnich véci jako garant za-
hrani¢ni a bezpecnostni polity statu. Pokud chapeme non-proliferaci ZHN jako politicky
nastroj pro dosaZeni stanoveného cile pomoci dodrzovani smluv a ujednani, jsou v CR
parametry nastaveny dle vSech standardd. Na ministerstvu zahranic¢nich véci se tou-
to problematikou zabyva Odbor bezpecénostni politiky. Odbor odpovida komplexné za

25 EU. [online]. [cit. 1. 4. 2019]. Dostupné z:
https://www.nonproliferation.eu/thematics/european-union-policies/

26 SUJB. [cit. 1. 4. 2019]. Dostupné z: https://www.sujb.cz/nesireni-jadernych-zbrani/.

138



Vojenské rozhledy ¢. 3/2019 Nékteré nastroje bezpecnostni politiky

vztahy s NATO. Odborné fidi Stalou delegaci CR pfi NATO. Odpovida za zapojeni CR spo-
le¢né bezpecnostni a obranné politiky EU, odpovida za koordinaci stanovisek k vojen-
skym aspektlim CSDP s MO a v neposledni fadé zaji$tuje Gcast CR v procesu kontroly
zbrani jak konvencnich tak ZHN a jejich nosica.

Hlavnim kontrolnim organem pro vymahani a dodrzovani smluv o nesifeni ZHN je
SUJB, ktery pro zabezpeéeni své zakonné povinnosti vytvofil Odbor pro kontrolu nesiteni
ZHN, ktery se dal déli na oddéleni pro kontrolu nesifeni jadernych zbrani a oddéleni pro
kontrolu zdkazu chemickych a biologickych zbrani.?’

5 PRISTUP NATO K PROBLEMATICE NESIRENi ZHN

Zakladnim poslanim NATO je ochrana svobody a bezpecnosti vsech jeho ¢len( poli-
tickymi i vojenskymi prostredky v souladu se zasadami Charty OSN. Od samého pocatku
své existence pracuje Aliance na vytvoreni spravedlivého a trvalého mirového poradku
v Evropé, zaloZeného na spole¢nych hodnotach demokracie, lidskych prav a pravniho
statu. Tento uUstfedni cil Aliance znovu nabyl na vyznamu po skonceni studené valky,
nebot vyhlidka na jeho dosaZeni se poprvé v povalecnych déjinach Evropy jevi redlnou.

K dosazeni tohoto cile se Aliance zabyva i problematikou nesifeni ZHN. Tato proble-
matika je zakotvena ve Strategickém konceptu z roku 2010 nazvaném , Strategic Concept
for the Defence and Security of the Members of the North Atlantic Treaty Organizati-
on.”?8\/ tomto dokumentu se vymezuje k problematice nesifeni takto: Kontrola zbrojeni,
odzbrojeni a nesiteni prispivaji k miru, bezpecnosti a stabilité a méla by zajistit bezpedi
pro vSechny ¢leny Aliance. Budeme i nadale hrat svou roli pfi posilovani kontroly zbrojeni
a pfi podpore odzbrojeni jak konvencnich zbrani, tak zbrani hromadného niceni, jakoz
i Usili o nesiteni zbrani hromadného niceni. Nadale bude Aliance zkoumat zpUsoby, ja-
kym politické prostredky a vojenské schopnosti prispéji k mezinarodnimu Usili v boji proti
Siteni zbrani vCetné ZHN.

StéZzejnim dokumentem v této oblasti je Komplexni strategickd politika NATO pro
predchazeni Sifeni zbrani hromadného niceni a obrané pred ohroZenimi chemickymi,
biologickymi, radiologickymi a nuklearnimi (CBRN) z roku 2009, kde hlavni myslenkou
je teze, Ze pri ndleZitém respektovani hlavniho vojenského poslani Aliance bude NATO
aktivné usilovat o zabranéni Sifeni zbrani hromadného niceni ze strany statnich a ne-
statnich subjektl. Chranit Alianci v pfipadé Ze toto usili selZe a byt pfipraven na obnovu
Uzemi zasazené ZHN nebo CBRN incidentem v ramci svych kompetenci a kdykoli mGze
prinaset pfidanou hodnotu prostfednictvim komplexniho politického, vojenského a ci-
vilniho pristupu NATO bude i nadale zvySovat hodnotu Usili o nesiteni jadernych zbrani

27 SUJB. Vyroéni zprava 2017. [cit. 1. 4. 2019]. Dostupné z: https://www.sujb.cz/fileadmin/sujb/docs/
zpravy/vyrocni_zpravy/ceske/Zprava-cinnost-SUJB-2017-Cast_|.pdf.

28 NATO.  Strategic  Concept  for the Defence and  Security of the  Members
of the North Atlantic Treaty  Organization. [cit. 1. 4. 2019]. Dostupné z:
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_publications/20120214_strategic-
concept-2010-eng.pdf
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podporou rozvoje schopnosti spojencli zabrarovat nebo zastavovat obchodovani se ZHN,
souvisejicimi materialy a jejich nosici. Tyto schopnosti by mohly byt vyuZity v namornich
operacich zamérenych na omezeni obchodovani s témito materidly. Aliance by navic
mohla své vojenské schopnosti prinést do procesu pfi odhalovani, identifikaci, sledovani,
akvizic nebo vyvoje ZHN. Vést informacni operace na vylouceni, odrazovani a odmitani
Sifeni zbrani hromadného niceni. Zahajit zpravodajskou vymeénu informaci mezi spojenci
a pripadné i partnery za uc¢elem vypracovani informacnich zprav pro ¢innost v oblasti ne-
Sifeni ZHN. Aliance muZe také rozvijet a podporovat spole¢né provozni normy, koncepce,
doktriny a taktiky a také podporovat nebo usnadrovat prislusné skoleni a cviceni v této
oblasti. A kone¢né, NATO posili mezinarodni dosah, aby podpofilo souvisejici schopnosti
partner( a posilil globalni reakci na pfipadné Sifeni ZHN.2°

5.1 Vojensky pohled na problematiku nesireni

Z vojenského pohledu je problematika non-proliferace ZHN spiSe chapana jako oblast
politicka, Aliance se priklani spiSe k pojmu prevence Sifeni ZHN. V letoSnim roce byl pred-
staven novy pfistup v této oblasti, jedna se o Komplexni strategii NATO pro predchazeni,
zneschopnéni (disablement) Sifeni zbrani hromadného niceni a obrané proti chemickym,
biologickym, radiologickym a nuklearnim hrozbam (Weapons of Mass Destruction Di-
sablement Functional Concept). Tento koncept zavadi systematicky a komplexni pristup
k prevenci sifeni zbrani hromadného niceni a k obrané proti CBRN hrozbam.

Pojem zneschopnéni (disablement) ZHN je definovan jako operace, jejichZ cilem je
systematicky lokalizovat, zabezpedit, odstranit nebo zlikvidovat ZHN, chemické zbrang,
CBRN zafizeni a material, anebo schopnosti na vyzkum, vyvoj, testovani, vyrobu a skla-
dovani, véetné zbrani pristroji a materialu potencialnich protivnika.

Koncept komplexni CBRN ochrany (The Comprehensive CBRN Defence Concept) spo-
juje pozadované oblasti pro zabezpeceni CBRN ochrany, jakoZ to i prislusné ukoly spo-
jené s tremi pilifi prevence, ochrana a obnova (obrazek ¢. 1) a déle definuje schopnosti
potrebné k naplnéni téchto ukold. SlouZi k posouzeni toho, jak mizZe NATO lépe bojovat
proti Sifeni ZHN a zpUsobu jejich Sifeni, prezkoumava aktudlni pozadavky na ochranu
v oblasti CBRN zabezpeceni, véetné politického zadani a identifikuje oblasti pokroku
a nedostatky. Uznava, Ze obranny planovaci proces NATO je duleZzitym mechanismem,
kterym NATO identifikuje nedostatky v kapacitach a zajistuje, aby Aliance mohla ucin-
né reagovat na hrozby. Operacni schopnosti k odrazeni, odhaleni, naruseni a zabranéni
Sifeni ZHN a reakce na krizové situace v oblasti CBRN mohou ztiZit Siteni ZHN a vylepsit
postoj NATO pro efektivni reakci. Posouzeni obsahuje praktickd doporuceni, ktera lze

29 NATO. NATO’s Comprehensive, Strategic-Level Policy for Preventing the Proliferation of Weapons
of Mass Destruction (WMD) and Defending against Chemical, Biological, Radiological and
Nuclear (CBRN) Threats. [cit. 1. 4. 2019]. Dostupné z: https://www.nato.int/cps/en/natolive/
official_texts_57218.htm
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uplatnit, aby se mohly fesit nedostatky v kazdé z téchto oblasti.3® Koncept komplexni
CBRN ochrany NATO vytvari vazbu mezi politicko - strategickou Urovni a vyvojem schop-
nosti na taktickém stupni. V neposledni fadé pomUzZe ujednotit poznatky v oblasti dok-
trin, organizace, vycviku, materialu, normach a operacich.

KOMPLEXNI KONCEPCE
CBRND NATO

NATO CBRN DEFENCE CONCEPT

PREVENT
PROTECT
RECOVER

COMPREHENSIVE APPROACH

Obrazek €. 1: Comprehensive CBRN concept

5. 1. 1 Koncept komplexni CBRN ochrany pilif PREVENT
(pfedchazet)

Tento pilif zahrnuje diplomatické Usili, politické kroky zamezeni sifeni a zneuZzivani
ZHN vcetné nosict ZHN, zpravodajskou ¢innost a v neposledni fadé i vojensky preventiv-
ni zasah proti aktérovi ktery ma moznost pouzit ZHN. Verejna diplomacie a strategicka
komunikace jsou strategickymi faktory, které ovliviiuji vnimani na globalni, regionalni
a narodni drovni. Propagace silné informacni kampané mlze pomoci odradit potenci-
alniho protivnika od ziskani a pouzivani ZHN tim, Ze podtrhuje naklady a rizika spojena
s pofizovanim a pouzivanim zbrani hromadného niceni. Strategicka informacni kampan
rovnéz informuje o komplexnim pristupu NATO k feSeni hrozby ZHN a podporuje vyssi
uroven povédomi verejnosti o prispévcich NATO v oblasti nesiteni zbrani, kontroly zbrani
a odzbrojeni.

Komplexni shromazdovani informaci a jejich konzistentni posouzeni jsou zdkladnim
aspektem zpravodajstvi zamérenym na ZHN a CBRN Reachback (zpétnou vazbu). Zahr-
nuje operacni nebo taktické zjistovani CBRN hrozeb, forenzni charakteristiku zafizeni pro
vyrobu ZHN. Aliance si vzala za cil investovat finan¢ni zdroje s cilem zlepsit schopnost

30 NATO. Lisbon Summit Declaration. [cit. 1. 4. 2019]. Dostupné z:
https://www.nato.int/cps/en/natolive/official_texts_68828.htm#wmd
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Aliance detekovat, charakterizovat ohroZeni, vytvofrit struktury pro zpétnou vazbu pro-
stor pro predbézné planovani, pfiradit schopnosti se zamérenim na véasné varovani pred
pouzitim ZHN nebo CBRN incidentem s cilem posilit obranné a ochranné postupy Aliance.
CBRN Reachback je nezbytnou soucasti celého spektra NATO aktivit pfi prosazovani prin-
cipu sifeni ochrany a obnovy pfi pfipadném pouZiti ZHN. V tomto procesu sehrava velkou
roli COE CBRN Vy3skov.31 CBRN Reachback je definovén jako proces, kterym mohou byt
nasazené sily vybaveny v€asnymi, koordinovanymi autoritami a podrobnymi informace-
mi o chemickych, biologickych, radiologickych, jadernych a jinych rizicich CBRN véetné
ochrannych protiopatienich vyuZivajicich vzdalené odborné zdroje informaci. U¢inna re-
akce CBRN by méla podporovat celé spektrum reakce NATO na Sifeni, ochranu a obnovu
po pouziti ZHN. PouZiti vojenské sily pro odrazeni pouziti ZHN je chapano jako posledni
moznost v pripadé, kdy selhaly vSechny politické, ekonomické a informacni prostredky.

5. 1. 2 Koncept komplexni CBRN ochrany pilif PROTECT
(ochrana)

Tento pilif je pIné v gesci vojenskych sloZek. Vyrovnana kombinace sil, schopnost reak-
ce a posileni obrany a ochrany je zapotrebi k odvraceni a odstraseni snahy pred pouZzitim
zbrani hromadného niceni. Vzhledem k potencialné nicivym disledkiim pouzivani zbrani
hromadného ni¢eni musi byt zavedeny rozsahlé pasivni obranné a zmirnujici opatreni,
které umoznuji sildm NATO pokracovat v ucinnych vojenskych operacich v kontamino-
vaném prostredi a umoznit NATO a pfislusnym civilnim agenturam pomahat spojencliim
a partnerlm s odstrafiovanim a snizovanim nasledk( pouziti ZHN. Druhy pilit zahrnuje
v€asnou detekci a identifikaci CBRN latek, varovani a uvédomovani jednotek, opatreni
k vyhnuti se pfipadné kontaminace obejitim kontaminovaného prostoru, véasné a sprav-
né pouzivani prostredkl individualni a kolektivni ochrany a v¢éasna dekontaminace zasa-
Zenych jednotek a materialu.

5. 1. 3 Koncept komplexni CBRN ochrany pilif RECOVER
(obnova)

Pokud se nepodafi predejit nebo zabranit pouziti ZHN, NATO musi byt plné pfiprave-
no se zotavit z dusledkd jejich pouZiti proti obyvatelstvu, Uzemi a jednotkam, at uz ze
strany nepratelskych statl nebo teroristl, stejné tak, pokud by ¢lenové nebo partnefi
Aliance byli postiZzeni CBRN udalosti, NATO by mélo byt schopno reagovat a asistovat pfri
odstranovani nasledkl pouziti ZHN. Tento pilit zahrnuje opatfeni pro podporu prevence
naslednych atokd, snizeni efektu zplsobenych CBRN incidentem, zachranu osob a ma-
teridlu, nasledné odstranovani nasledkd s cilem uvést systém do plvodniho stavu pred
pouzitim ZHN.

5. 1. 4 Civilné vojenska spoluprace v oblasti CBRN

Zatimco v minulosti hlavnim cilem snah NATO v boji proti CBRN hrozbam byla orien-
tace na vojenské sily a prostfedky protivnika, soudobé mozné zneuziti CBRN materialu
a ZHN teroristy, stejné jako CBRN udalosti zplsobené primyslovymi nebo pfirodnimi

31 COE CBRN Vyskov. [cit. 1. 4. 2019]. Dostupné z: https://www.jcbrncoe.cz/index.php/organization-65
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katastrofami plsobici na civilni obyvatelstvo intenzivnéji, jej dnes i v budoucnosti vice
¢ini vice zranitelné. Pro zmirnéni rizik je potfebna analyza zranitelnosti a rizik, ktera uka-
Ze nedostatky v systému a planech pro adekvatni civilni odezvu a stanovi moZnou vojen-
skou podporu civilnim autoritam.

Béhem vojenskych operaci je CBRN ochrana soucasti procesu ochrany vojsk (Force
Protection), ale v soucasném bezpecnostnim prostredi se nelze pouze zabyvat vojen-
skym aspektem operace. ZvaZzovani samotnych vojenskych aspekt nepovede k Uspéchu
operace. Dosazeni pozadovaného konec¢ného stavu vyzaduje komplexni pristup a koordi-
naci se véemi aktéry véetné vladnich, mezinarodnich a nevladnich organizaci. Poskytnuti
silné CBRN ochrany ve prospéch obyvatelstva, Gzemi a jednotek redukuje a limituje efekt
pfipadné CBRN udalosti. Snizeni moznych nasledk( také prispiva k odrazeni pfipadnych
protivnik(i od pouziti ZHN nebo CBRN prostredkll proti civilnimu obyvatelstvu, Gzemi
a silam nebo infrastrukture. Proto poZadavky na civilné-vojenskou spolupraci znatelné
vzrostly. Spolecny civilné-vojensky vycvik a cviceni posiluji vzajemné vztahy a spolupra-
ci v oblasti odstrafiovani nasledki a CBRN ochrany. Je tfeba zvézit jeji Uroven, rozsah
a hloubku pro kazdou organizaci, v kazdé fazi operace a na vSech urovnich veleni. Me-
chanismy pro nasazeni spole¢nych civilné-vojenskych jednotek NATO, sjednoceni a pla-
novani rozvoje civilnich a vojenskych schopnosti véetné mediélnich operaci by mély byt
prozkoumany a cvic¢eny.32

ZAPOJENi MO A ACR DO PROCESU NESIRENi ZHN

Jak vyplyva z vyse uvadénych civilné-politickych a vojenskych aspektl z hlediska me-
zindrodniho prava je garantem dodrZovani Umluv o nesiteni ZHN Ministerstvo zahranic-
nich véci, presto se tomto procesu podili i Ministerstvo obrany.

V soucasné strukture je na strategicko-politické Urovni tato problematika zpracovava-
na na Sekci obranné politiky a strategie MO (SOPS MO). SOPS MO se Ucastni pravidel-
nych jednani seniorniho vyboru NATO —,,NATO Committee on Proliferation” (CP) vojensky
format, Vybor pro boj proti Sifeni jadernych zbrani. CP je hlavnim poradnim organem
Severoatlantické rady pro Sifeni zbrani hromadného niceni (WMD) a jejich pridruzenych
systém, chemické, biologické, radiologické a jaderné ochrany. Vybor je zodpovédny za
sdileni informaci, rozvoj doktrin a koordinaci v otazkach prevence a reakce na Sifeni ja-
dernych zbrani.

Na Generalnim $tabu ACR a v Armadé Ceské republiky se problematikou negiteni ZHN
zabyva sekce rozvoje sil MO, Odbor rozvoje pozemnich sil, konkrétné oddéleni chemické-
ho vojska (CHV). Zejména prosazovanim zavazk( v oblasti budovani schopnosti v oblasti
CBRN ochrany, zavadénim standardi NATO pro CBRN Defence a pristoupenim k dok-
trindm NATO v oblasti CBRN. Zapojenim ACR do procesu Framework Nations Concept

32 Ref. 28

143



Vojenské rozhledy ¢. 3/2019 Nékteré nastroje bezpecnostni politiky

(FNC)33 je zabezpedena pfipravenost jednotek CHV pro rozsifeni své pusobnosti i do ob-
lasti nesifeni ZHN.

ACR méa vybudovanou a provozuje Armadni monitorovaci sit (ARMS), kterd je soucasti
statni monitorovaci sité. Tato sit zabezpecuje trvalou kontrolu radiaéni situace na Gdzemi
CR. Je provozovana SUJB. Ve spolupraci se SUJB déale ACR provadi leteckou monitorovaci
sluzbu nad tzemim CR. VyuZitim této sité a leteckého monitorovani, Ize sledovat pfipad-
ny pohyb radioaktivniho materialu na tizemi CR.

Snaha o sniZeni poctu jadernych zbrani, zakaz chemickych a biologickych zbrani a je-
jich likvidace vedou k stabilizaci bezpec¢nostniho prostfedi nejen v Evropé ale i v celosveé-
tovém méFitku. Z analyzy zapojeni CR v oblasti proliferace ZHN a dale s vyuZitim vysledk
zavéreéné prace kurzu generdalniho $tabu,34 Ize formulovat nasledujici poznatky a zavéry:

o (R veskeré platné Umluvy v oblasti nesifeni ZHN a jejich nosi¢ dlouhodobé beze
zbytku plni.

¢ CR a MO se podili na prosazovani politiky nesiteni ZHN a jako ¢len mezinarodni-
ho spolecenstvi se Gcastni vSech relevantnich rezim{ kontroly zbrojeni, odzbrojeni
a nesireni ZHN.

e Hlavnim ukolem pro resort MO je pfedevsim zajistovani ochrany pred Gcinky
zbrani hromadného niceni a to jak ve prospéch vlastnich tak i spojeneckych sil
a jakozto soucast integrovaného zachranného systému téz ve prospéch civilniho
obyvatelstva.

e Zapojeni resortu MO a ACR do procesu non-proliferace je mozné v oblasti zpra-
vodajské - INTEL podpora, rozvoj schopnosti dle NATO standard(l v oblasti CBRN
ochrany a zapojeni pfislu$nika ACR do expertnich tym( OPCW.

¢V ramci NATO byl schvalen koncept pro nesiteni ZHN. Ukolem pro MO a ACR je jeho
implementace do norem a predpist véetné Upravy standard(l pro chemické vojsko.

e Meziresortni spoluprace v oblasti nesifeni ZHN je posuzovana jako dostatecna a na
dobré urovni. Mezi statnimi organizacemi jako je SUJB a MO (ACR) se spoluprace
zacCina rozvijet.

e Zkudenosti se zapojenim ACR a MO do iniciativ non-proliferace ZHN jsou chapa-
ny pozitivné a snizuji bezpe¢nostni hrozby a rizika pro CR, vedou k vétsi transpa-
rentnosti a posilovani dlvéry. Jedna se predevsim o rovinu politicko-strategic-
kou. Na operacné-taktickém stupni je zapojeni pouze v oblasti vymény informaci
a zkusenosti.

¢ Pro ACR, je nezbytné udriovat znalosti a schopnosti ochrany pied t¢inky ZHN. P¥i-
pravou velitel a Stab( na implementaci informacniho managementu do procesu
planovani s demonstrovanim funkcnich kapacit CBRN ochrany zabezpecit schop-
nost ACR vy¢leriovat sily a prostiedky do sil NRF (v ramci CJ CBRND TF, VITF).

33 HAVEL, Ondfej a Antonin NOVOTNY, Moznosti rezortu obrany pfi prosazovani konceptu framework
nations. Vojenské rozhledy, 2016, 25 (4), s. 3-17. ISSN 1210-3292 (print), 2336-2995 (on-line). Dostupné z:
http://vojenskerozhledy.cz/kategorie/moznosti-resortu-obrany

34 FOKT, Martin. Ndstroje bezpecnostni politiky k zamezeni proliferace zbrani hromadného niceni.
Zavérecna prace 35. KGS. Brno, 2019. UO.
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Pokracovat v budovani vzajemné spoluprace v oblasti OPZHN s ostatnimi ¢leny Ali-
ance s vyuZitim COE CBRN a Ustavu OPZHN Univerzity obrany.
Predpokladanym pfinosem pro ACR maze byt rozsifeni znalosti piislusniké CHV
v oblasti expertizy a verifikace zavedenych kontrolnich rezima zapojenim do ex-
pertnich tym({ OPCW a vyuZivani monitorovaci sité ACR pro potieby SUJB k moni-
torovani radia&ni situace na Gzemi CR.

Potteba zapojeni MO a ACR do procesu nesiteni ZHN je charakterizovana v ro-

viné rozsirené spolupréace se statnimi arady a implementace koncepci NATO do norem
a predpist platnych v ACR s dlirazem na zachovani, rozvoj a piipadné rozéifeni schopnos-
ti jednotek chemického vojska.

6.1 Doporuceni a postupy pro zapojeni CR a ACR do mezinarodni

spoluprace v oblasti zamezeni proliferace ZHN

Z analyzy zapojeni CR a MO do procesu nesifeni ZHN, mezinarodni spoluprace v této
oblasti, vyhodnoceni strukturovanych rozhovor(35 a s vyuZitim osobnich znalosti a zku-
Senosti z oblasti OPZHN vyplyvaji nasledujici zavéry a néktera doporuceni pro odpovédné
organy resortu pro dalsi zapojeni do mezirezortni a mezinarodni spoluprace v oblasti
nesifeni ZHN:

Pokracovat v dosavadni spolupraci s MZV v oblasti nesifeni ZHN. Vytvaret podklady
pro jednani a vlastni Ucast na jednani vojenského vyboru NATO ,Committee on
Proliferation”. Soucasna praxe je hodnocena jako dostacuijici.

Podporovat mezinarodni Usili v oblasti nesiteni ZHN, smlouvy, iniciativy a progra-
my predstavené OSN, EU, bilaterdlni dohody a pakty. Podpora zahranic¢ni politiky
a bezpecnostni politiky je jednoznaéné zamérena na dodrZovani zavaznych smluv
a ujednani v oblasti nesitreni ZHN.

Pokracovat v zavadéni opatreni vyplyvajicich z NATO COMPREHENSIVE CHEMICAL,
BIOLOGICAL, RADIOLOGICAL, NUCLEAR (CBRN) DEFENCE CONCEPT. Tento koncept
pomaha jednotlivym c¢lenskym statim NATO ujednotit pristup k této problemati-
ce. Zavedenim standard@ NATO do norem a piedpist pro ACR prispéje k moznosti
vyclenéni jednotek CHV i do operaci spojenych s bojem s nelegalnim Sifenim ZHN
- popfipadé i moznosti koali¢ni spoluprace v Ucelovych uskupenich vytvarenych na
bazi eNRF (CJ CBRN TF) a podobné.

Pristoupit k implementaci NATO konceptu WEAPONS OF MASS DESTRUCTION DlI-
SABLEMENT FUNCTIONAL CONCEPT a podilet se na pripravé nové NATO doktriny
v rdmci IMS. Implementace téchto norem rozsifi moznosti nasazeni jednotek che-
mického vojska v operacich NATO a EU na stejném principu jako u predchoziho
bodu.

JelikoZ problematika nesiteni ZHN je véci Sirsiho zapojeni vSech zainteresovanych
aktérq, je nezbytné do budoucna zaradit do strategickych planl a operaci novou

35 Ref. 32, str. 44-47
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kategorii vojenskych prispévk( pro reseni problematiky nesifeni ZHN tzv. Operaci
na zneskodnéni ZHN.

e Ziskavaniinformacije zakladnim kamenem pro Uspésné plsobeni v oblasti nesiteni
ZHN, proto je nutné vytvorit predpoklady pro Uspésné propojeni vojenského zpra-
vodajstvi, specialnich sil a odbornikl za oblast CBRN (Reachback and fusion) v pod-
minkach ACR s pfesahem na mezinarodni struktury NATO, OPCW atd. Fuze infor-
maci, znalosti a technického feseni bude prispivat k nalezeni nejvhodnéjsi metody
a postupu pfi feseni problematiky nesifeni ZHN. Nedilnou soucasti tohoto procesu
je NATO CBRN COE, které v této oblasti mizZe zabezpecit stalou poradenskou sluzbu
pomoci sekce CBRN Reachback.

e Soucast procesu nesifeni ZHN je i kontrolni a monitorovaci ¢innost organu stat-
ni spravy. Je proto nezbytné vytvofit podminky pro prohloubeni spoluprace mezi
SUJB, ktery je za oblast kontroly odpovédny, a resortem obrany. Souéasné Ize vyuZit
zku$enosti a odborné znalosti pracovnikd SUIB pro zkvalitnéni p¥ipravy a vycviku
specialistl CHV v oblasti detekce a analyzy.

e Pokracovat v prohlubovéni spoluprace se SUJB v oblasti monitorovani radiaéni si-
tuace na tzemi CR, k tomu vyuZivat prostiedky armadni radiaéni monitorovaci sité.
Pro odhalovéni ilegalnich transferd radioaktivniho materialu pies izemi CR Ize vy-
uzit prostredky leteckého radiacniho monitorovani.

e V oblasti pripravy a vycviku jednotek CHV a v rdmci pfipravy chemického zabezpe-
¢eni ukolovych uskupeni, sil eNRF a HRF se zaméfit na vycvik a pripravu specialnich
tymua zabyvajicich se problematikou detekce a analyzy neznamych latek s vyuzitim
soucasnych kapacit a schopnosti SIBCRA tym( a laboratornich kompletd, nadale
pokracovat ve snaze o dosahnuti forenznich schopnosti odbéru a analyzy u vybra-
nych tym( 31. pluku radiacni, chemické a biologické ochrany.

¢ Vhodnym prostiedkem pro zapojeni ACR do problematiky negifeni ZHN je projekt
Framework Nations Concept (FNC), do kterého se ACR jiz zapoijila. VV oblasti CBRN
je tato iniciativa podporovéana predeviim Spolkovou republikou Némecko, Ceskou
republikou a Slovenskem. Tento projekt napomaha a podporuje rozvoj schopnosti
v oblasti CBRN, rozsifuje moznosti ¢lenskych statd NATO v oblasti budovani a sdi-
leni CBRN schopnosti.

* V neposledni fadé je tfeba vyuZit moznost zapojeni vybranych pfrislusnikl CHV do
expertnich tymd OPCW. Tato moZnost povede k ziskani novych poznatkl a zkuse-
nosti z oblasti sdileni informaci, detekce a analyzy chemickych latek.

ZAVER

Nesifeni zbrani hromadného niceni a kontrola odzbrojeni je z pohledu mezinarodniho
spolecenstvi povaZzovano za zakladni aspekt zachovani miru, rozvoje globalni spoluprace
a sniZovéni napéti mezi hlavnimi aktéry na poli ekonomickém a politickém. Ceska repub-
lika jako signatar a zakladajici clen OSN, aktivni ¢len EU a NATO k problematice nesireni
ZHN pristupuje velmi zodpovédné. V oblasti chemickych zbrani je CR zakladajicim élenem
OPCW a prosazuje dosazeni univerzality Umluvy, ddslednou realizaci ustanoveni Umluvy
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v narodnich legislativnich systémech smluvnich stran, sjednoceni pravidel a technickych
nalezitosti pro hlaseni (deklarace) o exportu, importu a vyrobé chemickych latek a zvy-
Sovani efektivity ¢innosti OPCW, véetné ucinnosti a kvality inspekci. Mezinarodni smlou-
vy a bilateralni dohody v oblasti jaderné bezpecnosti, zakazu chemickych a biologickych
zbrani jsou dUsledné dodrZovany i presto, ze CR neni primarnim objektem téchto smluv
a dohod. Zapojeni CR, MO a ACR do mezinarodni spoluprace a do systému kolektivni
obrany NATO je zakladnim vychodiskem pro zajisténi obrany a bezpe¢nosti CR, co? je
zakotveno v Obranné strategii z roku 2017. Tento aspekt umoZnuje rozvijet a realizovat
projekty nebo ¢innosti v oblasti OPZHN, které by byly pro jednotlivé staty technologicky,
¢i zdrojové narocné.

Zapojeni MO a ACR do struktur NATO umoziiuje ovliviiovat strategické rozhodovani
v oblasti OPZHN a tim podporovat soucasné trendy tykajici se forenzni analyzy, odbéru
CBRN vzorkUd a pfijimani novych trendl v oblasti odstranovani nasledk( pouziti ZHN.
Podporou odzbrojovacich a kontrolnich mechanism( v oblasti nesiteni ZHN a jejich nosi-
¢, €R a MO naplfiuje svoji ambici v oblasti OPZHN jako vedouciho naroda. Pfijetim kon-
ceptl NATO zabyvajicich se problematikou komplexniho pfistupu k ochrané pred ucinky
ZHN a pro zneschopnéni ZHN je poloZzen zakladni kamen k udrzovani soucasnych schop-
nosti a budovani novych schopnosti chemického vojska v souladu s poZadavky koali¢nich
partner( na spole¢nou obranu. Dal$im vhodnym prostiedkem pro zapojeni ACR do pro-
blematiky OPZHN je ucast v projektu FNC, kde spolu se Spolkovou republikou Némecko
zahajuje CR proces sdileni schopnosti v oblasti OPZHN ve prospéch spole¢né obrany EU.

Pplk. gst. Ing. Martin Fokt, narozen v roce 1968. V roce 1991 ukoncil Vojen-
skou vysokou Skolu pozemniho vojska generdla Ludvika Svobody ve Vyskove,
obor vojensko-inZenyrsky vojenskd chemie. V roce 2002 absolvoval praporni
velitelsky kurz pro distojniky chemického vojska v USA. Od roku 1991 do
roku 2008 pusobil v riznych velitelskych a Stabnich pozicich u jednotek che-
mického vojska. V letech 2008 aZ 2011 pusobil ve strukturdach NATO Land
Component Command (Force Command) Headquarters v Heidelbergu, Né-
mecko. Po ndvratu ze zahranici plsobil v letech 2011 aZ 2017 na Velitelstvi
brchbo pro ARRC. Od ¢ervna 2017 zastava funkci Nacelnika stabu 31. pluku
radiacni, chemické a biologické ochrany v Liberci. V bfeznu 2019 ukoncil stu-
dium Kurzu generdliniho stdbu na Univerzité obrany Brné.

Ing. Antonin Novotny, Ph.D., narozen 1963. V roce 1985 ukoncil Vysokou
vojenskou Skolu pozemniho vojska ve Vyskové a poté do roku 1988 vyko-
naval velitelské funkce. V obdobi 1988—1991 absolvoval postgradudini stu-
dium obor velitelsko-stabni, specializace zpravodajskd, a ndsledné v letech
1991-2008 plsobil v riznych funkcich u Vojenského zpravodajstvi. V letech
2008-2010 pracoval jako obranny poradce ve velitelstvi NATO pfi stalé de-
legaci Ceské republiky pfi NATO a Stdlém zastoupeni Ceské republiky pfi Ev-
ropské unii v Bruselu. V letech 2011-2012 akademicky pracovnik skupiny
bezpecnostnich studii, katedry celoZivotniho vzdélavani Univerzity obrany
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(UO) v Brné. Od listopadu 2012 pracuje jako odborny asistent Centra bez-
pecnostnich a vojenskostrategickych studii UO.

pplk. doc. Ing. Pavel OTRISAL, Ph.D., MBA, narozen v roce 1972. VWS PV
ve Vyskové absolvoval v roce 1994. V roce 2011 ukoncil profesni vzdélava-
ci program ,,Public relations” V roce 2012 ukoncil doktorské studium obo-
ru. V roce 2015 ukoncil habilitacni rizeni a byl jmenovdn docentem v oboru
Ochrana vojsk a obyvatelstva. Prosel velitelskymi funkcemi na stupni rota
a stabnimi funkcemi na stupni prapor a brigdda. V roce 2005 nastoupil na
Ustav OPZHN Univerzity obrany ve Vyskové na systemizované misto odbor-
ného asistenta oddéleni chemického vojska, kde plsobi doposud. V ramci
pedagogické Cinnosti se vénuje problematice bojového a operacniho pouZziti
jednotek, utvarti a svazku chemického vojska.
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Recenze monografie autora — Daniel P. Bagge

Miroslava Pavlikova

UNMASKING MASKIROVKA: RUSSIA’S CYBER
INFLUNCE OPERATIONS

Unmasking Maskirovka: Russia’s Cyber
Influnce Operations je knizni prvotinou sou-
¢asného kybernetického ata$é za Ceskou re-
publiku pro Spojené staty americké a Kanadu IIMIREAAIZIALAS
a byvalého reditele odboru kybernetickych
bezpecénostnich politik Narodniho uradu pro
kybernetickou a infomacni bezpecnost Da-
niela P. Bagge. Kniha o 251 stranach vydana
nakladatelstvim Defence Press neni vystupem
z jeho aktivit v Uradu nebo reprodukci politik
Ceské republiky k tématu informacnich opera-
ci, ale vlastnim vyzkumnym dilem zaloZzeném
na zajmech autora. Ze téma autora zajima di
jej jednoduse ,bavi“, je pfi ¢teni knihy roz-
poznatelné a umozZniuje i Ctenafi toto nad-
Seni s autorem sdilet. Kniha si najde ¢tenare DANIEL P. BAGGE
v nékolika oblastech. Jako uZite¢nd, strucna
a jasna prirucka v aktualnim, zajimavém, ale
i spletitém tématu poslouzi policy makeram,
akademikim, studentdm bezpecnostnich studii nebo vojenskych obor(, ale rozhodné
i vy$s$im vojenskym dUstojnikam.

Unmasking maskirovka nabizi nejprve teoreticky diskurz pro dnes casto sklornovanou
problematiku ruské informacni valky, ktery je autorem prokladan kontrasty s historicky-
mi koncepty vojenské védy. Autor prezentuje také jakousi univerzalitu téchto konceptd,
kdy upozoriuje na jejich platnost v soucasnosti. Svlj pristup k praci s daty popisuje jako
doktrinalni a historickou analogii konceptl pro digitalni éru. Druha cast knihy poté pre-
kvapuje autorovymi origindlnimi analytickymi vystupy a navrhem nastroje i pro budouci
analyzy.

V Gvodni kapitole se autor vénuje vlivovym operacim, zejména jejich teoretickému
vymezeni a dualeZitosti v dnesnim vojenstvi. Zdlraznovana je potreba SirSi perspektivy
pro operovani s kyberprostorem, nelpéni na technikaliich, ale vymezeni stejného prosto-
ru i socialné psychologické sfére. Nasledné se vénuje klamani (deception) a souvisejicim
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termindim jako je klamani politické nebo vojenské. Autor se dostava téz k vysvétleni ti-
tulkové maskirovky.

Na dalSich stranach se Bagge posouva k hlavnimu aktérovi celé knihy — Ruské federaci
a jejim postojim k operacim v kyberprostoru. Zminiovan je koncept aktivnich opatreni
(active measures) a nasledné dovedeni ¢tenare aZ po pro autora podstatny teoreticky
model reflexivni kontroly.

Pro Ctenare je osvézujicim prekvapenim, Ze uz po par strankach teoretickych diskuzi
prichazi autor s prvnimi analytickymi vstupy. Ocenit se d4 zejména tendence stavét teorii
¢i tvrdd data do kontrastu s realitou a dobfe zndmymi udalosti, které pokud se neobje-
vily v médiich, tak o nich ma povédomi védecka ¢i bezpecnostni sféra. Tato skutecnost
zpristupnuje diskurz knihy a nenudi. V podobném duchu se nese i ¢ast predstavujici rus-
ké strategické dokumenty a jejich manipulaci s informacnim bojem. Bagge vybira jejich
podstatné Casti a komentuje je s pomoci redlii ¢i dat od jinych autord. Format téchto
mikroanalyz neni nijak prfesné dany, nicméné Baggeho cilem neni podat vyCerpavajici
akademickou analyzu.

Predél mezi feknéme Uvodni a hlavni analytickou casti tvori kapitola Cyber Relation
to Information Superiority and Reflexive Control. Kapitola plsobi dojmem samostatné
jednotky, ktera by dobre plnila svoji roli na kterémkoliv misté v knize, spise vsak v ivodu.
Co akademického ¢tenare zaujme, je absence odkaz( na zdroje. Nabizi se tak vysvétleni,
Ze autor vychazel ze svych expertnich znalosti.

Hlavni analyticka ¢ast s nadpisem Reflexive Control: Cyber Related Examples pracuje
s popisem nastrojli dle S.A. Komova. Je zde opét velmi Sikovné propojena teorie s prak-
tickymi priklady, tentokrat se smérovanim na ukrajinsky konflikt a roli Ruska v ném. Zno-
vu se odkazi na roli akademického ¢tenare, ktery by mozna ocenil hlubsi operacionalizaci
a triangulaci zdroju, avsak pro ucely knihy je autorovo vymezeni dostacujici. Vystupem
kapitoly je navrh analytického nastroje DOPES, ktery bude hodnotit nékolik element( ky-
bernetickych operaci (Distraction, Deception, Divisison, Detterence, Overload, Paralysis,
Pacification, Provocation, Pressure, Exhaustion, Suggestion). Ten pak sam v nasledujici
kapitole aplikuje na ukrajinsky konflikt, tedy jednotlivé kampané v jeho ramci. Vystup
je plsobivou ukazkou toho, jak Ize systematicky analyzovat téZzce uchopitelné a prisuzo-
vatelné uddlosti. Sdm autor priznava, Ze se jedna jenom o ilustrativni vycet a rozhodné
ne absolutni popis, coZ ovsem v této oblasti ani neni mozné. Hlavnim pfinosem je navrh
analytického ramce, ktery muze byt dale pouzivan a upravovan i na odborné drovni.

Zavérecna Cast neni, jak by se mozna nabizelo, soupisem doporuceni pro policy make-
ry jak proti ruskym vlivovym operacim postupovat. Bagge naopak prichazi s tzv. ,must-
-nots”, které predstavuji pro rusky rezim jakési cervené linie, jez nesmi prekrocit, aby byl
zachovan. Chytry ¢tenar vsak pochopi, Ze mohou zaroven slouzit jako pomysiny navod
k tvorbé protiopatreni.

Snadné proplouvani knihou moznd pro nékoho narusi méné kvalitni ilustracni obraz-
ky, zejména pak obrazek ¢. 5 na strané 129. Hnidopichy pak m{ze rozhodit ponechani sa-
mohlasek na koncich vét a anarchie v zarovnani odstavcll v seznamu zdroji. Nakladatel
zfejmé tak své prednosti prokazuje obsahem.

Unmasking maskirovka by se méla stat prvni volbou pro policy makery a vojensky
personal, ktery se snazi pochopit a zorientovat v aktudlni problematice ruskych vlivo-
vych operaci. | vé¢né zaneprazdnéni a na kratké analyzy zvykli ¢tenari (zejm. vySsi statni
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Urednici) zvladnou knihu svizné projit a ziskat vSe potrebné, aby mohli se znalosti téma-
tu reagovat na aktudlni strategické vyzvy. Kniha by také mohla plnit funkci doporucené
literatury pro studenty vojenskych a bezpecnostnich obord, kterym nabidne adekvatni
a snadno stravitelny exkurz do ruskych vlivovych operaci.

Mgr. Miroslava Pavlikovd, narozena v roce 1990. V letech 2010 — 2013 ab-
solvovala bakaldrsky studijni program Politologie a Bezpecnostni a strate-
gicka studia. V obdobi 2013 — 2016 pak magistersky obor Bezpecnostnich
a strategickych studii. Zaroveri v roce 2014 studovala program Politics, His-
tory and International Relations na Department of PHIR v Loughborough
University ve Velké Britanii. V soucasnosti studuje doktorsky program Polito-
logie na Fakulté socidlnich studii Masarykovy univerzity v Brné.
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